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Abstract

In the last few years, cyber risk has attracted increasing attention by researchers,

regulators and business operators and has established itself as one of the major

emerging risks. The COVID-19 crisis and the massive adoption of the home-

working has further contributed to worsen the situation, with an increasing

frequency of the number of cyberattacks. The literature on cyber risk is rel-

atively limited but is growing at a robust pace. This thesis aims at giving

an overview of all the main challenges related to cyber risk and to contribute

with an empirical analysis of the global frequency of cyberattacks using publicy

available data and Bayesian INGARCH models.
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Introduction

In the last few years, cyber risk has attracted increasing attention by researchers,

regulators and business operators and has established itself as one of the major

emerging risks. The COVID-19 crisis and the massive adoption of the home-

working has further contributed to worsen the situation, with an increasing

frequency of the number of cyberattacks. The literature on cyber risk is rel-

atively limited but is growing at a robust pace. This thesis aims at giving

an overview of all the main challenges related to cyber risk and to contribute

with an empirical analysis of the global frequency of cyberattacks using publicy

available data and Bayesian INGARCH models.

The main advantage of this class of models over more classical models such

as the Poisson regression model, is that they can better accommodate for two

distinctive characteristics of cyber incidents data, that are high overdispersion

and temporal dependence. Moreover, dynamic models appear to be a good

choice for the frequency modelling of cyber incidents data, since the dynamic

nature is widely recognized as one of the key feature of cyber risk.

The thesis comprehends three chapters. The first chapter presents cyber risk

and discusses two main issues related to it, namely its insurability and its impli-

cations for financial stability. The second chapter is focused on models for count

data and forms the basis for the empirical analysis conducted in the next chap-

ter. Three main families of models are discussed: INGARCH models, thinning-

based models and state-space models. Finally, in chapter three is carried out

an econometric analysis of the frequency of cyberattacks in which several model

specifications of INGARCH models are estimated and compared. The estima-

tion method adopted and the forecasting algorithm are also discussed, together

with the chain convergence diagnostics. The last chapter concludes with a short

empirical analysis of the effect of the Covid-19 outbreak on the daily expected

number of cyber incidents.
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1 Cyber risk

1.1 The definition of cyber risk

Cyber risk is a very general term and several definitions have been proposed

for it. For instance, Cebula and Young (2014) define it as “operational risks

to information and technology assets that have consequences affecting the con-

fidentiality, availability, or integrity of information or information systems”.

Another broadly used and more general definition is the one proposed by the

Financial Stability Board that defines it as ”the combination of the probability

of cyber incidents occurring and their impact”1 .

Cyber risk can be classified in several ways. A first classification of cyber events,

introduced in the US Federal Information Security Management Act of 2002,

distinguishes between confidentiality, availability, and integrity issues. The first

arises when the confidentiality of data is compromised, and the private infor-

mation is made public. The most relevant example of this type of events are

data breaches. Availability issues refer to the situation in which the availability

of data or systems is compromised. These type of events can lead to business

interruption and are among the costliest. A typical example are DDoS and

ransomware attacks. Finally, integrity issues are experienced when data are im-

paired, and their integrity is compromised. An example is the one that involved

BNY Mellon, the world’s largest custody bank, in 2015. In that situation, a

computer glitch made the bank incapable of calculating on time the NAV of

around 1200 funds under its custody, causing panic among its clients over the

concerns that the funds may have traded at inaccurate prices2. Because of this

large variety of cyber incidents, sometimes it is used the plural ”cyber risks” to

remark their different characteristics.

Another possible classification is based on the type of activity (malicious vs non-

malicious) and on the attribution (e.g., terrorists, states, hacker groups). This

last one distinction is particularly important when it comes to cyber insurance

since the war exclusion is a widely used clause in cyber insurance policies. Fur-

thermore, since cyber risk can be underwritten by insurance companies through

dedicated cyber policies, a further separation can be made between cyber risk

1In the FSB Cyber Lexicon, a cyber incident is defined as ”A cyber event that: i. jeop-
ardizes the cyber security of an information system or the information the system processes,
stores or transmits; or ii. violates the security policies, security procedures or acceptable use
policies, whether resulting from malicious activity or not” (Financial Stability Board (2018)).

2See Nasdaq (2016).
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as an operational risk and cyber underwriting risk3. Lastly, a further useful

differentiation can be made between ”cyber risk of daily life” and catastrophic

cyber risk, where the latter refers to the risk of a massive cyber event able to

cause a high number of non-independent losses and is represented historically

by the WannaCry and NotPetya attacks of 2017 (Eling et al. (2016)).

1.2 The characteristics of cyber risk

From an insurance perspective, cyber risk shares some characteristics with other

type of risks, in particular with natural catastrophe risk. The two have in

common the capability to cause huge and correlated financial losses for the

insurers. Nevertheless, cyber risk presents features that make it unique. The

first is the absence of geographical limitations. Indeed, cyberattacks campaigns

can easily spread across different countries and industries in a short period of

time and moreover, also when a cyberattacks campaign remain limited to a

single country, companies in different countries can still be affected, for instance

due to the presence of their servers in that country. This makes complicated for

insurers diversifying their portfolios, since a diversification based only on the

location of the insured entities becomes ineffective and exposed them to the risk

of interdependent losses.

A second important key feature that characterizes cyber risk is its dynamic

nature which depends essentially on two factors: the presence of an active ad-

versary and the technological change. Indeed, the fact that often behind cyber

incidents there is an active adversary makes difficult contrasting them since the

techniques and the motivations can change from time to time. In addition, to

contribute to the dynamic nature of cyber risk there is also the technological

change, that together with new technologies, also brings new opportunities of

cyberattacks.

An example is the increasingly frequent practice among companies of outsourc-

ing IT technology to the cloud. This practice that is mainly motivated by

efficiency and security considerations, changes dramatically the cyber risk land-

scape because, while it makes companies more protected from idiosyncratic

cyber incidents, also increases the probability of catastrophic events caused by

the failure of a cloud provider (using the lexicon of risk management, the cloud

3However, cyber risk can also affect some traditional policies, in absence of explicit cyber
exclusion clauses creating “non-affirmative” or “silent” exposures. The problem of silent cyber
risk is treated more extensively below.
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lowers the volatility and fattens tails4). The ever-changing nature of cyber inci-

dents is testified also by the different relevance attributed to the types of cyber

incidents over time. Data breaches, that were considered the most prominent

cyber threat until recently, in just a few years have been substituted by ran-

somware attacks, considered nowadays the most prominent and damaging type

of cyberattack.5.

Finally, an additional characteristic that differentiates cyber risk, is the fact

that it is not influenced only by companies’ security postures and cyber hygiene

practices, but also by the ones of their external networks. This has been made

evident by the case of the Target data breach in 2014, where hackers entered into

its systems using network credentials stolen from a third-party vendor6. This

characteristic makes cyber risk harder to be managed, since it requires more

coordination among companies and their third-service providers and, from an

insurance perspective, increase the amount of data necessary to assess the risk

of each company.

1.3 Is cyber risk insurable?

Due to its particular characteristics, several authors and practitioners have ques-

tioned the insurability of cyber risk7. The issue has been exemplified also by

Warren Buffet, the famous investor and CEO of the Insurance group Berkshire

Hathaway, that talking about cyber policies commented ”I don’t think we or

anybody else really knows what they’re doing when writing cyber ...We don’t

know the interpretation of the policies will be. We don’t know the degree to

which they’ll be correlated”.

A comprehensive and widely used set of criteria to determine, from a theoretical

perspective, the insurability of a risk, is the one developed by Berliner (1982),

who identified nine requirements for a risk to be insurable, five of an actuarial

nature, two related to the market and one societal (1). The first requires losses

to be random and independent. The second and the third conditions are respec-

tively that the maximum losses per event must be manageable for the insurer

and that the average losses per event is moderate. The fourth requirement is a

4A detailed analysis of the financial stability implications of cloud outsourcing is provided
in Danielsson et al. (2019).

5See Allianz (2020).
6See KrebsonSecurity (2014).
7See for instance Biener et al. (2015), Granato and Polacek (2019), and for a practitioner

view MunichRe (2018).
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Insurability Criteria Requirements

Actuarial (1) Randomness of loss occurrence Independence and predictability of loss exposure
(2) Maximum possible loss Manageable
(3) Average loss per event Moderate
(4) Loss exposure Loss exposure must be large
(5) Information asymmetry Moral hazard and adverse selection not excessive

Market (6) Insurance premium Cost recovery and affordable
(7)Cover limits Acceptable

Societal (8) Public policy Consistent with societal value
(9) Legal restrictions Allow the coverage

Table 1: Berliner’s insurability criteria. Source: Biener et al. (2016)

large loss exposure, that is a sufficiently large number of independent exposure

units. The last actuarial criteria is about moral hazard and adverse selection

that must be moderate or, alternatively, the insurer must have the possibility

to mitigate them, for instance through a more severe underwriting scrutiny. In

addition, premiums charged must make the insurer able to cover its costs (both

claims and operating expenses), but, at the same time, must also be affordable

for the potential policyholder. On the same line, the seventh condition requires

coverage limits to be high enough for the insurance contract to makes sense.

Finally, the last two requirements states that insurance coverage should comply

with existing regulations and be consistent with societal value (for instance,

they should not promote or encourage criminal actions).

Applying these criteria to cyber risk it is possible identifying several poten-

tial obstacles to its insurability8. The first obstacle is the non-randomness of

loss occurrences that exposes insurers to the risk of high correlated losses. In-

deed, nowadays there are several linkages among firms through which cyber

incidents can propagate. Firms can be interconnected since they are in the

same supply-chain or due to technological linkages (e.g., adoption of the same

hoisting provider). Because of this linkages across firms, once a company fall

prey of a cyberattack, also other companies in the same network can be af-

fected9. A typical example is the one of the NotPetya attack of 2017 in which

the attack initially spread through an accounting software called M.E. Doc.

8Here the analysis is conducted at a general level, obviously these considerations do not
necessarily apply to all cyber risk sub-categories. For instance, providing coverage against a
widespread power outage caused by a cyber incident is far more problematic than providing
coverage against a data breach.

9A model which try to capture this contagion effects is the Cyber-VaR proposed by Bou-
veret (2018). This model differs from a standard Cyber-VaR assuming that each incidents
can result in one or more losses, where the number of losses follows a geometric distribution.
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that was widely diffused among Ukrainian firms, but then affected also several

non-Ukrainian companies through their subsidiaries in that country10.

In particular, researchers from Kovrr, a leading cyber risk modelling platform,

has provided empirical evidence about the potential for losses accumulation

among companies in the same geographical area, industry and of the same

size. Using private technographic data, they have noticed that companies, once

grouped by these tree factors, tend to rely on the same technologies and to the

same external providers and are thus potentially exposed to the same campaigns

of cyberattacks. For instance, they discovered that the 75% of the companies

impacted by the SolarWinds cyberattack are concentrated in 23 out of 81 groups

identified with this procedure11.

Ineffective risk pooling is also mentioned as an obstacle. This is determined

by the too small size of cyber-insurance portfolio and by the lack of adequate

reinsurance. However, with the increasing frequency of cyber incidents and the

growth of the cyber (re)insurance market, this obstacle does not appear to be

decisive in the medium-term12.

An additional problem for the insurability of cyber risk, that is often mentioned

in the literature, regards moral hazard and adverse selection. The first refers to

the fact that company may change behavior after the purchase of the insurance,

while the second refers to the higher propensity of buying cyber coverages of

companies that have already experienced a cyber incident in the past, compared

to those that have not (Eling et al (2016)). Nevertheless, insurers have several

tools to address these type of problems such as deductibles and pre-risk surveys.

For this reason, also this requirement does not appear to be a crucial issue for

the development of the market.

Considering market criteria (coverage limits large enough and affordable pre-

mium), an accurate assessment of their fulfilment is complicated due to the

absence of data and due to the immaturity of models used for the calculation

of premia. Analyzing the Swiss market, Biener et al. (2016) reports a maxi-

10More details about this attack are provided in the next sections, while a detailed analysis
of the consequences of NotPetya on firms’ supply chains can be found in Crosignani et al.
(2020).

11See Kovrr (2020) for a detailed discussion about this methodology and Howden (2021)
for its application to the SolarWinds cyberattack.

12To this regard, data from SwissRe shows that cyber reinsurance is highly demanded but
it is also experiencing a sustained growth, with the total limit of aggregate excess of loss cyber
reinsurance placed increased by 166% from 2018 to 2020 (SwissRe (2020)).
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mum coverage limit of $50 million and using a sample of more than 900 cyber

incidents find that more than 90% of the incidents in their sample would be

covered. Taking into account the fact that the losses following NotPetya, the

costliest cyber-attack to date, have reached amounts in the order of $300 mil-

lion for some of the companies impacted, such coverage limits appear inadequate

and, while it is true that companies can purchase more than one policy, it is

also true that cyberattacks of this kind have the theoretical potential to cause

even more damages13. The fact that some aspects of cyber risk are currently

not insurable is also the view of some major cyber reinsurers and raises the

question about a possible role of the government as insurer of last resort.

Regarding the premium charged for cyber coverages, the recent very high loss

ratio (Figure 1) of some of the leading cyber players, and the growing cost of

cyber insurance, suggest that, if any, is too low compared to the actual threat

posed by cyber incidents.

Finally, the last two criteria (the societal ones) appear instead to be problematic

for the insurability of cyber risk, or at least for some of its most relevant sub-

categories, specifically ransomware and data breaches. Indeed, in the aftermath

of the Colonial Pipeline ransomware attack earlier this year, has become more

and more alive the debate over the merit of ransomware payments, deemed to

be an incentive for more attacks14. The opponents of ransomware payments also

criticize the supply of cyber coverages arguing that companies insured against

these events become ideal targets for future attacks because of the strong in-

centive to pay the ransom given by their policies. Relevant to this respect is

the case of AXA, one of the leading cyber underwriter in the world and the

largest in the US in 2020 (Figure 1), that has recently stopped to provide ran-

somware coverages after having been blamed to encourage companies to pay

out15. Clearly, if this view will continue to attract consensus, and especially if

it will be followed by regulatory initiatives, the risk of ransomware attacks will

become not insurable.

The last criteria simply requires insurance coverages to be allowed by the law.

While this is not an issue for most of the typologies of cyber risks, it is impor-

tant to notice that in the case of fines and penalties, an important driver of the

13See Financial Times (2017).
14The view according to which paying ransom encourages criminal and thus should be

avoided is for instance the one of the FBI.
15See Financial Times (2021).
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total cost of data breaches, this criteria may be not always fulfilled. Indeed, in

many countries including Italy, the existing legislation forbids in many circum-

stances the providing of insurances against fines and penalties to not reduce the

deterrent effect of the penalty (OECD (2020)).

In general, the regulatory environment is an issue. Legal battles over fundamen-

tal matters are still ongoing, and their outcome is expected to have an important

effect on the future of cyber coverages. A notable case is the well-known Mon-

delez vs Zurich litigation, where the White House recognition of NotPetya as

an ”indiscriminate cyberattack” on the part of ”the Kremlin”, has led Zurich,

the insurer of Mondelez, to refuse paying, claiming that it was an ”act of war”

and thus not covered by the Mondelez’ cyber policy16. The problem is complex

because insurers must balance the necessity to provide enough coverages for

their clients with the one of preserving their solvency in case of war. With this

respect it is relevant the view of Choen et al. (2020) according to which cyber-

attacks will have a decisive role in future warfare and especially in the so-called

gray-zone fights. It is evident that the distinction between which cyberattacks

classify as ”act of war” and which one does not should be made clearer, other-

wise there is the risk that a large portion of cyberattacks will become in practice

uninsurable.

In addition to the obstacles mentioned above, that are directly related to the

Berliner’s criteria, there are also other challenges to may pose obstacles to the

insurability of cyber risk. One of these, is the lack of historical data. This is

the result of the fact that cyber risk has established itself as a concrete risk

only in relatively recent times, and a consequence of the reluctance of com-

panies in reporting cyber incidents, in absence of regulations that force them.

Moreover, insurance companies are held back also by the problem of ”silent” or

non-affirmative cyber risk, that is the potential for traditional coverages of being

activated due to cyber events as a result of policies wordings that do not explic-

itly exclude or affirm it. An example is a business interruption coverage that

instead of being triggered by a fire or a natural disaster, is activated because

of a cyberattack. Since many insurers are still behind in the process of tran-

sitioning from non-affirmative to affirmative cyber risk, they may be reluctant

to underwrite additional stand-alone cyber coverages. Indeed, silent exposures

make insurance companies exposed to the accumulation risk, that is the risk

16See Financial Times (2019).
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of simultaneous losses along different line of business caused by a single catas-

trophic event. For insurers that have not yet properly addressed the problem of

non-affirmative exposure, the idea of underwriting additional cyber coverages

can be unattractive because it further worsens this problem.

1.4 The cyber insurance market

Despite the several challenges that cyber risk poses for insurers; the cyber in-

surance market has seen an incredible growth in the last years and it is expected

to grow rapidly also in the future. The US market is by far the most developed

with an estimated gross written premium in 2021 in the order of 5.3 billion

dollars, expected to double in the next four years. In Europe cyber insurances

are less common. The gross written premium (GWP) this year is expected to

reach a value of $1 billion dollars and it is forecasted to grow to $5 billion in the

next five years. Outside US and Europe, the market of cyber policies is even

less developed with a total GWP in 2021 below $1 billion but expected to reach

a value of $2 billion by the year 202517.

However, it is difficult to estimate accurately the dimension of the cyber insur-

ance market because cyber coverages are spread across many line of business

and can be provided both as stand-alone policies, cyber-endorsements or write-

backs in traditional coverages. Overall, the cyber insurance market shows an

incredible growth potential and is expected to be one of the key markets in the

next future.

The drivers that are contributing to the development of this market are funda-

mentally two. The first is the adoption of new regulations all over the world

aimed to foster the cybersecurity and in particular the protection of personal

data with a notable example represented by the introduction of the GDPR in

Europe in 2016. The second driver is the increasing awareness among firms

of the risks related to the digitalization, to which have contributed a raising

number of cyberattacks and a significant increase in their severity.

Nevertheless, although the ample opportunities for insurers provided by cyber

coverages, the cyber insurance market still represents an uncharted territory

for carriers as it is demonstrated by the rapid transition to a hard market that

took place in the last months18. This is evident looking at Figure 1 that shows

17See Howden (2021).
18The insurance market is cyclical. The hard market refers to the phase of the market cycle
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Figure 1: Direct written premium and loss ratio for top US cyber underwriters
in 2020. Source: S&P Global Market Intelligence.

the evolution of the loss ratio from 2016 to 2020. The loss ratio is a measure

of profitability for insurance companies and has started to grow since 2018,

becoming even greater than 100% for some big cyber insurance players last

year. As a result, insurers are reducing their capacity, they are becoming more

selective in their underwriting process, and at the same time they are increasing

the premiums. This imbalance in the market suggests that while cyber coverages

will become more common in the future, they will probably be more costly and

difficult to obtain, especially in absence of basic cyber hygiene practices.

1.5 Cyber risk in the COVID-19 era

There is widespread consensus on the fact that the current Covid-19 pandemic

has increased the risk of cyber incidents. For instance, in a recent survey con-

ducted by the World Economic Forum among risk professionals from all over the

world, the increase in cyberattacks and data fraud, resulting from a sustained

shift in working patterns, was considered as the third most worrisome fallout for

companies because of the Covid crisis (World Economic Forum (2020)).

According to the data of the Ponemon Institute, one of the major research center

dedicated to cyber risk and data breaches, the most frequent types of cyberat-

tacks since the begin of the pandemic have been credential theft and phishing

in which premiums increase and the capacity of the industry decreases. It is opposed to the
soft market, that instead identify a period in which policy rates decreased, coverage limits
increases, and coverage availability is high.
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attacks. There are three fundamental ways through which the pandemic has in-

crease the materiality of cyber incidents: i) causing a sudden massive increase in

homeworking, ii) providing new opportunities for attackers to perpetrate their

scams, iii) making people more anxious and distracted and thus more vulnerable

to phishing attempts and other types of cyberattacks.

The effect of homeworking on the frequency of cyber incidents is documented

for instance by Aldasoro et al. (2021), who find a strong nexus between the

adoption of working-from-home (WFH) arrangements, measured by the WFH

index developed by Dingel and Neiman (2020) and the frequency of cyberat-

tacks. They discovered that economic sectors like the financial one, in which

homeworking has been widely adopted, are also the ones that have experienced

the highest number of cyber incidents during the first months of the pandemic.

Similarly, economic sectors with a low prevalence of WFH arrangements like

real estate have been the ones less affected by cyber threats during the same

period.

The reasons why homeworking has boosted the number of cyberattacks are

several. First, many companies have been forced to shift to homeworking, with-

out having the time to train employees and promote an effective cybersecurity

culture. A second reason is that working from home inevitably creates more

opportunities for cyber threats to penetrate into firms’ environment. Indeed,

since workers at home usually share their networks with other family members,

cyber threats can easily spread from them to the company network, if specific

measures like VPN are not adopted. In addition, another reason is the higher

volume of traffic that makes harder detecting intrusions and anomalies.

Another channel through which homeworking has made cyber incidents more

frequent is via a higher adoption of mobile devices. According to the survey by

the Ponemon Institute cited above, smart phones, laptops and mobile devices

are the most vulnerable entry points to companies’ networks and their usage is

increased in most organizations because of homeworking. Beyond homeworking,

the Covid-19 pandemic has also provided cyber criminals with new opportunities

to perpetrate attacks. An example are phishing campaigns in which victims are

directed to fake websites which claim to sell PPE equipment or promise COVID-

19 financial relief payments. The perpetrators of these types of attacks exploit

official announcements to make their scams more convincing and increase their

likelihood of success, and thus have greatly benefited from the emergency caused

13



by the virus as it is demonstrated by Lallie et al. (2021) who find evidence

of a link between official announcements and the corresponding cyberattack

campaigns which leverages them. Furthermore, in the same paper it is argued

that the climate of panic and anxiety resulted from the health crisis is another

factor that makes cyberattacks more successfully. Indeed, during these periods,

people are generally more susceptible to be deceived as it has been witnessed

many times also in the past in the aftermath on natural disasters, like the

Hurricane Katrina or the Japanese earthquake of 2016.

1.6 Cyber risk and financial stability

With the emergence of awareness regarding cyber risk, an important question

that has attracted the attention of both academics and regulators is about the

link between cyber risk and systemic risk, where the latter refers to the ”risk

of disruption in the financial system with the potential to have serious negative

consequences for the internal market and the real economy”19. In other words,

a debate has emerged in merit to the possibility for a cyberattack to have

an impact on financial stability and about the conditions required for this to

happen.

This debate has gained momentum especially in the aftermath of two big cy-

berattacks happened in Europe in 2017, WannaCry and NotPetya.

The first attack took place in May and was based on the WannaCry ransomware,

a malware that exploiting a vulnerability in Windows-based computers en-

crypted systems and required a ransom for their decryption. Even though the

vulnerability was known, and Microsoft had already issued patches for it, many

computers had not yet applied them. It is estimated that over 230,000 systems

in 150 countries have been affected, with financial losses up to 4 billion dollars.

Moreover, it is widely recognized that the overall losses could have been much

higher if a kill switch had not been discovered few days after the begin of the

attack.

NotPetya occurred only few weeks after WannaCry but, differently from this

last one, was projected to inflict maximum damage. Indeed, it did not only

encrypt data, but it also made impossible recovering them through decryption.

The malware affected mostly Ukraine, with several institutions involved in the

incident among which major stock markets and the central bank. Nevertheless,

19See Regulation No. 1092/2010, Article 2, of the European Parliament and of the Council
of 24 November 2010.
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there were several companies affected also in other countries like Maersk, TNT,

Merck and Mondelez, with total losses in the order of $10 billion20.

In a recent report published last year, the European Systemic Risk Board

(ESRB) has proposed a conceptual model based on four phases (context, shock,

amplification, and systemic event phase) to analyses the potential financial

repercussions of a cyber incident. Using this framework they analyze three

hypothetical scenarios, one involving the disruption of a bank’s payment sys-

tem, another one the destruction of account balance data at a large bank, and

a last one that considered the manipulation of some prices and positions data

sent to the market by its CCP, and they found that the first is the most likely

to trigger large-scale financial instability. In addition, they identify two funda-

mental ways in which a cyber incident can trigger a systemic crisis: through the

disruption of a critical function supporting the real economy or causing financial

losses big enough for the financial system being unable to absorb them (ESRB

(2021))21.

Goh et al. (2020) in a similar way identify three transmission channels through

which cyber events can impact on financial stability, a risk concentration, risk

contagion and an erosion of confidence channel and they underline two major

differences of cyber-triggered crisis from more traditional financial crisis. The

first is the speed, that in the case of cyberattacks can be much higher and

the second is the fact that technological linkages create further possibility for

contagion, otherwise absent taking into consideration only financial relationship.

Warren et al. (2018) consider credible the link between cyber risk and systemic

risk, while acknowledging that beyond state-sponsored attacks, most of them

are unlikely to have significant systemic effects.

Danielsson et al. (2016) goes further and argue that cyber risk cannot become

systemic. Recalling the fact that is the risk-taking behavior of economic agents

the root cause of systemic crisis, they conclude that cyber event can only act as

a trigger for a systemic crisis, if the timing is fortuitous. As an example, they

cite the case of a country’s ATM system fail, that while in the majority of times

has no consequences on financial stability, could have turned out to be systemic

if it would have happened on October 1st, 2008.

20See Howden (2021).
21To be more precise, what matters are the expectations of market participants. If the

incident let them foreshadow losses too big to be absorbed by the financial system, even if
this is not true, financial stability can still be affected.
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Despite all these positions are less different of what may appear at a first time,

the last one appears the most convincing. Indeed, while cyber incidents have the

capability to cause huge financial loss, it appears difficult to imagine a systemic

crisis that has its root in a cyber event. The financial sector is heavily regulated

and nowadays financial institutions are required to have a large equipment of

tools to deal with cyber events, like multiple backup systems and dedicated

cyber contingency plans. Furthermore, among critical financial institutions has

become common the practice of red team testing, with the establishment of sev-

eral frameworks around the globe like the European Tiber-EU or the Adversarial

attack simulation exercises (AASE) in Singapore22.

Moreover, Aldasoro et al. (2020) provide evidence of higher resiliency in the

financial sector compared to the other sectors. Analyzing a dataset of over

100,000 cyber events, they find that cyber incidents in the financial sector are on

average less costly than ones occurring in other sectors and that the investment

in technology skills made by financial institutions is on average the most effective

in reducing the cost of cyber incidents.

Taking into consideration the effort and the number of resources in place to make

the financial sector resilient to cyber threats, it is quite unlikely that attacks

carried out by actors different than large sovereign states can have a systemic

impact on it. On the contrary, it is conceivable that attacks sponsored by large

sovereign states can lead to a systemic crisis, but in this latter case cyberattacks

are just a mean and not a root cause, which must be instead identified in the

dispute among the countries23.

Moreover, cybercriminals have an incentive to avoid cyberattacks that can lead

to a systemic crisis. Indeed, attacks on high-profile targets raise more attention

from authorities, especially when they involved critical national infrastructures,

and might lead to measures unfavourable for hackers such as stiffer penalties,

higher allocation of resources to contrast cybercrime, and increased awareness

by companies towards cybersecurity. Interesting in this regard is the case of the

22This typology of test simulates a realistic attack on an institution cyber infrastructure to
test its resilience and, differently from penetration testing, it targets not only technology but
also process and people. Since only few people in the target institution are aware of it (the
”white team”), this type of exercise is an extremely useful tool to enhance firm’s management
practices in the context of prevention, detection, and response to cyber threats.

23For instance, while it is true that NotPetya involved also the central bank and major
stock markets, there is also widespread consensus on the fact that the attack was backed by
the Russian military intelligence (Crosignani et al. (2021).
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Colonial Pipeline attack of last May, in which the largest fuel pipeline system in

the US fell victim of a ransomware attack, causing major disruptions and panic

among consumers, and was forced to pay a ransom of $4.4 million to restore its

operations24. In that occasion, few days after the attack, the DarkSide group,

which was the owner of the used ransomware, published a statement on its blog,

in which it distanced itself from the attack and announced its intention to check

the companies that its ”partners [would have wanted] to encrypt to avoid social

consequences in the future”25. In addition, the attack led the US Department

of Justice to establish a Ransomware and Digital Extortion Task Force which,

few weeks after the attack, managed to recover $2.3 million of the ransom paid,

confirming the fact that these types of attacks are less attractive from criminals

whose aim is money26.

24See Reuters (2021).
25DarkSide is a ransomware-as-a-service platoform. These platforms operate on darknet

markets and provide ransomware to criminals ready to be used on their prospective victims,
in return of a creation fee and, in some cases, a share of the ransom paid (Meland et al.
(2020)).

26https://www.justice.gov/opa/pr/department-justice-seizes-23-million-
cryptocurrency-paid-ransomware-extortionists-darkside
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2 Models for count data

There are several occasions in which data consist of non-negative integer values

(i.e., counts). Typical examples are data on the number of accidents, bankrupt-

cies or bond issues in a given period. While data of large counts can be modelled

using standard techniques, data with low counts require models that take ex-

plicitly into account the discrete nature of the data.

Indeed, using traditional methods (eg, OLS) in this circumstances is problem-

atic because they give rise to predicted values outside the support of the de-

pendent variable, like negative and non-integer values. In case of large counts,

the problem of predicted negative values in practice disappear, and since the

Poisson distribution (the standard model for count data) tends to a ”discrete”

normal as λ becomes bigger, models for continuous data can still be used as an

approximation.

Moreover, the fact that count data are bounded below by zero often makes their

empirical distribution positively skewed, typically because of an high number

of zeros. While it is possible to account for non-zero skewness also in classical

models like the gaussian model, the most common distributions for non-zero

integers models are positively skewed from the beginning and thus they do not

require any adjustments.

Finally, another key characteristic of count data is the fact that they present a

mean-variance relationship, such that as the mean changes the variance changes.

Also in this case, while it is not impossible to account for this characteristic in a

traditional framework, in the context of models for count data it is simpler be-

cause the adopted distributions assume explicitly a mean-variance relationship

for the dependent variable. For instance, in the case of a Poisson or Negative

Binomial distribution this relationship is:

V ar(µ) = µ (Poisson) (1)

V ar(µ) = µ+
1

φ
µ2 (Negative Binomial) (2)

In the Poisson case there is a complete overlap between the mean and the

variance, in the negative binomial case the variance increases more than pro-

portionally with the mean.

18



2.1 The Poisson model

The most common model for count-data is the Poisson model. The model can

be written as

P (Y = y|X) =
λye−λ

y!
with y = 0, 1, 2, 3, ... (3)

λ = E[Y |X] = V ar[Y |X] = g(β0 + β1X1 + ...+ βkXk) (4)

where, using the terminology of Generalized Linear Models (GLM), λ is the lin-

ear predictor, g is a link function, (β0, ..., βk) is a vector of unknown parameters

and X1, ..., Xk is a vector of covariates.

Because λ needs to be positive a widely adopted link function is the expo-

nential. An important feature of the Poisson model is that the mean of oc-

currences coincides with the their variance (so called equidispersion property

(Eq.1)). In many real applications this assumptions is too restrictive because

data are overdispersed, that is their variance is higher than their mean.

There are several causes of overdispersion. In a cross-sectional framework it

can be the case that the individuals in the sample have different coefficient

estimates. Another possible explanation can be a number of zeros in the sample

that is larger than the one predicted by the Poisson distribution. Finally, other

possible sources of overdispersion are the omission of key predictors and the

presence of outliers in the data.

To deal with the problem of overdispersion there are essentially four possible

approaches: adopting the more general Negative Binomial distribution, relaxing

the assumption of constant mean, using an Hurdle model or employing a Zero-

Inflated model (Kennedy (2008))27. This elaborate will focus on two of these

approaches: the Negative Binomial model, that will be discussed in the next

section, and the relaxation of the assumption of constant mean.

2.2 The Negative Binomial model

An important generalization of the Poisson model is the Negative Binomial

model. Indeed, the Negative Binomial distribution nests the Poisson distribu-

tion which arises as a special case of the Negative Binomial when the overdis-

27These approaches can be combined, so that one can have for example a Zero-inflated
Poisson model with stochastic mean or a Zero-inflated Negative Binomial model.
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persion parameter goes to infinity28.

An alternative way to see this result is introducing unobserved heterogeneity in

the Poisson model, adding an independent error term in the expression of the

rate parameter lambda as

λ = exp (Xβ + ε) = µη where η = eε ∼ G(φ, φ) (5)

and integrating out η. Note that the addition of this error term, which has

E[η] = 1 and V ar[η] = [1/φ], leaves the expected count unchanged. Indeed,

since the error term is independent it follows that:

E[Y |X] = E[eXβ ]E[eε] = eXβ (6)

Note also that the distribution of the data y, conditional on X and η is a Poisson

f(y|X, η) =
λye−λ

y!
=

(µη)y exp (−µη)

y!
(7)

Integrating out η from this expression

f(y|X) =

∫ ∞
0

f(y|X, η)g(η)dη (8)

f(y|X) =

∫ ∞
0

exp (−µη)(µη)y

y!

φφηφ−1e−φη

Γ(φ)
dη (9)

f(y|X) =
φφµy

y!Γ(φ)

∫ ∞
0

e−(µ+φ)ηηφ+y−1dη (10)

f(y|X) =
φφµy

y!Γ(φ)

Γ(y + φ)

(µ+ φ)φ+y

∫ ∞
0

(µ+ φ)φ+y

Γ(y + φ)
e−(µ+φ)ηηφ+y−1dη (11)

f(y|X) =
Γ(y + φ)

Γ(y + 1)Γ(φ)

(
φ

µ+ φ

)φ(
µ

µ+ φ

)y
(12)

we obtain the PMF of a Negative Binomial distribution with mean µ and overdis-

persion parameter φ29. Comparing this result with Eq.1 it is possible to identify

a direct link between the variance of the error term that has been added η, and

the one of the resulting Negative Binomial distribution. Indeed, the second term

in that equation represents the additional uncertainty that is introduced in the

28The proof of this result is provided in the Appendix.
29The integral in the fourth step is equal to 1 since it is the integral of a Gamma distribution

with shape parameter φ+ y and rate parameter µ+ φ over its entire domain (0,∞).
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Poisson model treating λ as a random variable.

It is interesting to notice that the same result has also a direct Bayesian inter-

pretation. Using the standard terminology, the gamma distribution is the prior

for λ and the negative binomial is the posterior predictive distribution.

Finally, similarly to the Poisson model, the mean of the Negative Binomial can

be modelled as a function of external covariates

P (Y = y|X) =
Γ(y + φ)

Γ(y + 1)Γ(φ)

(
φ

µ+ φ

)φ(
µ

µ+ φ

)y
(13)

µ = E[Y |X] = g(β0 + β1X1 + ...+ βkXk) (14)

An important drawback of the Negative Binomial is given by the fact that its

skewness and excess kurtosis are always positive30

Skewness =
2− p√
φ(1− p)

(15)

Excess Kurtosis =
p2 − 6p+ 6

φ(1− p)
(16)

The positiveness of both skewness and excess kurtosis is evident considering

the fact that φ is always positive and p must be in (0, 1] in order for µ to be

defined. For this reason the Negative Binomial performs poorly if applied to

data characterised by negative skewness and kurtosis.

30Here for convenience it is employed the standard parametrization of the negative binomial

which is related to the one adopted before by p = φ
µ+φ

and µ =
φ(1−p)

p
.
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2.3 INGARCH models

A popular way to model time series of counts Yt : t ∈ N is through the em-

ployment of the Integer-GARCH models introduced by Ferland et al. (2004).

Adopting the notation of Liboschik et al. (2015), in their general form, these

models can be defined as

Yt|Ft−1 ∼ D(λt) ∀t ∈ Z (17)

g(λt) = β0 +

p∑
k=1

βkĝ(Yt−ik) +

q∑
l=1

αlg(λt−jl) + ηTXt (18)

whereD denotes a probability distribution with support in N0, λt the conditional

mean of the process, ηT = (η1, η2, .., ηr) an r-dimensional vector of coefficients,

Xt = (Xt,1, Xt,2, .., Xt,r) an r-dimensional vector of covariates, g : R→ R a link

function and ĝ : N → R a transformation function. Finally, 0 < i1 < i2 < ... <

ip <∞ and 0 < j1 < j2 < ... < jq <∞ with p, q ∈ N0 are two sets of arbitrary

integers that define the order of the model. For instance, if i1 = 0, i2 = 1, ik = 0,

for k ≥ 2 and jl = 0, ∀l we have an INARCH(2) model, with conditional mean

equation equals to:

g(λt) = β0 + β2ĝ(Yt−2) + ηTXt (19)

However, it is necessary to impose some constraints on the parameters of the

model in order to ensure a positive conditional mean and the stationarity of

the process. These constraints are summarised in Table 2 and will be further

analysed below.

The reason why these models are called in this way can be understood com-

paring Eq.17 with Eq.20 which describes the more traditional GARCH models

developed by Bollorslev (1986):

Yt|Ft−1 ∼ N (0, σ2
t ) ∀t ∈ Z (20)

σ2
t = β0 +

p∑
i=1

βiY
2
t−1 +

q∑
j=1

αjσ
2
t−j (21)

As can be noticed from these equations, INGARCH models have the same struc-

ture of traditional GARCH processes, but with the conditional mean in place of

the conditional variance. However, note that when the conditional distribution
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Identity Logarithm

β0 > 0 ∈ R
βk ≥ 0 −1 < ∧ < 1

αl ≥ 0 −1 < ∧ < 1

ηj ≥ 0 ∈ R
stationarity condition

∑p
k=1 βk +

∑q
l=1 αl < 1 |

∑p
k=1 βk +

∑q
l=1 αl| < 1

impact of covariates additive multiplicative

Table 2: Comparison between the linear and log-linear specification.

adopted is the Poisson, the analogy is even closer, since in that case conditional

mean and variance coincide.

In principle every distribution defined on N0 can be adopted as a marginal

distribution. Nevertheless, in practice the most common are the Poisson and

the Negative Binomial. Similarly, also with regard to the choice of the link

function, the alternatives are usually just two: the identity function and the

logarithm.

To understand the difference between these two formulations, first it is impor-

tant to notice that when g is the identity function, a series of constraints need to

be imposed on the parameters of the model in Eq.17 to ensure the positivity of

the conditional mean. The intercept must be positive and all the other param-

eters need to be non-negative. This constraints bring relevant consequences for

the dynamic of the model because rule out the possibility of modelling negative

autocorrelation in the time series. Moreover, the same reasoning apply to the

correlation with external covariates, which cannot be negative.

A convenient way to overcome such difficulties and to allow for the possibil-

ity of modelling also negative (auto)correlation is through the adoption of a

logarithmic function which is indeed a common choice also in the context of

the static Poisson and Negative Binomial regression. Indeed, in this latter case

no constraint is necessary since the exponential function always guarantee the

positivity of the conditional mean.

Since the argument of the logarithm must be strictly positive, a transformation

function ĝ in place of g for the past observations, in order to avoids the zeros, is

sometimes necessary. A popular transformation is the one proposed by Fokianos

and Tjøstheim (2011) which consist in adding a constant equal to one. The
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authors shows indeed that such addition does not have consequences in terms of

inference. Moreover, zeroes in the data are matched by zeros in the transformed

series since Yt = 0 =⇒ log(Yt + 1) = 0. Another difference among the two

specifications is in the effect of covariates on the dynamics of the models, which

is additive in the case of the identity link function and multiplicative when the

link function is the logarithm. Finally, note that some constraints, in addition to

the ones described above, are necessary to ensure the stationarity of the models.

These constraints are shown in the last row of Table 2.

2.3.1 INGARCH(1,1)

In this section the main properties of the Poi-INGARCH(1,1) model are ana-

lyzed. The model can be written as:

Yt|Ft−1 ∼ P(λt) (22)

λt = β0 + β1Yt−1 + αλt−1 (23)

Fig. 2 shows the behaviour of the process for different values of β1 and α,

together with the respective ACF plots. It is possible to notice that when the

sum of β1 and α is near to 1, the process is characterised by a more explosive

behavior. Instead, when this sum is smaller the process is more similar to a

Poisson white noise. In addition, the figure shows the different role played by β1

and α in the dynamics of the process. Keeping the sum of β1 and α constant,

when α is higher the process shows an higher persistence. On the contrary,

when β1 is larger, the process is more autocorrelated and characterised by a

lower persistence.

To obtain the expected value of the process first it must be noticed that:

E[Yt] = E[E[Yt|Ft−1]] = E[λt] (24)

using this result and the assumption of stationarity, the mean of the process is

obtained:

E[λt] = β0 + β1E[λt−1] + αE[λt−1] (25)

µ =
β0

1− β1 − α
(26)
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The variance can be computed following the procedure adopted in Heinen

(2003). The first step consist in subtracting µ from the conditional mean equa-

tion:

λt − µ = β1(Yt−1 − µ) + α(λt−1 − µ) (27)

= β1(Yt−1 − µ) + α(λt−1 − µ)− β1λt−1 + β1λt−1 (28)

= β1(Yt−1 − λt−1) + (α+ β1)(λt−1 − µ) (29)

Squaring and taking the expectation one obtains:

E[(λt − µ)2] = β2
1E[(Yt−1 − λt−1)2] + (α+ β1)2E[(λt−1 − µ)2] (30)

Then, by the law of iterated expectation and the Poisson assumption (i.e.

E[E[(Yt−1 − λt−1)2|Ft−2)]] = E[λt−1]) one obtains:

E[(λt − µ)2] = β2
1E[λt−1] + (α+ β1)2E[(λt−1 − µ)2] (31)

Rearranging the terms together it is obtained an expression for the variance of

the conditional mean:

V ar(λt) =
β2

1µ

(1− (α+ β1)2)
(32)

Recalling that V ar[Y ] = E[V ar(Y |λ)] + V ar[E(Y |λ)], the total variance of the

process can be written as:

V ar(Yt) = E[(Yt − λt)2] + E[(λt − µ)2] (33)

= E[E(Yt − λt)2|Ft−1] + V ar(λt) (34)

= E[λt] + V ar(λt) (35)

= µ+
β2

1µ

(1− (α+ β1)2)
(36)

=
µ(1− (α+ β1)2)

(1− (α+ β1)2)
+

β2
1µ

(1− (α+ β1)2)
(37)

=
µ(1− (α+ β1)2 + β2

1)

1− (α+ β1)2
(38)

= µK (39)

25



INGARCH(1) with β0=6,β1=0.3,α=0.65

time

se
rie

s

0 50 100 150 200 250 300

90
13

0

INGARCH(1) with β0=6,β1=0.65,α=0.3

time

se
rie

s

0 50 100 150 200 250 300

80
14

0

INGARCH(1) with β0=6,β1=0.4,α=0.2

time

se
rie

s

0 50 100 150 200 250 300

10
20

INGARCH(1) with β0=6,β1=0.2,α=0.4

time

se
rie

s

0 50 100 150 200 250 300

5
15

0 2 4 6 8 10

0.
0

0.
6

Lag

A
C

F

β0=6,β1=0.3,α = 0.65

0 2 4 6 8 10

0.
0

0.
6

Lag

A
C

F

β0=6,β1=0.65,α = 0.3

0 2 4 6 8 10

0.
0

0.
6

Lag

A
C

F

β0=6,β1=0.4,α = 0.2

0 2 4 6 8 10

0.
0

0.
6

Lag

A
C

F

β0=6,β1=0.2,α = 0.4

Figure 2: Simulated INGARCH(1,1) process for different values of β1 and α and
its autocorrelation function

Eq.39 shows that the variance of the process is equal to its mean multiplied by

a factor K. It is easy to see that if β1 > 0 then K > 1 and thus the process is

overdispersed.

Finally it can be proved that the autocorrelation function of the process is given

by31:

ρ(s) = (α+ β1)s−1 (β1(1− α(α+ β1))

1− (α+ β1)2 + β2
1

(40)

Note that the ACF of the process decays exponentially fast and it is positively

related to the value of the α and β1 coefficients.

2.4 Thinning-based models

Thinning-based models represent another popular approach to the modelling of

time series of counts. Their introduction comes from the observation that many

31A detailed proof of this result can be found in Heinen (2003).
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times, time series of counts show an autocorrelation structure similar to the one

of the traditional ARMA models (Eq.41).

Yt = α1Yt−1 + ...+ αpYt−p + εt + β1εt−1 − ...− βqεt−q (41)

Nevertheless, these models cannot be applied directly to time series of counts

since parameters and past observations are multiplied together. Indeed, this

multiplication constitutes a problem because the resulting product is not defined

anymore in N0, but it is a real number (so-called ”multiplication problem”).

Thinning-based models solve this issue replacing the standard multiplication

with the thinning operator (Weiß(2019)).

There exist several different thinning operators32. The most common one is the

Binomial thinning operator defined as:

α ◦ Y :=


∑Y
i=1 ξi if Y > 0

0 otherwise
(42)

where Y is an integer-valued random variable and (ξi)i=1 is a collection of in-

dependent and identically distributed Bernoulli random variables with constant

probability of success α ∈ [0, 1], independent from Y . Given Y , the random vari-

able α ◦ Y |Y follows a binomial distribution Bin(Y, α). Intuitively, this opera-

tion can be considered equivalent to a multiplication because the two operations

have the same expected value. Indeed, the mean of the binomial distribution is

exactly the product of Y and α.

Scotto et al. (2015) shows that the thinning operator has several properties in

common with the multiplication operator, namely:

• α1 ◦ (α2Y )
d
= (α1α2) ◦ Y d

= α2 ◦ (α1 ◦ Y );

• E(α1 ◦ Y ) = α1E(Y );

• α1◦(X+Y )
d
= α1X+α1◦Y where X and Y are two independent counting

sequence.

However, there are also important differences between the two operators. One

important difference is the fact that the thinning operator does not have the

32For an extensive review of thinning-based models see Scotto et al. (2015) and the refer-
ences therein.
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distributive property:

α1Y ◦ α2Y
d

6= (α1 + α2) ◦ Y (43)

and the following property related to the expected value:

E[(α ◦ Y )2] = E[(αY )2] + α(1− α)E(Y ) (44)

Replacing the multiplication with the thinning operator it becomes possible to

adapt the traditional ARMA models to the context of integer-valued data. In

the case of Eq. 41 one obtains an INARMA(p,q) model:

Yt = α1 ◦ Yt−1 + ...+ αp ◦ Yt−p + Zt + β1 ◦ Zt−1 − ...− βq ◦ Zt−q (45)

where (Zt) is an i.i.d. sequence of random variables with values in N0. A

common marginal distribution for the innovations is the Poisson distribution,

which leads to Poisson distributed observations. Nevertheless, differently from

their real valued version, further assumptions are usually required in order to

define these models because of the random nature of the thinning operator. As

an example, it is assumed that thinning operations are independent and that

they are performed independently from the innovation process Zt and from the

past observations (Ys)s<t.

2.4.1 INAR(1)

A widely used family of thinning-based models is the one of the INAR(p) pro-

cesses with Poisson innovations, and with the assumption of conditional inde-

pendence for the thinning operations introduced by Du and Li (1991).

Yt = α1Yt−1 + α2Yt−2 + ...+ αpYt−p (46)

Similarly to the traditional AR(p) process, it is possible to show that the model

is stationary if and only if
∑p
j=1 αj < 1. Otherwise, the process is explosive for∑p

j=1 αj > 1, or unstable for
∑p
j=1 αj = 1.

For simplicity, here it is considered the case of p = 1. Figure 3 shows the trajec-

tories of different INAR(1) models and their ACF. Similarly to what happens

in the case of AR(1) models, higher values of the α coefficient are associated
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with an higher autocorrelation. The role played by λ can be appreciated com-

paring the two processes with low α coefficient (second and fourth subplots of

the figure). When λ is low the process is right skewed, instead when λ is higher

the process is more symmetric.

The unconditional expected value of the INAR(1) is:

E[Yt] = E[α ◦ Yt−1] + E[εt] (47)

E[Yt] = αE[Yt−1] + µε (48)

µ = αµ+ µε (49)

µ =
µε

1− α
(50)

The variance of the process is:

V ar(Yt) = V ar(α ◦Xt−1) + V ar(εt) (51)

V ar(Yt) = V ar(αYt−1) + α(1− α)E[Yt−1] + V ar(εt) (52)

σ2 = α2σ2 + α(1− α)
µε

1− α
+ σ2

ε (53)

σ2 =
αµε + σ2

ε

1− α2
(54)

The autocorrelation function can be obtained solving the Yule-Walker equations:

ρ(h) =

p∑
i=1

αρ(|h− i|) for h ≥ 1 (55)

In the simplest case of p = 1 we have that ρ(h) = αh. That is, the ACF of the

INAR(1) decays exponentially fast. Finally, note that process is overdispersed

if and only if the distribution of the innovations is overdispersed.

This result can be appreciated considering the dispersion index of the process
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Figure 3: Simulated INAR(1) processes for different values of α and λ and their
autocorrelation function.

ID(Y ) = σ2

µ :

ID(Y ) =

αµε+σ
2
ε

(1−α)(1+α)
µε

1−α
(56)

=

αµε+σ
2
ε

1+α

µε
(57)

=
αµε + σ2

ε

µε + αµε
(58)

=
σ2
ε

µε
(59)

(60)
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2.5 State-space models

Another possible approach to model time series of counts is provided by the gen-

eral class of state space models (Weiß (2019)). Differently from the two families

analysed in the previous sections, which belong to the class of observations-

driven models, state-space models are parameters-driven models. The substan-

tial difference between these two categories is that in the former case parameters

are deterministic functions of lagged dependent variables and external covari-

ates, while in the latter case parameters follows themselves a dynamic process

with idiosyncratic innovations (Koopman et al. (2015)).

An advantage of state-space models is their flexibility which enables them to

adapt to a wider range of situations compared to GLMs and thinning-based

models. On the other side, the drawback of this class of models is the higher

complexity in terms of model specification.

State space models can be represented in different ways. Adopting the Bayesian

specification and defining by xt, t ∈ N the vector of hidden states of the sys-

tem, by yt, t ∈ N the vector of observable variables and by θ ∈ Θ the vector

of parameters, a state space model can be represented by the following three

equations:

yt ∼ p(yt|xt,y1:t−1, θ) (61)

p(xt|x0:t−1,y1:t−1, θ) (62)

x0 ∼ p(x0|θ) with t = 1, 2, ..., T (63)

The density in Eq.61 is called measurement density and is related to the dy-

namic of the vector of observable variables. The density in Eq.62 takes the name

of transition density and defines the dynamics of the hidden state process. In

Eq.63 the initial distribution, which assumes the role of a prior distribution for

the initial state of the system. An important sub-class of state space mod-

els is the one of first-order Markovian models and includes all the models in

which the transition density depends only on the last value of the hidden state

vector.
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2.5.1 Poisson Hidden Markov Model

An example of a simple state space model for count data is the Poisson Hidden

Markov Model (PHMM):

yt ∼ Poi(λ(st)) (64)

st ∼Markov(P) with st ∈ 1, 2, ...,K (65)

where λ(st) =

K∑
k=1

λk1(st = k) (66)

where λk is a state-specific intensity parameter, and P the transition matrix of

the hidden Markov chain process with states st, t = 1, 2, ...,K:

P =


π11 π12 ... π1K

π21 π22 ... π2K

...
...

. . .
...

πK1 πK2 ... πKK

 (67)

The element πij represents the probability of moving from state i to state j,

while the elements on the diagonal represents the probability of remaining in

each state st.

This models assumes that the data are Poisson distributed with a stochastic

mean lambda which changes over time and depends from the value of the hidden

state process.

In the following, for simplicity it is considered the case of K = 2 (i.e., two

hidden states). Figure 4 shows the trajectory of a simulated PHMM process with

two hidden states, together with the latent states process and its ACF. When

st = 1, the Poisson intensity is equal to 10 and the corresponding observations

are characterised by an higher mean and variance. Conversely, when st = 2, λ

is equal to 3 and the realizations of the process show a lower mean and variance.

Finally, the simulated process has an ACF function which decrease exponentially

fast33.

33The transition matrix of the simulated process is:(
0.9 0.1
0.3 0.7

)
(68)
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In general, it is possible to obtain the stationary distribution of the Markov

chain process solving the linear system:

πP = π (69)

where π = (π1, π2, ..)
T is a vector of states probabilities and P is the transition

matrix. In the case of two hidden states, the above equation becomes:(
π1

π2

)(
π11 π12

π21 π22

)
=

(
π1

π2

)
(70)

The two solutions of the systems are respectively:34

π1 =
π21

π12 + π21
and π2 =

π12

π12 + π21
(71)

The fact that the states are stationary is important since it makes the marginal

distribution of yt stationary, which, in the case of a PHMM, is a mixture of two

Poisson distributions:

f(yt) = π1f1(yt) + π2f2(yt) (72)

The expected value is simply the weighted mean of the individual mean:

E(yt) = π1λ1 + π2λ2 (73)

The variance is the variance of a mixture of two distributions and thus it is

equal to:

V ar(yt) = π1λ1 + π2λ2 + π1(λ1 − λ)2 + π2(λ2 − λ)2 (74)

= E(yt) + π1(λ1 − λ)2 + π2(λ2 − λ)2 (75)

It is interesting to notice that since π1 and π2 are two positive quantities, Eq.75

shows that the stationary distribution of yt is overdispersed.

34from the first equation one obtains π2 = π1
(1−π11)
π21

, plugging this value in π1 + π2 = 1

and using the fact that 1− π11 = π12 one obtains π1, then the derivation of π2 follows.
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Finally, it can be shown that the autocovariance function of yt is35

γy(h) = π1π2(λ2 − λ1)2(1− π12 − π21)h, whith h = 1, 2, ... (76)

Because the last term is always smaller than 1, Eq.76 shows that the autoco-

variance function of this process decays exponentially fast.

Comparing these model to the INGARCH models analysed above, it is possible

to notice the key difference between parameters-driven and observation-driven

models. In both cases, the intensity parameter λ is stochastic and it is a func-

tion of time. However, in the case of INGARCH models, the dynamic of λ

is determined by past observations and its past values, and its value becomes

known at time t− 1. Instead, in the case of PHMM models, λ is determined by

the hidden states process and its value becomes known only at time t.

PHMM with π1=0.75,π2=0.25,λ1=10,λ2=3
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Figure 4: Simulated PHMM process with two hidden states, together with the

hidden state process and its autocorrelation function.

35See Shumway and Stoffer (2016).
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3 Empirical analysis of cyberattacks

3.1 Data description

The data used in this analysis are taken from Hackmageddon.com, one of the

few datasets of cyber incidents that is publicly available and has been used for

instance by Carallo et al. (2020) and Caporale et al. (2021)36.

Data are collected manually from public sources, starting from 2011 to date. For

each event in the dataset, it is provided the date of the attack, the type of cyber

incident (malware, DDoS, vulnerability, . . . ), a short description of the event,

the industry in which the target of the attack operates, and the geographical

location. Since the focus of this analysis is on prediction on a daily basis, only

data relative to the last two years are used, from June 2019 to June 2021.

It must be recognized that the cyber incidents in this dataset are only a fraction

of the cyber incidents that have taken place in the last years. However, it is

also true that this is a problem common to most, if not all, of the datasets on

cyber incidents and it is likely that it will be solved only when companies will

be required to mandatorily report all the cyber incidents suffered.

The whole time series of the number of cyber incidents is represented in Figure

11. It is possible to see an upward trend in the number of cyber incidents over

time, in particular from 2020, in correspondence of the Covid-19 crisis. This

could be an indication of non-stationarity, nevertheless, a formal ADF test for

the presence of unit roots rejects the null hypotheses of non-stationarity at the

1% significance level (results are provided in the Appendix). Table 3.1 provides

some descriptive statistics of the data for different sub-periods. In all cases,

the dispersion index is greater than 1 (i.e., data are overdispersed) and both

skewness and excess kurtosis are positive. Over time, and especially during

the pandemic period, the mean of the data has increased, together with their

standard deviation. In particular, data show an higher overdispersion after the

COVID-19 outbreak and the lower skewness indicates that their distribution

has become more symmetric (see also Figure 12).

In Figure 3.1 it is shown the time series of the number of cyberattacks from

36The only other public dataset of cyber incidents is the one of the Privacy Rights Clear-
inghouse. However, this letter contains data about just one specific type of cyber incidents,
namely data breaches, and is limited to the US. In addition, it has already been analysed by
many researchers, while only few papers have used the Hackmageddon data.
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whole June 2019 - before during
sample June 2021 COVID-19 COVID-19

sample size 1978 730 1531 447

mean 4.35 6.21 3.62 6.84

s.d. 3.39 3.96 2.7 4.21

skewness 1.17 0.69 0.88 0.66

kurtosis 4.92 3.66 3.55 3.55

dispersion index 2.64 2.53 2.01 2.6

Table 3: Summary statistics for the entire sample and specific sub-periods.

Figure 5: Time series of the daily number of cyber incidents from June 2019
to June 2021 (lhs) and histogram of the data (rhs). Distributions are fitted by
maximum likelihood.

June 2019 to June 2021, together with the histogram of the data. The Negative

Binomial distribution better fit to the data compared to the Poisson and, from

a graphical perspective, appears to be a satisfactory model for their marginal

distribution37. Finally, looking at the ACF and PACF plot (Figure 10) it is pos-

sible to find evidence of significant autocorrelation and partial autocorrelation

at several lags. This suggests that a model with more than one autocorrelation

coefficients may be appropriate.

37The histograms for the whole sample and different sub-periods is reported in the Appendix
(Figure 12).
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Conditional distribution Conditional mean

Model 1 Poisson λt = β0 + β1yt−1 + β7yt−7

Model 2 Poisson λt = β0 + β1yt−1 + β7yt−7 + α6λt−6

Model 3 Poisson λt = exp (β0 + β1yt−1 + β7yt−7)

Model 4 Poisson λt = exp (β0 + β1yt−1 + β7yt−7 + α6λt−6)

Model 5 Negative binomial λt = β0 + β1yt−1 + β7yt−7

Model 6 Negative binomial λt = β0 + β1yt−1 + β7yt−7 + α6λt−6

Model 7 Negative binomial λt = exp (β0 + β1yt−1 + β7yt−7)

Model 8 Negative binomial λt = exp (β0 + β1yt−1 + β7yt−7 + α6λt−6)

Table 4: Summary of the models considered.

3.2 Modelling

For the following analysis the INGARCH models described in Chapter II are

employed with Poisson and Negative Binomial conditional distributions:

g(λt) = β0 +

p∑
k=1

βkĝ(Yt−ik) +

q∑
l=1

αlg(λt−jl)

P (Yt = y|Ft−1) =


λyt exp−λt

y! for the model with a Poisson

Γ(φ+y)
Γ(y+1)Γ(φ)

(
φ

φ+λt

)φ(
λt

φ+λt

)y
otherwise

(77)

where the Negative Binomial distribution has been parametrized in terms of its

mean, λt and overdispersion parameter φ.

Several specifications (summarized in Table 4) are tested for a total of eight

different models. The choice of the lags to be included in the model has been

carried out taking into account the shape of the ACF and PACF function (Figure

10) and with the purpose of keeping the model as parsimonious as possible. It

is evident the presence of significant autocorrelation at lags 1 and 7. Looking

at the PACF it is possible to notice that the bulk of the autocorrelation in the

time series is due to lags 1, 6 and 7.
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3.3 Bayesian estimation

The estimation of the model has been carried out in a Bayesian framework.

The Bayesian approach has three advantages over the more classical frequentist

approach. The first is that it allows to incorporate more easily external informa-

tion in the estimation process using the prior distributions. The second is that

it produces as output probability distributions, which provides more informa-

tion than single point estimates. Finally, a third advantage is that, as noted by

Kennedy(2008), ”Bayesian analysis” can be sometimes ”computationally easier

than classical econometrics”.

The reasons for this are essentially three. The first reason is that Bayesian es-

timation does not require any optimization algorithm. The second one is that

Bayesian analysis is conditioned on actual data and for this reason does not

require the use of small sample correction or the necessity for the researcher

to make judgement about the appropriateness of asymptotic results. Lastly, a

third advantage is that Bayesian analysis usually requires just one single inte-

gration versus the several ones involved in the estimation of some models (e.g.,

multinomial probit) in a frequentist framework.

The estimation of the models adopted in this analysis is one of this cases in

which it is possible to claim that a Bayesian approach turn out to be com-

putationally simpler. As a proof of this consider for instance the alternative

estimation procedure based on a Quasi-Maximum-Likelihood approach adopted

by Liboshick et al. (2017), that is also the one implemented in the R-package

tscount.

On the other hand, the drawback of Bayesian estimation is that it is usually

more time-consuming to perform38.

38Nevertheless, while this is in general true, there are some exceptions. Indeed, considering
again the alternative estimation procedure implemented in the tscount package, the time
required for the frequentist estimation procedures increases significantly if one wants to obtain
confidence interval and standard deviation estimates also for φ, which can be obtained only
using a bootstrap procedure which slows down the frequentist procedures.

38



The priors adopted in the analysis are the following:

β0 ∼

G(a, b) for the model with identity link function

N (µ, σ) otherwise

βk ∼

U(δ11, δ2) for k = 1, ..., p if the link funnction is the identity

U(δ12, δ2) for k = 1, ..., p otherwise

αl ∼

U(δ11, δ2) for k = 1, ..., q if the link funnction is the identity

U(δ12, δ2) for k = 1, ..., q otherwise

φ ∼ U(0, δ3)

λunobs,k ∼ G(a, b) for k = 1, ..., q only if q 6= 0

with the following values for the parameters:

• a = 1

• b = 0.001

• µ = 0

• σ = 100

• δ11 = 0

• δ2 = 1

• δ12 = −1

• δ3 = 50

The priors are intentionally kept vague since in this case there is no information

to add besides the one provided by the data. The choice of uniform distributions

for βk and αl is justified by stationarity considerations39 . Finally the reasoning

for putting an upper bound for φ is that, as φ goes to infinity, the Negative

binomial distribution converges to a Poisson distribution40.

The likelihood of the model is

L(y|θ) =


∏T
t=1

e−λtλ
yt
t

yt!
for the Poisson case∏T

t=1
Γ(φ+yt)

Γ(yt+1)Γ(φ)

(
φ

φ+λt

)φ(
λt

φ+λt

)yt
otherwise

(78)

By Bayes’ theorem, the joint posterior distribution is the product of the likeli-

39Recall that in models with an identity link function the intercept β0 must be positive and
the βk and αl coefficients are constrained to be positive and smaller than 1, while in log-linear
models they can also be negative, as long as they are in absolute values smaller than 1.

40A proof of this result is provided in the Appendix.
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hood and the priors:41

π(θ|y) ∝



∏T
t=1

(
e−λtλ

yt
t

yt!

)
e−

1
2σ2

(β0)2 ∏p
k=1

(
1

(δ2−δ12)1(δ12,δ2)(βk)

)
×

×
∏q
l=1

(
1

(δ2−δ12)λ
a−1
unobs,ke

−bλunobs,k1(δ12,δ2)(αl)

)
for the Poisson

∏T
t=1

(
Γ(φ+yt)

Γ(yt+1)Γ(φ)

(
φ

φ+λt

)φ(
λt

φ+λt

)yt)
e−

1
2σ2

(β0)2×

×
∏p
k=1

(
1

(δ2−δ12) × 1(δ12,δ2)(βk)

)∏q
l=1

(
1

(δ2−δ12)λ
a−1
unobs,ke

−bλunobs,k×

×1(δ12,δ2)(αl)

)(
1
δ3
1(0,δ3)(φ)

)
otherwise

(79)

Since these distributions are in both cases complex the estimation is carried

out via simulation, using a Markov-Chain Monte Carlo (MCMC) algorithm. To

this end, it is employed the statistical software JAGS which, thanks to a built-in

sampler, allows to carry out efficiently these types of computational tasks42. An

example of how the models above have been translated into the JAGS language

is reported in the Appendix. Note that JAGS adopts an alternative parametriza-

tion for the Negative Binomial using the probability parameter p, instead of the

mean λt. The two are related by λt = φ(1−p)
p . JAGS allows the user to see

which particular MCMC procedure is used for the estimation of the model. For

this analysis, the algorithm chosen by JAGS is (real) slice sampling.

3.4 Results

A typical problem faced using MCMC methods is assessing if a chain has con-

verged or not. Several methods have been proposed to address this issue43. A

graphical inspection of the MCMC sample obtained can be a first useful way to

check the reliability of the simulations results.

One of the typical plot used for this purpose is the one of the ergodic means, that

shows the behaviour of the sample mean over the MCMC iterations. The plot

of the ergodic means for the Negative Binomial INARCH(7) model is provided

in Figure 644. Looking at the plot it is possible to notice that the sequential

41The cases in which the link function is the identity are not reported.
42See Plummer (2017).
43For a comprehensive discussion of MCMC convergence diagnostics tools see chapter 12 of

Casella and Robert (2004).
44The reason for choosing this specific model is that this is the model that below will be

adopted for forecasting. For this reason, also the next examples are focused on this model.
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Figure 6: Ergodic means for the Negative Binomial INARCH(7) model param-
eters

means become increasingly concentrated around the sample mean. This can be

interpreted as an indication of convergence (Casella and Robert (2004)).

In addition to the ergodic means, to formally check if the chains have converged,

the Gelman-Rubin R̂ statistic is employed (Brooks and Gelman (1998)). This

is a simple, yet widely-used statistic, that can be used to check if a MCMC has

produced a reliable sample or not.

If we define with j ∈ [1, J ] the number of chains employed and with t ∈ [1, T ]

the length of each individual chain, the Gelman-Rubin statistic can be defined

as:

R̂ =
V̂

W
(80)

where

W =
1

J(T − 1)

J∑
j=1

T∑
t=1

(yit − ȳj.)2 (81)

=
1

J

J∑
j=1

s2
j (82)

(83)
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is the within chain variance, and

V̂ =
T − 1

T
W +

B

T
+

B

JT
(84)

with
B

T
=

1

J − 1

J∑
j=1

(ȳj. − ȳ..) (85)

(86)

is an unbiased estimator of the true variance that takes into account the sam-

ple autocorrelation typical of MCMC sample, and accounts for the uncertainty

associated with the estimation of ŷ.. (Vats and Knudson (2020)).

The Gelman-Rubin procedure exploits the fact that an alternative method to

estimate the variance of the target distribution is to use W (i.e., the average

of the within-chain variances). The intuition behind this diagnostic tool is that

if the chains have converged both variance calculation methods should produce

the same results and thus their ratio must be approximately equal to 1.

A large R̂ has two possible explanations. The first is that the numerator is too

high and can be reduced increasing the number of simulations. The second is

that the chains have not yet explored adequately the target distribution and

thus W is too low (Brooks and Gelman (1998)).

A crucial problem in implementing this methodology is the choice of the thresh-

old to adopt. Vats and Knudson (2020) analyse a sample of 100 papers and

reports that in practice there is not consensus on the value to adopt, with

thresholds values that range from 1.003 to 1.3. The most common cutoff em-

ployed in their sample is 1.1 (43% of the sample). Nevertheless, in the same

paper they also argue that a similar cutoff is too high. For this reason, in this

analysis, it is chosen a more reliable threshold value of 1.05.

The results of the estimation are summarised in Table 5 while Figure 7 shows

the shape of the posterior distributions for one of the estimated model (namely,

the Negative Binomial INARCH(7)) that, as expected, are all approximately

bell-shaped and symmetric. For the choice of the best model, the Deviance

Information Criterion (DIC) is employed, which is computed as:

DIC = D(θ) + pd (87)
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β0 β1 β7 α6 φ DIC

Model 1 mean 2.002 0.199 0.489 - - 3678
sd 0.187 0.025 0.027

R̂ 1.00 1.01 1.00

Model 2 mean 1.981 0.192 0.489 0.001 - 3680
sd 0.185 0.025 0.027 0.001

R̂ 1.00 1.00 1.00 1.02

Model 3 mean 0.541 0.180 0.501 - - 3656
sd 0.067 0.024 0.028

R̂ 1.01 1.01 1.01

Model 4 mean 0.461 0.185 0.491 0.05 - 3655
sd 0.078 0.024 0.027 0.027

R̂ 1.01 1.01 1.01 1.01

Model 5 mean 1.836 0.196 0.512 - 6.682 3511
sd 0.235 0.035 0.038 0.823

R̂ 1.00 1.00 1.00 1.00

Model 6 mean 1.808 0.196 0.521 0.002 6.667 3513
sd 0.236 0.034 0.038 0.002 0.832

R̂ 1.00 1.00 1.00 1.04 1.00

Model 7 mean 0.510 0.182 0.516 - 7.001 3503
sd 0.084 0.034 0.037 - 0.908

R̂ 1.04 1.02 1.02 1.00

Model 8 mean 0.450 0.188 0.502 0.041 7.028 3504
sd 0.100 0.034 0.038 0.042 0.913

R̂ 1.00 1.00 1.01 1.00 1.00

Table 5: Coefficients estimate together with R̂ statistics and DIC criteria for
each models.
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Figure 7: Posterior distribution for the Negative Binomial ARCH(7) model.
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where D(θ) = Eθ|y[D(θ)] = Eθ|y[−2 log(L(y|θ̂))] is the expected posterior mean

deviance and it is a proxy for the ”goodness of fit”, while pd is the so-called

”effective number of parameters” and it is a penalty for model complexity.

There are several ways to compute pd. In the following pd is obtained using

the definition proposed by Plummer(2002), which is also the one implemented

in JAGS and is based on a sample estimation of the Kullback-Leibler diver-

gence (and for this reason, it requires two independent MCMC chains for its

computation).

3.5 Prediction

Following a classical Bayesian approach, future forecasted values are obtained

using the posterior predictive distribution. More precisely, denoting the future

observation to be forecasted as ỹ, the vector of model parameters as θ and

the space in which these are defined as Θ, the posterior predictive distribution

is:

p(ỹ|Y ) =

∫
Θ

p(ỹ|Y, θ)π(θ|Y )dθ (88)

It is important to notice that because all the possible values of θ, with weights

given by the posterior distributions, enter in the computation of future forecasts,

this approach accounts for the uncertainty associated with the estimation of

parameters.

Since the integral above cannot be solve analytically, the posterior distribution

is approximated using Monte Carlo techniques. The procedure adopted is the

following:

• At each iteration j = 1, ..., J a vector of parameters θ̃ is randomly drawn

from the respective posterior distributions

• Using the value obtained in the first step, λ̃t+h is computed, where h =

1, ...,H is the length of the forecasting horizon.

• An observation is drawn from a P(λ̃t+h) or NB(λ̃t+h, φ̃) distribution

Finally a sample mean is computed to obtain a point estimate for each future

time. The bounds of the prediction intervals are computed as the limits of the
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Figure 8: Forecasted values together with real observations.

High Posterior Density region for a 95% probability (i.e. the shortest interval

of the ỹ distribution, such that the probability of contain the true value of y is

exactly 95%).

3.6 Discussion

Among the eight models fitted the best ones according to the DIC criterion are

Model 7 and Model 8, respectively the INARCH(7) and INGARCH(6,7) with

negative binomial marginal distribution. However, considering the very small

and not significant value for the α6 coefficient, Model 8 can be safely discarded

in favour of the more parsimonious Model 7.

In general, it is interesting to notice that both the negative binomial choice for

the marginal distribution and the use of a logarithmic function contribute to

improve the performance of the model. Nevertheless, the lion’s share is played

by the choice of a Negative Binomial which appears to contribute to the perfor-

mance of the model much more than the use of a log-linear specification.

This result is not surprising considering the fact that both the negative binomial

and the use of a logarithmic link function are more flexible solutions compared

to the Poisson and to the identity link. Recognized this, the results are in

any case a further confirm of the usefulness of these family of models. Indeed,

the increase in complexity appears to be more than justified by a respective

improvement in the performance of the model.
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Figure 8 shows the one-step ahead forecast computed adopting Model 7 for

a period of 50 days, together with real observations. From a graphical per-

spective, the forecasting power of the model is good, despite not completely

satisfactory. Indeed, while the model appears to be able to capture the dy-

namic of the underlying process quite well, the volatility of the data does not

appear to be realistically modelled, suggesting that more complex models may

be necessary.

3.7 The effect of the Covid-19 pandemic

To conclude, in this last section, the Model 7 is employed to explore the effect of

the Covid-19 crisis on the number of cyber incidents. In the first chapter it has

been argued that the pandemic has had a positive impact on cyber incidents

and some possible reasons for this increase have been analysed.

Identifying a single starting date in which the pandemic has started to have an

impact on a global scale it is not straightforward. In this analysis, it is used the

11 March 2020 as a ”starting date” for the crisis, since this has been the date

in which the WHO has officially declared Covid-19 a global pandemic45.

To measure the effect of the pandemic, it is estimated an augmented model which

includes also a dummy variable which takes the value 1 for all observations in

the pandemic period and 0 otherwise. This dummy variable aims to capture

the effect of the crisis on the number of cyber incidents and, from a theoretical

perspective, is equivalent to the assumption of a permanent intervention effect

in the time series after the start of the Covid-19 outbreak46.

As a robustness check, also models with a time trend are estimated 47. Thus,

45https://www.who.int/director-general/speeches/detail/who-director-
general-s-opening-remarks-at-the-media-briefing-on-covid-19---11-march-
2020

46Intervention effects in log-linear INGARCH processes are studied in Fokianos and Fried
(2012).

47In the previous analysis the trend has been omitted to keep the model as parsimonious as
possible and since, given its very low value (see the results below), it is in practice irrelevant
for daily prediction.
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β0 β1 β7 φ η1 η2

Model A mean 0.488 0.164 0.507 7.251 0.106
sd 0.088 0.034 0.036 0.906 0.045

Model B mean 0.471 0.167 0.500 7.267 0.0002
sd 0.087 0.034 0.037 0.909 0.0001

Model C mean 0.470 0.167 0.502 7.249 0.046 0.0001
sd 0.088 0.033 0.037 0.902 0.079 0.0001

Table 6: Estimation results

formally, the augmented models considered are:

(Model A) Yt|Ft−1 : NB(λt, φ) (89)

log(λt) =β0 + β1 log(Yt−1 + 1) + β7 log(Yt−7 + 1) + ηA1t≥τ (90)

(Model B) Yt|Ft−1 : NB(λt, φ) (91)

log(λt) =β0 + β1 log(Yt−1 + 1) + log(β7Yt−7 + 1) + ηBt (92)

(Model C) Yt|Ft−1 : NB(λt, φ) (93)

log(λt) =β0 + β1 log(Yt−1 + 1) + β7 log(Yt−7 + 1) + ηC11t≥τ + ηC2t (94)

where the priors adopted for the eta coefficients are all U(−1, 1).

The results obtained are summarised in Table 4 while Figure 9 shows the poste-

rior distribution of the eta coefficients. It is possible to notice that, as expected,

the estimated effect of the pandemic on the expected daily number of cyber in-

cidents is positive for both Model A and model C. According to Model A, which

is the one which do not include also a time trend, in the period of the Covid-19

crisis, the expected value of the number of cyber incidents has increased by

11% (obtained from e0.106 = 1.11). The value of zero for the ηA coefficient can

be rejected since the HDI at the 0.95 level of the posterior distribution of ηA

includes only positive values. However, the results of model B show evidence

of a time trend which can also be the cause of the increase observed during the

pandemic period.

Model C results are inconclusive. Indeed, despite the estimate for ηC1 is again

positive, in this case both the ηC1 and ηC2 high density regions include the zero.

This may indicate that the value obtained in model A for the eta coefficient was

in part the result of the omitted trend. Nevertheless, the fact that the ηC2

high-density region includes the zero may also indicate that the observations in
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Figure 9: Posterior distributions of the ηj coefficients. The red line represents
the posterior mean while the dotted black lines are the lower and upper bounds
of the 95% high probability density region.
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the pandemic period are the ones responsible for the significance of the tempo-

ral trend. Overall, it is thus possible to conclude that the data do confirm a

positive effect of the pandemic period to the number of cyber incidents. Nev-

ertheless, the analysis also indicates that this effect is rather small and difficult

to distinguish from the upward trend that characterised the time series before

the pandemic.
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Conclusions

This thesis has explored some of the main issues related to cyber risk and has

tested the performance of a large class of integer-valued stochastic processes

to model the frequency of cyber incidents. The analysis carried out in the

first chapter has shown that cyber risk provides unique challenges in terms of

modelling and insurability. In particular, from an insurance perspective, the

main issues regarding the insurability of cyber risk are the potential for high

correlated losses, the lack of data and and the difficulties related to the wording

of the contracts. Despite cyber risk appears to have the all the characteristics

to be considered a serious micro-prudential risk, it is still not clear the real

extent of the threat that it constitutes in terms of financial stability. While it is

true that cyber incidents have the potential to be systemic, the financial sector

is well equipped to face cyber threats and only large sovereign states appear

able to carry out cyberattacks on the scale necessary to impact on financial

stability.

The second chapter has reviewed three main families of count-data models and

has explored the relative advantages of each class. The first family of models

analysed has been the one of INGARCH models. These models have the advan-

tage of being relatively easy to estimate and to be used for forecasting and can

easily accomodate for the presence of external regressors and for the presence of

serial negative autocorrelation. Thinning-based models have their strength in

their similarity with their real-valued ARMA counterparts and have moments

in general more easy to compute. In addition they can account for pure moving

average effect which cannot be modelled in the context of INGARCH models.

Finally, state space models are more flexible, but are also associated with an

higher model complexity.

In the last chapter, INGARCH models have been employed to analyse a time

series of cyber incidents obtained from a publicly available dataset. The esti-

mation of the model has been carried out in a Bayesian framework, leveraging

the computational capabilities of JAGS. Overall INGARCH models appear to

be a reasonable choice for the modelling and forecasting of cyber incidents data.

Nevertheless more complicated models are required in order to capture entirely

the overdispersion that characterises the data. The INGARCH framework has

then been used to measure the effect of the Covid-19 crisis on the frequency

of cyber incidents. The pandemic has had a positive impact on the number
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of cyber incidents but the size of this increase is quite small and difficult to

distinguish from the upward trend which characterised the time series in the

previous years.

Finally, appears clear that to tackle all other issues related to cyber risk mod-

elling, more rich datasets are needed, in particular data on losses and techno-

graphic data will play a fundamental role.
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[15] Danielsson, J., Fouché, M., Macrae, R., (2016), Cyber risk as systemic

risk, VoxEU.org, available at

https://voxeu.org/article/cyber-risk-systemic-risk

[16] Danielsson, J., Macrae, R., (2019), Systemic consequences of outsourcing

to the cloud, VoxEU.org, available at

https://voxeu.org/article/systemic-consequences-outsourcing-cloud-0

[17] Dingel, J. Neiman, B., (2020), How many jobs can be done at home?,

Journal of Public Economics Vol. 189, Article 104235

[18] Du, J., Li, Y, (1991), The integer-valued autoregressive (INAR(p))

model, Journal of Time Series Analysis, Vol. 12, p. 129–142

[19] Eling, M., Schnell, W., (2016), What do we know about cyber risk and

cyber risk insurance?, Journal of Risk Finance, Vol. 17, p. 474-491

[20] Eling, M., Wirfs, J., H., (2016), Cyber risk: Too big to Insure? Risk

Transfer Options for a Mercurial Risk Class, available at

https://www.ivw.unisg.ch/~/media/internet/content/dateien/

instituteundcenters/ivw/studien/cyberrisk2016.pdf

54

https://arxiv.org/pdf/2002.04470.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2014_004_001_91026.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2014_004_001_91026.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2800/RR2849z1/RAND_RR2849z1.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2800/RR2849z1/RAND_RR2849z1.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/About%20Us/EBA%20Research%20Workshops/2020/Papers/936775/2.3%20Pirates%20without%20Borders%20v2.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/About%20Us/EBA%20Research%20Workshops/2020/Papers/936775/2.3%20Pirates%20without%20Borders%20v2.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/About%20Us/EBA%20Research%20Workshops/2020/Papers/936775/2.3%20Pirates%20without%20Borders%20v2.pdf
https://voxeu.org/article/cyber-risk-systemic-risk
https://voxeu.org/article/systemic-consequences-outsourcing-cloud-0
https://www.ivw.unisg.ch/~/media/internet/content/dateien/instituteundcenters/ivw/studien/cyberrisk2016.pdf
https://www.ivw.unisg.ch/~/media/internet/content/dateien/instituteundcenters/ivw/studien/cyberrisk2016.pdf


[21] European Systemic Risk Board (ESRB), (2020), Systemic cyber risk,

available at https://www.esrb.europa.eu/pub/pdf/reports/esrb.

report200219_systemiccyberrisk~101a09685e.en.pdf?

fdefe8436b08c6881d492960ffc7f3a9

[22] Ferland, R., Latour, A., Oraichi, (2006), D., Integer-valued GARCH

process, Journal of Time Series Analysis, Vol. 27, p.923-942

[23] Financial Stability Board (FSB), (2018), Cyber Lexicon, available at

https://www.fsb.org/wp-content/uploads/P121118-1.pdf

[24] Financial Times (2019), Mondelez sues Zurich in test for cyber hack

insurance, available at

https://www.ft.com/content/8db7251c-1411-11e9-a581-4ff78404524e

[25] — (2017), Moller-Maersk puts cost of cyber attack at up to 300m,

available at

https://www.ft.com/content/a44ede7c-825f-11e7-a4ce-15b2513cb3ff

[26] — (2021), Axa’s Asian operations hit in ransomware attack, available at

https://www.ft.com/content/4443da60-6d90-4d27-b300-b0896425f99f

[27] Fokianos, K., Tjøstheim, D., (2011), Log-linear Poisson autoregression,

Journal of Multivariate analysis, Vol. 102, p. 563-578

[28] Fokianos K., Fried, R., (2012), Interventions in Log-Linear Poisson

Autoregression, Statistical Modelling, Vol. 12, p. 299-322

[29] Goh, J. et al., (2020), Cyber risk surveillance: A case study of Singapore,

MAS Staff Paper No. 57, available at

https://www.mas.gov.sg/-/media/MAS/resource/publications/staff_

papers/MAS-Staff-Paper-No57_final.pdf

[30] Granato, A., Polacek, A., (2019), The growth and challenges of cyber

insurance, Chicago Fed Letter 426, available at

https://www.chicagofed.org/publications/chicago-fed-letter/2019/426

[31] Heinen, A., (2003), Modelling Time Series Count Data: An

Autoregressive Conditional Poisson Model, MPRA Paper No. 8113,

available at https://mpra.ub.uni-muenchen.de/8113/

55

https://www.esrb.europa.eu/pub/pdf/reports/esrb.report200219_systemiccyberrisk~101a09685e.en.pdf?fdefe8436b08c6881d492960ffc7f3a9
https://www.esrb.europa.eu/pub/pdf/reports/esrb.report200219_systemiccyberrisk~101a09685e.en.pdf?fdefe8436b08c6881d492960ffc7f3a9
https://www.esrb.europa.eu/pub/pdf/reports/esrb.report200219_systemiccyberrisk~101a09685e.en.pdf?fdefe8436b08c6881d492960ffc7f3a9
https://www.fsb.org/wp-content/uploads/P121118-1.pdf
https://www.ft.com/content/8db7251c-1411-11e9-a581-4ff78404524e
https://www.ft.com/content/a44ede7c-825f-11e7-a4ce-15b2513cb3ff
https://www.ft.com/content/4443da60-6d90-4d27-b300-b0896425f99f
https://www.mas.gov.sg/-/media/MAS/resource/publications/staff_papers/MAS-Staff-Paper-No57_final.pdf
https://www.mas.gov.sg/-/media/MAS/resource/publications/staff_papers/MAS-Staff-Paper-No57_final.pdf
https://www.chicagofed.org/publications/chicago-fed-letter/2019/426
https://mpra.ub.uni-muenchen.de/8113/


[32] Howden (2021), Cyber Insurance: A hard reset, available at

https://www.howdengroup.com/global-cyber-report

[33] Kennedy, P., (2008), A guide to Econometrics 6E, Wiley-Blackwell

[34] Koopman, S., Lucas, A., Schart, M., (2016), Predicting time-varying

parameters with observation-driven and parameter-driven models, The

Review of Economics and Statistics, Vol. 98, p. 97–110

[35] Kovrr (2020), CRA-Zones: The Data Behind the Framework, available

at https://www.kovrr.com/resource/cra-zones-the-data-behind-the-

framework

[36] KrebsonSecurity, (2021), A Closer Look at the DarkSide Ransomware

Gang, available at https://krebsonsecurity.com/2021/05/a-closer-

look-at-the-darkside-ransomware-gang/

[37] — (2014), Target Hackers broke in Via HVAC Company, available at

https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-

hvac-company/

[38] Liboschik, T., Fokianos, K., Fried, R., (2017), tscount: An R package for

analysis of count time series following generalized linear models. Journal

of Statistical Software, Vol. 82, p. 1–51

[39] Meland, P., Bayoumy, Y., Sindre, G., (2020), The

Ransomware-as-a-Service economy within the darknet, Computers &

Security, Vol. 92, Article 101762

[40] Munich Re, (2018), How insurable are cyber risks?, available at

https://www.munichre.com/topics-online/en/digitalisation/cyber/how-

insurable-are-cyber-risks.html

[41] Nasdaq, (2016), BNY Mellon Settles Probe over technical Glitch for 3M.,

available at https://www.nasdaq.com/articles/bny-mellon-settles-

probe-over-technical-glitch-for-%243m-2016-03-23

[42] OECD, (2020), The Role of Public Policy and Regulation in

Encouraging Clarity in Cyber Insurance Coverage, available at https:

//www.oecd.org/finance/insurance/The-Role-of-Public-Policy-and-

Regulation-in-Encouraging-Clarity-in-Cyber-Insurance-Coverage.pdf

56

https://www.howdengroup.com/global-cyber-report
https://www.kovrr.com/resource/cra-zones-the-data-behind-the-framework
https://www.kovrr.com/resource/cra-zones-the-data-behind-the-framework
https://krebsonsecurity.com/2021/05/a-closer-look-at-the-darkside-ransomware-gang/
https://krebsonsecurity.com/2021/05/a-closer-look-at-the-darkside-ransomware-gang/
https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
https://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
https://www.munichre.com/topics-online/en/digitalisation/cyber/how-insurable-are-cyber-risks.html
https://www.munichre.com/topics-online/en/digitalisation/cyber/how-insurable-are-cyber-risks.html
https://www.nasdaq.com/articles/bny-mellon-settles-probe-over-technical-glitch-for-%243m-2016-03-23
https://www.nasdaq.com/articles/bny-mellon-settles-probe-over-technical-glitch-for-%243m-2016-03-23
https://www.oecd.org/finance/insurance/The-Role-of-Public-Policy-and-Regulation-in-Encouraging-Clarity-in-Cyber-Insurance-Coverage.pdf
https://www.oecd.org/finance/insurance/The-Role-of-Public-Policy-and-Regulation-in-Encouraging-Clarity-in-Cyber-Insurance-Coverage.pdf
https://www.oecd.org/finance/insurance/The-Role-of-Public-Policy-and-Regulation-in-Encouraging-Clarity-in-Cyber-Insurance-Coverage.pdf


[43] Ponemon Institute, (2020), Cybersecurity in the Remote Work Era: A

global risk report, available at

https://www.keepersecurity.com/it_IT/ponemon2020.html

[44] Plummer, M., (2017), JAGS Version 4.3.0 user manual, available at

https://people.stat.sc.edu/hansont/stat740/jags_user_manual.pdf

[45] Plummer, M., et al (2002), Discussion on the paper by Spiegelhalter,

Best, Carlin and van der Linde, Journal of the Royal Statistical Society,

Vol. 64, p. 616-639, available at

https://experts.umn.edu/en/publications/discussion-on-the-paper-by-

spiegelhalter-best-carlin-and-van-der-

[46] Reuters, (2021), Pipeline outage causes U.S. gasoline supply crunch,

panic buying, available at https://www.reuters.com/business/energy/us-

fuel-supplies-tighten-energy-pipeline-outage-enters-fifth-day-2021-05-11/

[47] Scotto, M., Weiß, C., Gouveia, S., (2015), Thinning-based models in the

analysis of integer-valued time series: a review, Statistical Modelling,

Vol. 15, p. 590-618

[48] Shumway, R., Stoffer, D., (2017), Time Series Analysis and Its

Applications 4E, Springer International Publishing

[49] Swiss Re (2020), Cyber reinsurance in the “new normal”, available at

https://www.swissre.com/reinsurance/property-and-

casualty/reinsurance/casualty-reinsurance-underwriting/cyber-

reinsurance-in-the-new-normal.html

[50] Tsamtsakiri, P., Karlis, D., (2018), Bayesian Estimation for INARCH

models, Proceedings of the 31th Panhellenic Statistics Conference, p.

366-378, available at https://esi-stat.gr/wp-

content/uploads/2020/01/Bayesian-estimation-for-inarch-models.pdf

[51] Vats, D., Knudson, C., (2020), Revisiting the Gelman-Rubin Diagnostic,

Papers 1812.09384, arXiv.org., available at

https://arxiv.org/pdf/1812.09384.pdf

[52] Warren, P., Kaivanto, K., Prince, D., (2018), Could a cyber attack cause

a systemic impact in the financial sector?, Bank of England Quarterly

Bulletin, available at https://www.bankofengland.co.uk/quarterly-

57

https://www.keepersecurity.com/it_IT/ponemon2020.html
https://people.stat.sc.edu/hansont/stat740/jags_user_manual.pdf
https://experts.umn.edu/en/publications/discussion-on-the-paper-by-spiegelhalter-best-carlin-and-van-der-
https://experts.umn.edu/en/publications/discussion-on-the-paper-by-spiegelhalter-best-carlin-and-van-der-
https://www.swissre.com/reinsurance/property-and-casualty/reinsurance/casualty-reinsurance-underwriting/cyber-reinsurance-in-the-new-normal.html
https://www.swissre.com/reinsurance/property-and-casualty/reinsurance/casualty-reinsurance-underwriting/cyber-reinsurance-in-the-new-normal.html
https://www.swissre.com/reinsurance/property-and-casualty/reinsurance/casualty-reinsurance-underwriting/cyber-reinsurance-in-the-new-normal.html
https://esi-stat.gr/wp-content/uploads/2020/01/Bayesian-estimation-for-inarch-models.pdf
https://esi-stat.gr/wp-content/uploads/2020/01/Bayesian-estimation-for-inarch-models.pdf
https://arxiv.org/pdf/1812.09384.pdf
https://www.bankofengland.co.uk/quarterly-bulletin/2018/2018-q4/could-a-cyber-attack-cause-a-systemic-impact-in-the-financial-sector
https://www.bankofengland.co.uk/quarterly-bulletin/2018/2018-q4/could-a-cyber-attack-cause-a-systemic-impact-in-the-financial-sector


bulletin/2018/2018-q4/could-a-cyber-attack-cause-a-systemic-

impact-in-the-financial-sector

[53] Weiß, C., (2019), Stationary count time series models, WIREs

Computational Statistics, Vol. 13, Article e1502, available at

https://doi.org/10.1002/wics.1502

[54] World Economic Forum (WEF), (2020), Covid-19 Risks Outlook: A

preliminary Mapping and its Implications, available at

https://www.weforum.org/reports/covid-19-risks-outlook-a-

preliminary-mapping-and-its-implications

58

https://www.bankofengland.co.uk/quarterly-bulletin/2018/2018-q4/could-a-cyber-attack-cause-a-systemic-impact-in-the-financial-sector
https://www.bankofengland.co.uk/quarterly-bulletin/2018/2018-q4/could-a-cyber-attack-cause-a-systemic-impact-in-the-financial-sector
https://www.bankofengland.co.uk/quarterly-bulletin/2018/2018-q4/could-a-cyber-attack-cause-a-systemic-impact-in-the-financial-sector
https://doi.org/10.1002/wics.1502
https://www.weforum.org/reports/covid-19-risks-outlook-a-preliminary-mapping-and-its-implications
https://www.weforum.org/reports/covid-19-risks-outlook-a-preliminary-mapping-and-its-implications


A Appendix

A.1 Proofs

Proof that the Poisson distribution is a limiting case of the

Negative Binomial distribution

Recall that the Probability Mass Function of a Negative Binomial distribution

is:

P (Y = y) =
Γ(φ+ y)

Γ(y + 1)Γ(φ)

(
φ

φ+ λt

)φ(
λt

φ+ λt

)y
(95)

First consider that:

lim
φ→∞

(
φ

φ+ λt

)φ
= lim
φ→∞

(
φ+ λt
φ

)−φ
(96)

= lim
φ→∞

(
1 +

λt
φ

)−φ
(97)

= e−λt (98)

(99)

where the last step derives from the well known result according to which:

lim
n→∞

(
1 +

x

n

)n
= ex (100)

Then observe that:

lim
φ→∞

Γ(φ+ y)

Γ(φ)

(
1

φ+ λt

y)
= lim
φ→∞

Γ(φ+ y)

Γ(φ)(φ+ λt)y
(101)

= lim
φ→∞

y∏
i=1

φ+ y − i
φ+ λt

(102)

= lim
φ→∞

y∏
i=1

1 + y−i
φ

1 + λt
φ

(103)

= 1 (104)

(105)

where it has been used the property of the Gamma function according to which
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Γ(n) = (n− 1)! when n is an integer. Finally, by the same argument, note that

Γ(y + 1) = y!.

Combining these three results the desired result is obtained:

lim
φ→∞

Γ(φ+ y)

Γ(y + 1)Γ(φ)

(
φ

φ+ λt

)φ(
λt

φ+ λt

)y
= e−λt

1

y!
λyt (106)

=
λyt e
−λt

y!
(107)
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A.2 Additional Results
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Figure 10: ACF and PACF plot of the daily number of cyber incidents.
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Figure 11: Daily number of cyber incidents from 2016 to May 2021. The red

dotted line represents the day in which the WHO declared Covid-19 a global

pandemic (i.e. 11-March-2020).
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Figure 12: Histograms of the daily number of cyber incidents for the whole

sample and different sub-periods.
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A.3 ADF Unit root test results

###############################################

# Augmented Dickey -Fuller Test Unit Root Test #

###############################################

Test regression none

Call:

lm(formula = z.diff ~ z.lag.1 - 1 + z.diff.lag)

Residuals:

Min 1Q Median 3Q Max

-11.8735 -1.7820 0.6626 3.8222 18.2776

Coefficients:

Estimate Std. Error t value Pr(>|t|)

z.lag.1 -0.16809 0.02427 -6.924 1.02e-11 ***

z.diff.lag -0.18760 0.03772 -4.974 8.34e-07 ***

---

Residual standard error: 4.396 on 678 degrees of freedom

Multiple R-squared: 0.1349 , Adjusted R-squared: 0.1323

F-statistic: 52.86 on 2 and 678 DF, p-value: < 2.2e-16

Value of test -statistic is: -6.9244

Critical values for test statistics:

1pct 5pct 10pct

tau1 -2.58 -1.95 -1.62
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A.4 Description of the model in the JAGS language

model{

y[1] ~ dnegbin(p[1],phi)

p[1] <- phi/(phi+lambda [1])

log(lambda [1]) <- intercept + beta_1 * log(y_77+1) + beta_7 *

log(y_17+1) + alpha_6 * log(lambda_0)

y[2] ~ dnegbin(p[2],phi)

p[2] <- phi/(phi+lambda [2])

log(lambda [2]) <- intercept + beta_1 * log( y[1]+1) + beta_7 *

log(y_27+1) + alpha_6 * log(lambda_1)

y[3] ~ dnegbin(p[3],phi)

p[3] <- phi/(phi+lambda [3])

log(lambda [3]) <- intercept + beta_1 * log(y[2]+1) + beta_7 *

log(y_37+1) + alpha_6 * log(lambda_2)

y[4] ~ dnegbin(p[4],phi)

p[4] <- phi/(phi+lambda [4])

log(lambda [4]) <- intercept + beta_1 * log(y[3]+1) + beta_7 *

log(y_47+1) + alpha_6 * log(lambda_3)

y[5] ~ dnegbin(p[5],phi)

p[5] <- phi/(phi+lambda [5])

log(lambda [5]) <- intercept + beta_1 * log(y[4]+1) + beta_7 *

log(y_57+1) + alpha_6 * log(lambda_4)

y[6] ~ dnegbin(p[6],phi)

p[6] <- phi/(phi+lambda [6])

log(lambda [6]) <- intercept + beta_1 * log(y[5]+1) + beta_7 *

log(y_67+1) + alpha_6 * log(lambda_5)

y[7] ~ dnegbin(p[7],phi)

p[7] <- phi/(phi+lambda [7])

log(lambda [7]) <- intercept + beta_1 *log(y[6]+1) + beta_7 *

log(y_77+1) + alpha_6 * log(lambda [1])

for (t in 8:N) {

y[t] ~ dnegbin(p[t],phi)
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p[t] <- phi/(phi+lambda[t])

log(lambda[t]) <- intercept + beta_1 * log(y[t -1]+1) + beta_7 *

log(y[t-7] + 1) + alpha_6 * log(lambda[t-6])

}

#Priors

beta_1 ~ dunif (-1,1)

beta_7 ~ dunif (-1,1)

alpha_6 ~ dunif(-1,1)

intercept ~ dnorm(0,1/100)

phi ~ dunif (0,50)

#priors for not observed lambdas

lambda_0 ~ dgamma (1 ,0.001)

lambda_1 ~ dgamma (1 ,0.001)

lambda_2 ~ dgamma (1 ,0.001)

lambda_3 ~ dgamma (1 ,0.001)

lambda_4 ~ dgamma (1 ,0.001)

lambda_5 ~ dgamma (1 ,0.001)

#initial observations

y_17 = 4 #t-7

y_27 = 1 #t-6

y_37 = 1 #t-5

y_47 = 1 #t-4

y_57 = 5 #t-3

y_67 = 11 #t-2

y_77 = 4 #t-1

}
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