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Abstract

In this thesis a security property for stochastic, cooperating processes expressed
as terms of the Performance Evaluation Process Algebra (PEPA) is studied.
It is expressed as the notion of Persistent Stochastic Non-Interference (PSNI).
This work consists in the attempt of relaxing the strict condition of PSNI by
introducing a novel equivalence relation over PEPA components, named pro-
portional bisimulation, which induces a proportionally lumpable partition on
the state-space of the underlying Markov process.
Lumpability approach is a method to tackle the state space explosion problem
by reducing the state space of a Markov chain. Equivalent states are aggregated
into a unique partition, creating a new aggregated Markov chain that is smaller
but its behaviour is the same as the original chain. However, the conditions
for a partition on the original state space to be lumpable are quite strict. The
introduction of proportional lumpability is then an attempt to relax the condi-
tions in order to aggregate the states of the considered Markov chain. In line
with this thinking, also the property PSNI can be, in some sense, relaxed by
adopting the less strict form of the concept of lumpable bisimulation.
For this purpose, this thesis can be divided into two main sections: one is the
study about the concept of proportional lumpability, the other is the application
of proportional bisimulation based on proportional lumpability to the property
PSNI.
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Chapter 1

Introduction

1.1 Motivation
My thesis has started with the general idea of introducing a relaxed version
of the security property called Persistent Stochastic Non-Interference, often
shortened to PSNI. PSNI is a property which ensures the security of a system
by looking at all the possible states reachable by the system taken into account
and checking the Stochastic Non-Interference (SNI ) property for each of them.
SNI is based on the property called Non-Interference, which is an information
flow security property which aims at protecting data from undesired accesses.
PSNI is based on a structural operational semantics and a bisimulation based
observation equivalence for the PEPA terms. The PSNI property can be widely
exploited in order to protect the confidentiality of information by guaranteeing
that high level, sensitive, information never flows to low level, unauthorized
users. Indeed, attacks like the so-called covert channel can be possible even if
computer security policy and/or cryptographic rules are used. Nevertheless, in
real world situations it may be difficult to find a system that satisfies all the
requirements of PSNI. Indeed, PSNI is based on the strong equivalence-like
relation over PEPA components, called lumpable bisimulation, which requires
strict conditions on the rates of components, in particular two components are
considered lumpably bisimilar if the transition rates from these components
to any equivalence class are the same. In order to propose a new version of
PSNI property, first of all, the definition of a novel equivalence relation over
PEPA components is necessary. The definition of this new equivalence relation
naturally deals with the concept of lumpability, which also should be relaxed to
produce relaxed partitions on the state space of the underlying Markov chain.

1
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1.2 Performance Modelling
In this section, some preliminaries about the performance modelling theory,
which consists in one of the central focuses of this work, will be presented.
Performance modelling is a method used to model the dynamic behaviour of
computer and communication systems for the purpose of identifying perfor-
mance characteristics of the systems themselves, in such a way that optimiza-
tion techniques can be exploited and applied to improve the systems’ behaviour
from the performance viewpoint. For example, one of the users’ typical require-
ments consists in measurements of quantitative information such as response
time, which is desired to be as small as possible; the rate at which something
is processed, as known as throughput, should be as high as possible; blocking
probability, also referred to as congestion, should be preferably zero, of course.
These are called external measurements. In contrast to them, system managers
may seek to optimize internal measurements like resource utilization, which is
the usage of processing resource, should be reasonably high; idle time or non-
productive time, should be as small as possible; failure rate which obviously is
desired to be as low as possible, close to zero. The reason why users and/or
system managers want to have the knowledge about all these measurements is
that by having quantitative information of the entire system they can do the
capacity planning, i.e., it is possible to answer the question “how many clients
can the existing server support and maintain reasonable response times?” or
alternatively, system managers can execute system configuration, by answering
the following question: “how many frequencies do I need to keep blocking prob-
abilities low?” and so on. It can be said that performance modelling allows one
to represent a system through an abstract model which is used to encapsulate
the characteristics of the entire system.

The history of performance modelling has already started in the early 20th
century in order to emphasize the performance properties of communication
systems. Nonetheless, performance modelling techniques for computer systems
have been available only since the mid-1960s and they have been refined as the
computers became more complicated and sophisticated.
Originally, queueing theories have been extensively applied to represent and
analyse the very first computer system models. Indeed, it can be said that
queueing networks are powerful and all-round tool for performance evaluation.
A queue is based on the idea that users arrive to the queue and they wait some
time, and afterwards they are processed so that they can leave the queue. The
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basic queueing model is depicted in the figure here below, taken from [2].

Figure 1.1: Basic queueing model

In 1909 a Danish engineer Agner Krarup Erlang published his first paper
dealing with the queueing theory. Erlang was studying the problems about
the congestion in telephone service for the Copenhagen Telephone Company:
quantitative measurements such as waiting time and average number of waiting
customers have been analysed in his paper. In [2] the basic queue model is
characterized as follows:

• The arrival of users: usually users are assumed to arrive according to
a Poisson distribution and they can arrive one by one, or alternatively,
they can arrive in group.

• The behaviour of users: users can decide to wait until they are served,
or leave the queue without waiting. Similar situations can be found in
call centres: some customers are patient and will wait until an operator
is available, other will hang up.

• The service time: the service (for example, the call with the operator
of a call centre is the service) times are assumed to be independent and
identically distributed.

• The service policy: there exist several disciplines of the service and ac-
cording to it the queue serves the users. The queue usually serves in FIFO
order, so first in first out, but it can also serve randomly, it depends.
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• The service capacity: in call centre example, the capacity is the number
of working operators. The server can be single or some quantity of them
in such a way that the two users can be served at the same time.

• Waiting: there may be limitations on the number of waiting users in the
queue. This concept is usually indicated as buffer, so only finite users
can be buffered and served.

When no other techniques were available, even sophisticated system analy-
sis were conducted by using queueing theories, but as computer systems have
improved their performance, the use of classical method such as queueing the-
ory has become unsatisfactory of course. Some of several challenges that a
modelling theory should deal in order to model real computer systems’ be-
haviour are listed up here below:

• Time: timing information such as network latency due to the physical
distances is necessary;

• Randomness and Probability : the concept of random variables and no-
tions about probability theory are quite important in order to deal with
computer systems. For example, parts of a system like server or router
may be down temporarily with some probability;

• Scale: there is the need to know the population size. It should be quan-
tified in order to characterize correctly the workload. One should be able
to correctly replicate the service to support all of the subscribers;

• Percentages : there is the need to know resource sharing percentages
among the users of the modelled system, like the network contention,
CPU loads.

In addition to all the above-mentioned features, the notions of concurrency and
parallelism became gradually essential.
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Petri nets are another type of well-established, both graphical and mathe-
matical modelling tool available since the late 1960s, mainly used in order to
model parallel and distributed systems. Petri nets consist in directed graphs
in which the nodes are divided into two types, places and transitions that
may be connected by directed arcs. Places represent the states in a system
and transitions represent actions that may occur in a system. In this way,
the behaviour of several systems can be represented in terms of system states
and their changes. In the following lines, the formal definition of a Petri net
presented in [46] is reported: a Petri net is a 5-tuple, PN = (P, T, F,W,M0)
where:

• P = {p1, p2, ..., pm} is a finite set of places

• T = {t1, t2, ..., tn} is a finite set of transitions,

• F ⊆ (P × T ) ∪ (T × P ) is a set of arcs,

• W : F → {1, 2, 3, ...} is a weight function,

• M0 : P → {0, 1, 2, 3, ...} is the initial marking,

• P ∩ T = ∅ and P ∪ T 6= ∅.

Figure 1.2: A Petri net (a state machine) representing the state diagram of a
vending machine, where coin return transitions are omitted.
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A Petri net structure N = (P, T, F,W ) without any specific initial marking
is denoted by N . An example of the state diagram of a finite-state vending
machine represented by Petri net is depicted in Figure 1.2, taken from [46]:
the machine accepts pennies and sells either 15 cents candy bars or 20 cents
candy bars. The buyer can deposit 5 cents for four times and get the 20 cents
candy bars, or he can deposit 10 cents and then 5 cents so that he will get 15
cents candy bars, etc.

In [16] some advantages of Petri nets are described, among them, Petri
nets can model graphically the system and so they allow an easy visualization
of complex systems. Moreover, Petri nets allow hierarchy modelling, so that
systems can be represented at various level of abstraction.
Both queueing networks and Petri nets are based on stochastic models. The
main differences between them is that queueing theories offer compositional-
ity but not formality; on the other hand, Petri nets offer formality but not
compositionality. Consequently, a tool which is able to handle all of the above-
mentioned attractive features in order to model a complex computer and com-
munication systems of nowadays is needed.

1.3 Process Algebra and Bisimulation
In this section we are going to briefly introduce what is a process algebra and
consequently we focus on PEPA language, by showing the concept of bisimu-
lation which will be widely exploited during all this thesis.
In [7] a process is defined as “behaviour of a system”, thus the process theory is
the study of processes, namely the behaviour of a system. Process theory deals
mainly with two tasks: modelling and verification. Through the techniques
of modelling, as introduced in the previous section, processes are represented
by mathematical expressions and formalisms; while verification consists in the
activity of checking the correctness of processes, in order to prove, for example,
whether the desired behaviour of the system is correctly obtained. Obviously,
these two steps of modelling and verification are possible only if the precise
semantics of the process theory is well defined. In [27], the author has defined
process algebra as follows: “process algebra constitutes a framework for formal
reasoning about processes and data, with the emphasis on processes that are
executed concurrently”. Moreover, the author of [4] has explained the reason
why we use the term algebra: “while elementary algebra is concerned with ma-
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nipulating numbers, a process algebra, or the synonymous term process calculus
is concerned with the creation, life, and death of processes that carry out com-
putations”.
In this context, it can be stated that process algebra is part of mathematical
theories that offer techniques which allow describing the dynamic behaviour
of concurrent systems. As the name suggests, process algebras provide meth-
ods for high-level description of systems made of processes that interact with
others within the same environment: in particular, algebraic laws that permit
the description and formal reasonings on processes are available. In case the
models are characterized by quantitative information, the process algebra as-
sumes stochasticity and thus it will be called stochastic process algebra. The
foundations of process algebra are partly rooted in Petri nets, briefly presented
in the previous section, and automata theory. Then its advent was greatly
marked by the introduction of the CCS language in the seminal monograph
A Calculus of Communicating Systems by Milner, published in 1980. Later in
1984, Brookes, Hoare and Roscoe elaborated the CSP in the paper A theory
of communicating sequential processes ; at the same time, Bergstra and Klop
published their paper Process algebra for synchronous communication in which
they presented ACP. The most well-known examples of process algebras are
listed up here below:

• Calculus of Communicating Systems (CCS )
As it has been stated before, CCS has been introduced by Robert Milner
in 1980, and it consists in a process algebra as a model of concurrent
system. In CCS there exist two main components: agents, they are the
active components within the system; actions, they are performed by
agents and determine their behaviour.
CCS has been thought as a tool for describing the behaviour of systems,
consisting of subsystems which communicate concurrently. The key idea
exploited by Milner is the following: the concurrent behaviour can be
considered as the one seen by an external observer. This idea gives rise
to the concept of observation equivalence, which is conceptually really
similar to the bisimilarity, which will be widely used along this thesis.

• Communicating Sequential Processes (CSP)
CSP has been introduced in 1984 by Brookes, Hoare, Roscoe and of
course it is part of process algebra too. As opposed to CCS, CSP seems
to be more programming language-like expression, so that it inspired the
programming language occam, used for parallel programming nowadays.
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Indeed, CSP was born as a theoretical version of a practical language for
concurrency, [6]. The common element between CSP and CCS is that
both of them are founded on the concept of process and process within
a system. However, CSP provides two types of operator choice, internal
and external. In CCS there is no such a differentiation.

• Algebra of Communicating Processes (ACP)
As the name suggests, ACP is part of the family of process algebras, but
it is focused on the algebra of processes. In particular, while in CCS the
semantics is operational and in terms of labelled transition systems, in
ACP semantics is algebraic.

In particular, CCS have been widely used in order to verify whether the system
is behaving correctly and this type of modelling is called qualitative modelling.
Look at the two pictures here below: the following two networks are equivalent
in the sense that they exhibit the same connectivity property with respect to
the receivers. Note that, these two pictures are taken from materials of Formal
Methods for System Verification course of Ca’ Foscari University of Venice, by
prof. Sabina Rossi.

Figure 1.3: Connectivity property example 1
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Figure 1.4: Connectivity property example 2

Notice that in pure process algebras all actions are considered to be instan-
taneous, so that the timing information is not incorporated within it. There
exists a variation of CCS, called SCCS which is the synchronous version of
CCS : in SCCS implicit global clock is considered to be working in such a way
that each action occurs at each clock tick.

The authors of [20] state that the Performance Evaluation Process Algebra
(PEPA) which will be presented in its details in Chapter 3, is an algebraic de-
scription technique based on a classical process algebra, as the ones introduced
above. In contrast to the classical process algebras such as CCS, in PEPA
timing information is not abstracted away. Indeed, in CCS, which is a pure
process algebra, actions are assumed to be instantaneous, there is no concept
of duration of each activity. If an exponentially distributed random variable
is used to specify the duration of each action the process algebra may be used
to represent a Markov process. This approach is taken in PEPA and the other
recently published stochastic process algebras [8, 32].

There can exist several motivations of the use of stochastic process algebra
such as PEPA for performance modelling, among them:

• Integrating Performance Analysis into System Design: it is important to
consider the timing information of performance aspects of a system taken
into account;

• Representing Systems as Models : queueing theories offer too restricted
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expressiveness, in particular queueing networks are not suitable for mod-
elling computer and telecommunication systems;

• Model Tractability : modelling real world systems may engage in the cre-
ation of enormous huge model with a lot of states within it. This has
led to considerable interest in model simplification and aggregation tech-
niques and scalability techniques in order to represent the system at dif-
ferent abstraction levels. Indeed, process algebras include mechanisms for
composition and abstraction. These mechanisms facilitate the systematic
development of large models with hierarchical structure.

Furthermore, it can be said that process algebra style of system representa-
tion is close to the way that designers describe the systems. In this way, perfor-
mance analysis can be integrated into design methodologies, consequently by
allowing to perform both qualitative and quantitative modelling using the same
system description. Finally, a process algebra description represents a system
as a collection of active agents who cooperate to achieve some behaviour of the
entire system. This cooperation paradigm is really useful for modelling many
modern computer systems which consist in both autonomous components and
cooperating ones. A stochastic process algebra such as PEPA has been de-
signed with the purpose of filling the gaps of previous performance modelling
paradigms, with other important and useful features such as formality, which
helps in giving a precise meaning to all terms in the language; abstraction,
the ability to build up complex models even from simple bricks, so that it is
possible to scale the abstraction level adapting it case by case, and the most
importantly compositionality, the ability to model a system as the interaction
of subsystems.

Another important characteristic of the process algebra PEPA, which can-
not be ignored, consists in the concept of bisimulation. As already expressed
in the previous section, this thesis deals with the notion of lumpable bisim-
ulation over PEPA components, since our main focus is the property PSNI
which is founded on the above-mentioned equivalence relation. PEPA is a pro-
cess algebra which has been ideated for a specific purpose, that is performance
evaluation of modelled system. For this reason, sometimes there can exist the
need to establish the performance equivalence between two systems: indeed
evaluation often deals with comparisons with other systems in order to decide
which is performing better. Performance equivalence, in simple words is go-
ing to establish if the two considered systems are able to perform same set of
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actions within the same period of time, and in PEPA this is captured by the
bisimulation relation. In particular, the notion of bisimulation is strongly con-
nected with the observation from external point of view, that is, two systems
are considered as one whether their behaviour from external viewpoint appears
to be the same. However, we should specify that there are mainly two kind of
bisimulation, a weaker one and a stronger one; in particular, the weaker form
of bisimulation allows private actions within an agent, so that these actions
cannot be captured and observed by an external viewpoint.
A bisimulation relation allows one to create equivalence classes over the set of
agents composing the considered system S and this partition results to be useful
in order to make the system smaller, so that two equivalent agents are con-
sidered as one. In this thesis, an alternative notion of equivalence over PEPA
components, in the bisimulation style, will be widely used: strong equivalence
and in particular, its variant which is lumpable bisimulation. The notion of
strong equivalence is founded on the idea of the probabilistic bisimulation rela-
tion, explained in [35] as an equivalence relation such that, for any two elements
belonging to the same equivalence class, some probabilistic quantity of each of
the considered elements performing the same fixed action is the same.
The equivalence relation lumpable bisimulation will be exploited in order to
formally define the property PSNI and for this reason, we should first of all
introduce it before studying PSNI in its details. The notions of strong equiv-
alence and lumpable bisimulation are presented in Chapter 4. Notice that,
strong equivalence and lumpable bisimulation, as the latter one suggests, they
both are based on the concept of lumpability of the underlying Markov chains.
In simple terms, a process should be ordinarily or strongly lumpable with re-
spect to the partition generated by some equivalence relation, in order to be
ensured that Markov property is preserved. Details about Markov chains and
lumpability will be discussed in Chapter 2.

1.4 Stochastic Non-Interference
As briefly explained in the abstract and in the previous section, the main fo-
cus of this thesis is the PSNI property. PSNI is the acronym of Persistent
Stochastic Non-Interference and we can see that two adjectives, persistent and
stochastic are characterizing the well known non-interference concept: indeed,
non-interference is one of the most widespread security policy, firstly intro-
duced by Goguen and Meseguer in 1982, which aims to guarantee the safety
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of a computer system by requiring that whenever some user is working with
highly sensitive data (e.g., the login with username and password to some site’s
mypage), the system should behave exactly as it is not processing any sensi-
tive data, in order to protect them from uncleared possibly malicious user. The
study of non-interference policy has begun in the beginning of 1980s with the
purpose of clarifying the cause of covert channel attacks : indeed in these years
only few theoretical security property were available. With the term covert
channel attacks we indicate those cyberattacks in which there exists a trans-
fer of information between processes not allowed to communicate each other.
Despite the existence of computer security polices like access control policies,
the covert channel attacks make possible the communication between agents
which are not supposed to interact. In order to capture the problems of those
attacked computer systems, non-interference policy has been ideated. The non-
interference property, whenever characterized by the adjective stochastic will
assume stochasticity, indeed the property Stochastic Non-Interference is a non-
interference property specified as terms of the quantitative stochastic process
algebra PEPA. We can say that Stochastic Non-Interference is a quantitative-
stochastic extension of the well known property Non-Interference.
In this thesis, the persistent version of Stochastic Non-Interference namely
Persistent Stochastic Non-Interference is studied, since we naturally are inter-
ested in the fact that this security property is maintained also for every process
reachable by the system. The property PSNI seems to be really endearing, in
the sense that, if a system is made of processes which are all satisfying the
property PSNI we are ensured that no information flow will occur, avoiding
serious attacks like covert channel attacks. However, we must say that the def-
inition of PSNI is founded on lumpable bisimulation, meaning that it requires
that the following systems are indistinguishable from external observer: the
system which deals with some highly sensitive data and the same system but
prevented from performing any highly sensitive activities. This kind of require-
ment is quite rarely satisfied in real world systems, indeed it is hard that the
behaviour of two different systems appears perfectly the same. For this reason,
in Chapter 7 a new moderate version of PSNI will be presented, which will be
naturally founded on the relaxed version of lumpable bisimulation, which will
be presented in Chapter 5.
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1.5 Contribution
Now that the main concepts and preliminaries about the work of this thesis
have been presented, my personal contribution now can be listed up as follows:

• Definition of a new characterization of lumpability concept, called pro-
portional lumpability and its study: since strong lumpability is too much
restrictive, a new relaxed and coarser version of it is introduced. We
will see that proportional lumpability is characterized by several inter-
esting properties that allow one to derive exact performance indices for
the original process;

• Definition of a new equivalence relation over PEPA components, called
proportional bisimulation: as like as the lumpablity case, also lumpable
bisimulation, the equivalence relation over PEPA components, results
to be too much strict so that, the corresponding relaxed version which
induces a grosser form of aggregation of components is presented;

• Definition of the new version of PSNI, by using the newly introduced
notion of bisimulation: since PSNI is founded on the notion of lumpable
bisimulation, we can now exploit the novel equivalence relation propor-
tional bisimulation in order to define a new relaxed version of PSNI,
which has been named as Approximate-PSNI, shortened as A-PSNI ;

• Definition of the decision algorithm for A-PSNI, which is the new ver-
sion of the one presented for PSNI : this consists in the extension of the
algorithm proposed by the authors of [37, 36].

This thesis is structured as follows: in Chapter 1 some preliminaries about
performance modelling and process algebra are presented. In Chapter 2 theo-
retical background on Continuous Time Markov Chains and concept of lumpa-
bility are recalled; moreover, proportional lumpability is introduced and stud-
ied in its details. In Chapter 3 the Performance Evaluation Process Algebra
(PEPA) is reviewed, by reporting all the semantics and rules which allows
to compute performance measures of modeled systems. In Chapter 4 the well-
known notion of equivalence, strong equivalence, and its variant lumpable bisim-
ulation are presented. In Chapter 5 the novel equivalence relation, proportional
bisimulation is introduced by showing its properties. In Chapter 6 the study
and analysis on security property PSNI is reported, and in Chapter 7 the new
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PSNI applying the novel notion of equivalence, the A-PSNI, is analysed in its
details. In Chapter 8 a decision algorithm for A-PSNI is studied.
Finally, Chapter 9 concludes the thesis.



Chapter 2

Continuous Time Markov Chain

In the field of stochastic processes study, Markov chains, named after the Rus-
sian mathematician Andrey Markov, are a considerably powerful mathematical
tool used in order to make predictions about the future of the process based
exclusively on its present state. In other words, the key idea on which Markov
chains are founded is the memorylessness property. Markov chains are widely
used to model several real-world situations, from weather forecasting problem
to search engine algorithm PageRank equation problem. Furthermore, also in
economics and finance field the Markov processes are used in a wide variety of
situations.

In this chapter we introduce some notions of the theory of Markov processes
which will be required in the rest of the thesis. We mainly focus on Continuous
Time Markov processes with a discrete space, the so-called CTMC s, but the
presented arguments can be formulated also for Discrete Time Markov Chains
(DTMCs). This chapter is structured as follows. Section 1 introduces the
fundamental notions and notations of Markov processes. Section 2 deals with
the study of the notion of lumpability. In Section 3 the concept of perturbation
on Markov chain is studied, by introducing new kind of lumpability.

2.1 Preliminaries on Markov processes
In this section some theoretical background about Markov processes will be
presented, by following the steps performed by the authors of [43].

15
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Henceforth, we will indicate by X(t) a stochastic process characterized by
a discrete (countable) state space S for t ∈ R+. X(t) is said to be a stationary
stochastic process if (X(t1), X(t2), ..., X(tn)) has the same distribution as the
process
(X(t1 + τ), X(t2 + τ), ..., X(tn + τ)) for all t1, t2, ..., tn, τ ∈ R+.
Moreover, the stochastic process X(t) results to be a Markov process if the
behaviour of future states does not matter with the its past, the future depends
only upon the present state, not on the sequence of past events. More formally,
the joint distribution of (X(t1), X(t2), ..., X(tn)) for t1 < t2 < · · · < tn+1 is such
that

P (X(tn+1) = in+1 | X(t1) = i1, X(t2) = i2, ..., X(tn) = in) =

P (X(tn+1) = in+1 | X(tn) = in).

A Markov process X(t) is:

• Time homogeneous if

P (X(t+ τ) = xi | X(t) = xj) = P (X(t′ + τ) = xi | X(t′) = xj)

In other words, the behaviour of the system does not depend on when it
is observed, the transitions between states are independent of the time
at which the transitions occur;

• Irreducible if from all states belonging to the state space S it is possible
to reach every other state; it means that there exists a path between
any pair of nodes in the directed graph which nodes are the states in the
system, in other words, the graph is strongly connected.

A state xi in a Markov process is called:

• Recurrent or persistent if the probability that the process will sooner
or later return to xi is 1. Otherwise, the state is called transient. A
recurrent state xi is said to be positive-recurrent if the required number
of steps in order to go back to it is less than infinity.

A Markov process is ergodic if it is irreducible and all its states are positive-
recurrent.
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For every time-homogeneous, finite, irreducible Markov process, if a process
satisfies all the above assumptions possesses a steady-state distribution (or equi-
librium) that is the unique collection of positive real numbers π(s) with s ∈ S
such that:

lim
t→∞

P (X(t) = s | X(0) = s′) = π(s)

where π(s) ∈ R+.

Steady-state probability distribution is the probability distribution of X(t) as
the system settles into a regular pattern of behaviour.

The transition rate between two states i and j is defined as follows:

qij = lim
τ→0

Pr(X(t+ τ)) = xj | X(t) = xi
τ

with i 6= j.

Let X(t) be a Markov process with the state space S, with |S|= N ; the in-
finitesimal generator matrix Q is the N ×N matrix in which each off-diagonal
entry qij is the transition rate of proceeding from state xi to xj, while the di-
agonal elements are formed as the negative sum of the non-diagonal elements
of each row, i.e., qii = −

∑
h∈S,h6=i qih.

In steady state, π(i) is the proportion of time that the process spends in state xi.
We call probability flux from state xi to state xj the probability that a transition
will occur from state xi to state xj: it is the probability π(i) multiplied by
the transition rate qij. In steady-state, the equilibrium is maintained in the
following way: for any state the total probability flux out is equal to the total
probability flux into the state. Consider the next equation:

π(i)
∑

xj∈S,j 6=i

qij =
∑

xj∈S,j 6=i

π(j)qij

We can reformulate the above equation as follows:

πQ = 0

recalling that the diagonal elements of the infinitesimal generator matrix Q are
qii = −

∑
xj∈S,j 6=i qij. Therefore, we can rearrange the flux balance equation as
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∑
xj∈S π(j)qji = 0. Finally, π(i) can be expressed as a row vector π, and

consequently we can write as a matrix equation πQ = 0, the so-called global
balance equations (GBE). Any non-trivial solution of the GBE differs by a
constant but only one satisfies the normalising condition

∑
k∈S π(k) = 1, this

is due to the fact that π is a probability distribution.

2.2 Aggregation and Lumpability
In this section the notion of lumpability is presented: it provides a model
reduction technique which allows to generate an aggregated Markov chain,
smaller with respect to the original one. The advantage consists not only in
the dimension reduction but in particular on the possibility to compute exact
results for the original chain from the aggregated one.

2.2.1 Background

The concept of lumpability provides a method for model simplification which
helps in creating an aggregated Markov process that is smaller than the original
one but behaves as the original process. Indeed, if the Markov process X(t)
is characterized by N states, its infinitesimal generator matrix Q will surely
have dimension N ×N . However, this size often results too big to fit into the
memory. This problem is known as state space explosion problem, indeed the
author of [53] has stated that this problem makes the general algorithms for
the performance and reliability analysis time and space consuming.
In order to tackle the problem, an approach is to aggregate “similar” states and
establish a partition of the state space, in order to reduce their number. The
resulting chain is therefore smaller with respect to the original one, but it can
be efficiently exploited for the purpose of determining several measurement
results for the original chain, without committing error. As the authors of
[13] suggest, lumpability allows the definition of an aggregation of the Markov
chain which consequently allows the exact determination of stationary results
for the original chain. In this way, the heavy computation of several measures
on the original chain can be avoided.
Before aggregating states, we should define an equivalence relation over the
state space of the Markov process taken into account. In general, when a
CTMC is aggregated, the aggregated stochastic process does not necessarily
maintain the Markov property. The property is preserved in case the parti-
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tion satisfies the so-called strong lumpability condition: indeed, the authors of
[41] have proved that for an equivalence relation ∼ over the state space of a
Markov process X(t), the aggregated process is a Markov process for every
initial distribution if and only if ∼ is a strong lumpability for X(t). First of
all, we should properly define what is an equivalence relation.

Definition 2.2.1. (Equivalence Relation) Let ∼ be a binary relation on a set
of states S,∼⊆ S ×S. ∼ is said to be an equivalence relation if and only if it
is reflexive, symmetric and transitive. That is, for all s, s′ and s′′ ∈ S:

• reflexivity : s ∼ s

• symmetry : s ∼ s′ if and only if s′ ∼ s

• transitivity : if s ∼ s′ and s′ ∼ s′′ then s ∼ s′′

2.2.2 Strong Lumpability

Consider the equivalence relation ∼ over the state space of a Continuous
Time Markov Chain X(t). Its original state space is defined as follows: S =
{0, 1, ..., N}. The equivalence class of s under ∼, denoted [s]∼, is defined as
[s]∼ = {s′ ∈ S | s ∼ s′}. The set of all equivalence classes is denoted by
S/∼= {[s0]∼, [s1]∼, ..., [sm]∼}, with m ≤ N , hopefully m � N . Henceforth,
the following notations will be used in order to express the aggregated transi-
tion rates from a state within an equivalence class to some other equivalence
class and vice versa:

qi[k] =
∑
j∈[k]∼

qij

q[k]i =
∑
j∈[k]∼

qji

Hereafter, the simple notation [s0] will be used in order to denote the equiva-
lence class [s0]∼ relative to the equivalence relation ∼.

The concept of strong lumpability has been introduced in [41] and further
studied in [13, 54]. In the following lines the formal definition of strong lumpa-
bility is reported:
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Definition 2.2.2. (Strong Lumpability) Let X(t) be a Continuous Time Markov
Chain characterized by its own state space S = {0, 1, ..., N} and ∼ be an equiv-
alence relation over the state space S of the considered chain. It can be said
that X(t) is strongly lumpable with respect to ∼ if for any equivalent class in
S/∼, [k] 6= [l] and i, j ∈ [l], it holds that qi[k] = qj[k].

Therefore, we can say that a strongly lumpable partition exists whether
there exists an equivalence relation over the state space of a Markov process,
such that for any two states within an equivalence class their aggregated tran-
sition rates to any other class are coincident. Note that every Markov process
is trivially strongly lumpable with respect to the identity relation. An example
of a strongly lumpable partition is given in the following picture.

Figure 2.1: Example of strongly lumpable partition

The authors of [43] states that for an equivalence relation ∼ over the state
space of a Markov process X(t), the aggregated process is a Markov process
for every initial distribution if and only if ∼ is a strong lumpability for X(t).

Now, consider an equivalence relation∼ over the state space of a Continuous
Time Markov ChainX(t). The aggregated CTMC according to the equivalence
relation ∼, is denoted by X̃(t). In case the relation ∼ is a strong lumpability
then Q̃ = (q̃[i][j])[i],[j]∈S/∼ will be the infinitesimal generator of X̃(t), and its
definition proposed in [43] is reported here below:
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Proposition 1. (Aggregated process) Let X(t) be a Continuous Time Markov
Chain and ∼ be an equivalence relation over the state space of the considered
Markov chain X(t). The next two statements are considered equivalent:

• ∼ is a strong lumpability for X(t);

• X̃(t) is a Markov process.

Furthermore, if ∼ is a strong lumpability for the chain X(t) then for all [i], [j] ∈
S/∼, q̃[i][j] = qi[j] in which Q̃ results to be the infinitesimal generator matrix of
X̃(t).

In the following lines, two examples of strongly lumpable Continuous Markov
chains are presented.

Example 1 The Figure 2.2 is depicting a CTMC, with rates ρ 6= ν.
S is its state space, S = {1, 2, 3, 4} and ∼ is the equivalence relation which is
going to aggregate the states in the following way: 1 ∼ 3 and 2 ∼ 4, therefore
it will induce the partition S/∼= {[s1,3], [s2,4]}. We can see that ∼ is a strong
lumpability for X(t).

Figure 2.2: Example of strongly lumpable CTMC
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Example 2 The Figure 2.3 is depicting a CTMC, characterized by its state space
S = {i1, i2, j1, j2, j3}. ∼ is the considered equivalence such that i1 ∼ i2, j1 ∼ j2

and j2 ∼ j3. It will induce the partition of the state space S/∼= {[i], [j]}
where [i] = {i1, i2} and [j] = {j1, j2, j3}.

Figure 2.3: Example of strongly lumpable CTMC

2.2.3 Aggregated process

In this section the details about aggregated process are studied.
Also in this context, we should consider X(t), a Continuous Time Markov
Chain CTMC with discrete state space S for t ∈ R+. Its steady state distribu-
tion vector is indicated as π. The members of the vector π must sum to unity
and satisfy the system of global balance equation πQ = 0. Nevertheless, the
process of finding the solution of the latter system may engage in laborious
computations. Indeed, the CTMC underlying the model of a real systems can
possess great number of states. In order to simplify the computation we may
aggregate the states of the CTMC taken into account.
Formally, let us consider an equivalence relation ∼ over the state space S of
X(t) defined in previous lines. The aggregated chain can be defined as follows:
the state space of the aggregated chain consists in the set of the equivalence
classes denoted as S/∼ and its infinitesimal generator matrix Q̃ can be built
from the next equation:
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For any [l], [k] ∈ S/∼,

q̃[l][k] =

∑
i∈[l] π(i)qi[k]∑
i∈[l] π(i)

Subsequently, the next proposition states that the steady-state probability of
each macro-state of the aggregated chain is the sum of the steady-state prob-
abilities of the states in the original chain forming it.

Proposition 2. Consider an ergodic Continuous Time Markov Chain X(t)
characterized by state space S. Additionally, let ∼ be an an equivalence relation
over S. We denote with X̃(t) the aggregated process with respect to ∼. π

and π̃ are the steady-state distribution of X(t) and X̃(t), respectively. For all
[s] ∈ S/∼,

π̃([s]) =
∑
s∈[s]

π(s).

Proof. For all [s] ∈ S/∼, we can write down the global balance equation as
follows:

µ̃([s])
∑

[s′]∈S/∼
s′ 6=s

q̃[s][s′] =
∑

[s′]∈S/∼
s′ 6=s

µ̃([s′])q̃[s′][s]. (2.1)

If we substitute q̃ and π̃ as defined previously, the left-hand side of the Equation
2.1 evolves as follows:

(
∑
s∈[s]

π(s))
∑

[s′]∈S/∼

∑
s∈[s] π(s)

∑
s′∈[s′] qss′∑

s∈[s] π(s)
=

(
∑
s∈[s]

π(s))

∑
s∈[s] π(s)

∑
[s′]∈S/∼
s′ 6=s

∑
s′∈[s′] qss′∑

s∈[s] π(s)
=

∑
s∈[s]

π(s)
∑

[s′]∈S/∼

∑
s′∈[s′]

qss′ =

∑
s∈[s]

π(s)
∑

s′∈S,s′ /∈[s]

qss′ .

Equivalently, it is possible to write down the right-hand side of Equation
2.1 as follows:
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∑
[s′]∈S/∼
s′ 6=s

( ∑
s′∈[s′]

π(s′)

)∑
s′∈[s′] π(s′)

∑
s∈[s] qs′s∑

s′∈[s′] π(s′)
=

∑
[s′]∈S/∼
s′ 6=s

∑
s′∈[s′]

π(s′)
∑
s∈[s]

qs′s =

∑
s∈[s]

∑
[s′]∈S/∼
s′ 6=s

∑
s′∈[s′]

π(s′)qs′s =

∑
s∈[s]

∑
s′∈S,s′ /∈[s]

π(s′)qs′s.

Therefore, it can be verified that for any S ⊆ S∑
s∈[s]

π(s)
∑

s′∈S,s′ /∈[s]

qss′ =
∑
s∈[s]

∑
s′∈S,s′ /∈[s]

π(s′)qs′s.

The Proposition 2 is a fundamental achievement because thanks to this
result one can execute the analysis on several measurements on the aggregated
chain instead of the original chain, characterized by a large amount of states,
by reducing the computational time by far.

2.3 Perturbed Markov Chains
So far, theories and results on Markov chains without considering any changes
in transition probabilities have been considered and analysed. However, if
small differences on these transitions are allowed, also an approximate form of
Markov chain can be considered, dealing thus with perturbation theory. More
specifically, we can try to understand how several properties on the original
Markov chain can persist under some form of perturbations. Therefore, with
the term perturbation methods concerning the finding of approximate solution
to a problem will be indicated.
In this context, the determination of bounds for interested measures on Markov
chains is important. While in previous section Proposition 2 has been shown in
order to prove that from the aggregated chain results for the overall chain can
be computed without errors, if we allow some perturbation on the aggregated
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chain, the bounds must be clearly determined in order to find errors made
when computing the measures for the original chain from the aggregated one.
The authors of [15] have compared several perturbation bounds for the sta-
tionary distribution of a Markov chain. The change between two steady-state
distributions have been expressed as follows. Let the perturbed Q be the in-
finitesimal generator matrix, indicated as Q̃, then let π̃ be the steady-state
distribution vector of Q̃. The change between these two vectors π and π̃ can
be easily expressed in terms of the change E ≡ Q− Q̃ as follows:
For suitable norms and for various different condition numbers κ,

‖π − π̃‖≤ κ‖E‖

There exist several condition numbers κ presented in [15] and among them
those who do not depend on the steady-state probability vector π can be inter-
esting to consider. Notice that these numbers are in terms of the group inverse
of A, defined as A = I −Q; the group inverse of A is denoted by A# satisfying
AA#A = A,A#AA# = A#, AA# = A#A. Moreover, κ5 and κ6 are in terms
of the ergodicity coefficient τ ; the ergodicity coefficient τ1(B) of a matrix B
with equal row sums b is defined in [49] as follows: τ1(B) ≡ sup

||v||1=1,vT e=0

||vTB||1.

The several types of conditions number are listed up here below, followed
by references:

• κ2 = ||A#||∞, Meyer [40]

• κ3 =
maxj(a

#
jj−mini a

#
ij)

2
, Haviv and Van der Heyden [33]

• κ4 = maxi,j |a#
ij |, Funderlic and Meyer [29]

• κ5 = 1
1−τ1(Q)

, Seneta [49]

• κ6 = τ1(A#), Seneta [50]

• κ7 =
minj ||A−1

(j)
||∞

2
, Ipsen and Meyer [39]

In particular, in the computation of some conditions numbers presented here
above, the matrix norm is used. More precisely, it is possible to redefine the
perturbation bound as follows:

‖π − π̃‖p≤ κ‖E‖q
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where (p, q) = (∞,∞). Recall that the matrix norm on the vector space Km×n

is defined as follows:

‖A‖∞= max
i=1,...,m

n∑
j=1

|aij|.

Also Solan and Vieille, the authors of [52], have studied the effects of per-
turbations of the transition matrix on the stationary distribution. Their paper
analysed the effects of perturbations of the transition matrix on the stationary
distribution, by defining new method of measuring the difference between the
two steady-state distribution vectors. In the following lines, part of results
presented in [52] is reported.
Consider the set of states S, containing at least two elements. C is a subset of
S and C̄ = S \C is the complement of C in S. Q is the transition matrix over
S, and Q̂ is another transition matrix. π and π̂ are stationary distributions
that correspond to Q and Q̂ respectively.
Hereafter, for every C ⊆ S the next notation will be used: πC =

∑
s∈C πs.

And now, consider the next quantity:

ζq = min
∅⊂C⊂S

∑
s∈C

πs q[C̄]s

which is the lowest among average frequency of transitions out of C. It can be
considered as a measure of how isolated a subset C may be.

By using the quantity ζq defined just before, the concept of (ε, β)-closeness
can be defined as follows:

Definition 2.3.1. Let ε, β > 0. A transition matrix Q̂ is ε, β-close to Q if for
every two states i, j ∈ S,

|1− q̂ij
qij
|≤ β

whenever

• πsqij ≥ εζq

• πsq̂ij ≥ εζq.

Additionally, the following quantity is defined, which will be incorporated in
the next theorem:

L =

|S|−1∑
n=1

(
|S|
n

)
n|S|
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The next theorem summarizes all of the quantities introduced before and
shows the measure of difference between the two different steady-state distri-
bution.

Theorem 1. Let β ∈ (0, 1/2|S|) and let

ε ∈ (0,
β(1− β)

L|S|4
).

For every irreducible transition matrix Q on S and every transition matrix Q̂
that is (ε, β)-close to Q,

1. Q̂ is irreducible

2. its stationary distribution π̂ satisfies

|a− π̂s
πs
|≤ 18βL

for each s ∈ S.

In this way, the authors of [52] provided bounds for the difference between
the two steady-state distribution vectors coming from two different chains,
namely the original and the perturbed one. Many authors have studied and
analysed these bounds and each of them is useful in some context, in other
situations other measures might be preferable. The choice of the most suitable
bound is left to the user, who is going to analyse the Markov chain taken into
consideration.

2.3.1 Quasi-Lumpability and Proportional Lumpability

In order to tackle the problem of state-state explosion, the approach of ag-
gregating the state-space of the original Markov process can be considerably
useful, as briefly mentioned in the previous sections. In particular, we already
have seen that if the Markov chain is strongly lumpable, then the aggregated
chain will behave exactly as the original model. However, strong lumpability
consists in a quite strict condition, since it requires that for any two states
within an equivalence class, their aggregated transition rates to any other class
are the same. Indeed, in general a non-trivial lumpable partition might not
exist.
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An attempt to relax the conditions of strong lumpability in order to aggregate
the states by also maintaining Markov properties properly, a new notion of
lumpability called quasi-lumpability has been introduced in [45]. In the follow-
ing lines, the definition present in the mentioned paper is reported.

Definition 2.3.2. (Quasi lumpability) Let X(t) be a CTMC characterized by
the state space S = {0, 1, ..., n}. Additionally, consider the equivalence relation
∼ over S. We say that X(t) is quasi lumpable with respect to ∼ (respectively,
∼ is a quasi lumpability for X(t)) if ∼ induces a partition on the state space
of X(t) such that for any equivalence class [l], [k] ∈ S/∼ with [l] 6= [k] and
i, j ∈ [l],

|qi[k] − qj[k]|≤ ε, ε ≥ 0.

The notion of quasi lumpability consists in a generalization of the concept of
lumpability, since it can be applied to a wider set of models of real world situa-
tions, by defining upper and lower bounds on the interested measures, like the
steady-state probability vector. In particular, it allows to make the interested
Markov chains lumpable by a relatively small perturbation to the transition
rates. Moreover, the notion of quasi-lumpability coincides with the concept
of near-lumpability discussed in [13]. Techniques for computing bounds to the
steady state probabilities of quasi-lumpable Markov chains have been studied
in [15, 28].

In this thesis another notion of lumpability, named proportional lumpability
will be widely used. Proportional lumpability extends the original definition
of strong lumpability. It consists in a relaxed version of strong lumpability but
differently from quasi-lumpability, it allows one to derive an exact solution to
the original process, instead of computing only upper and lower bounds. In
the following lines, the definition of proportional lumpability is reported:

Definition 2.3.3. (Proportional Lumpability) Let X(t) be a CTMC character-
ized by the state space S = {0, 1, ..., n}. Additionally, consider the equivalence
relation ∼ over S. We say that X(t) is proportionally lumpable with respect
to ∼ (respectively, ∼ is a proportional lumpability for X(t)) if there exists a
function κ from S to R+ such that ∼ induces a partition on the state space of
X(t) satisfying the property that for any equivalence class [l], [k] ∈ S/∼ with
l 6= k and i, j ∈ [l],

qi[k]

κ(i)
=
qj[k]

κ(j)
.
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X(t) is κ-proportionally lumpable with respect to ∼ (respectively, ∼ is a κ-
proportional lumpability for X(t)) if X(t) is proportionally lumpable with re-
spect to ∼ and function κ.

The key result on the proportional lumpability consists in the possibility of
computing the exact solution of the original model from the aggregated process.
Consider the next proposition:

Proposition 3. (Aggregated process for proportional lumpability) Let us con-
sider the CTMC X(t) characterized by the state space S, infinitesimal generator
matrix Q and equilibrium distribution π. Let κ be a function from S to R+, ∼
be a κ-proportional lumpability for X(t) and X̃(t) be the aggregated process with
state space S/∼ and infinitesimal generator Q̃ defined by: for any equivalence
class [l], [k] ∈ S/∼ with l 6= k

q̃[l][k] =
qi[k]

κ(i)

for any i ∈ [l]. Then the invariant measure µ̃ of X̃(t) satisfies: for any
equivalence class [s] ∈ S/∼,

µ̃([s]) =
∑
s∈[s]

π(s)κ(s).

Proof. We denote with X̃(t) the aggregated process defined in previous lines.
For all [s] ∈ S/∼, the corresponding global balance equation can be expressed
as follows:

µ̃([s])
∑

[s′]∈S/∼
s′ 6=s

q̃[s][s′] =
∑

[s′]∈S/∼
s′ 6=s

µ̃([s′])q̃[s′][s]. (2.2)

We can proceed with the proof by substituting q̃ and µ̃ according to the
definitions given above. As we can see easily, the left-hand side of Equation
2.2 evolves as follows, where s is an arbitrary state in [s]:

(∑
s∈[s]

π(s)κ(s)

) ∑
[s′]∈S/∼
s′ 6=s

qs[s′]
κ(s)

=

∑
s∈[s]

π(s)
∑

[s′]∈S/∼
s′ 6=s

∑
s′∈[s′]

qss′ .
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Equivalently, the right-hand side of 2.2 will be:

∑
[s′]∈S/∼
s′ 6=s

( ∑
s′∈[s′]

π(s′)κ(s′)

)
qs′[s]
κ(s′)

=

∑
[s′]∈S/∼
s′ 6=s

∑
s′∈[s′]

π(s′)
∑
s∈[s]

qs′s =

∑
s∈[s]

∑
[s′]∈S/∼
s′ 6=s

∑
s′∈[s′]

π(s′)qs′s.

According to the general conservation law, the effective flow inward must equal
the effective flow outward, for any closed boundary, meaning that for any S ⊆ S∑

s∈S

π(s)
∑

s′∈S,s′ /∈S

qss′ =
∑
s∈S

∑
s′∈S,s′ /∈S

π(s′)qs′s

and this concludes the proof. 2

Therefore, the steady-state equilibrium distribution of a proportionally
lumpable CTMC X(t) can be computed from the steady-state equilibrium
distribution of a class of perturbations X ′(t). Consider the next definition:

Definition 2.3.4. (Perturbation w.r.t. κ and ∼) Let us consider the CTMC
X(t) characterized by the state space S, and infinitesimal generator matrix Q.
Let κ be a function from S to R+ and ∼ be a κ-proportional lumpability for
X(t). We say that a CTMC X ′(t) with infinitesimal generator matrix Q′ is a
perturbation of X(t) with respect to κ and ∼ if X ′(t) is obtained from X(t) by
perturbing its rates such that for all s ∈ S, [s] ∈ S/∼,

∑
s′∈[s]/∼
s′ 6=s

q′ss′ =

∑
s′∈[s]/∼
s′ 6=s

qss′

κ(s)
.

Proposition 4. (Equilibrium distribution for proportionally lumpable CTMCs)
Let us consider the CTMC X(t) characterized by the state space S, and in-
finitesimal generator matrix Q and equilibrium distribution π. Let κ be a
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function from S to R+, ∼ be a κ-proportional lumpability for X(t) and X̃(t) be
the aggregated process with state space S/∼ and infinitesimal generator Q̃ as
defined in Proposition 3. Then, for any perturbation X ′(t) of the original chain
X(t) with respect to κ and ∼ according to Definition 2.3.4, the equilibrium dis-
tribution π′ of X ′(t) satisfies the following property: let K =

∑
s∈S π

′(s)/κ(s)
then

π(s) =
π′(s)

Kκ(s)
.

Proof. For all s ∈ S, the corresponding global balance equation is

π(s)
∑
s′∈S
s′ 6=s

qss′ =
∑
s′∈S
s′ 6=s

π(s′)qs′s. (2.3)

Since ∼ induces a partition on the state space of X(t), the equation can be
expressed as:

π(s)

( ∑
[s]∈S/∼
s6=[s]

∑
s′∈[s]

qss′ +
∑

[s]∈S/∼
s 6=[s]

∑
s′∈[s]
s′ 6=s

qss′

)
=

∑
[s]∈S/∼
s 6=[s]

∑
s′∈[s]

π(s′)qs′s +
∑

[s]∈S/∼
s 6=[s]

∑
s′∈[s]
s′ 6=s

π(s′)qs′s.
(2.4)

The definition of π(s) reported in previous lines can be exploited so that
the left-hand side of Equation 2.4 can be written as follows:

π′(s)

Kκ(s)

( ∑
[s]∈S/∼
s 6=[s]

∑
s′∈[s]

qss′ +
∑

[s]∈S/∼
s 6=[s]

∑
s′∈[s]
s′ 6=s

qss′

)
=

π′(s)

K

( ∑
[s]∈S/∼
s 6=[s]

∑
s′∈[s]

qss′

κ(s)
+
∑

[s]∈S/∼
s 6=[s]

∑
s′∈[s]
s′ 6=s

qss′

κ(s)

)
=

π′(s)

K

∑
s′∈S
s′ 6=s

q′ss′ .
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Equivalently, the right-hand side of Equation 2.4 evolves as follows:∑
[s]∈S/∼
s 6=[s]

∑
s′∈[s]

π′(s′)

Kκ(s′)
qs′s +

∑
[s]∈S/∼
s 6=[s]

∑
s′∈[s]
s′ 6=s

π′(s′)

Kκ(s′)
qs′s =

1

K

∑
[s]∈S/∼
s 6=[s]

∑
s′∈[s]

π′(s′)
qs′s
κ(s′)

+
1

K

∑
[s]∈S/∼
s 6=[s]

∑
s′∈[s]
s′ 6=s

π′(s′)
qs′s
κ(s′)

=

1

K

∑
s′∈S
s′ 6=s

π′(s′)q′s′s.

Therefore, for all s ∈ S the global balance equation of X ′(t) is satisfied,
meaning that we can obtain:

π′(s)
∑
s′∈S
s′ 6=s

q′ss′ =
∑
s′∈S
s′ 6=s

π′(s′)q′s′s.

The normalizing condition is satisfied too: i.e.,
∑

s∈S π(s) = 1. The proof
follows trivially from the fact that K =

∑
s∈S π

′(s)/κ(s), in fact:

∑
s∈S

π(s) =
∑
s∈S

π′(s)

Kκ(s)
=

1

K

∑
s∈S

π′(s)

κ(s)
=

1

K
K = 1.

2
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Example 1. Consider the CTMC X(t) of the Figure 2.4 with ρ 6= ν. Let
S = {1, 2, 3, 4} be its state space and ∼ be the equivalence relation such that
1 ∼ 3 and 2 ∼ 4 inducing the partition S/∼= {[1, 3], [2, 3]}. ∼ is a strong
lumpability for the considered Markov chain because q1[2,4] = λ + µ which is
equal to q3[2,4] = λ+ µ and similarly, q2[1,3] = ρ+ ν is equal to q4[1,3] = ρ+ ν.

Figure 2.4: Strongly lumpable CTMC

Let κ be a function from S to R+ such that κ1 = 2, κ2 = 1/2, κ3 = 3 and
κ4 = 4. Now, in order to make the chain proportionally lumpable, we introduce
different rates for each transition as depicted in Figure 2.5: we set λ = 0.15,
µ = 0.35, η = 0.7, γ = 0.05, ρ = 0.05, ν = 0.025, ε = 0.2 and δ = 0.4.
The chain X(t) can be said κ-proportionally lumpable because

q1[2,4]

κ1

=
q3[2,4]

κ3

since q1[2,4]
κ1

= λ+µ
2

and q3[2,4]
κ3

= η+γ
3
. If we substitute the rates we obtain

0.15+0.35
2

= 0.7+0.05
3

= 0.25.

Similarly, we can prove that

q2[1,3]

κ2

=
q4[1,3]

κ4
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since q2[1,3]
κ2

= ρ+ν
1/2

and q4[1,3]
κ4

= ε+δ
4
. If we substitute the rates we obtain

2(0.05 + 0.025) = 0.2+0.4
4

= 0.15.

Figure 2.5: Proportionally lumpable CTMC

Example 2. In this example, a system with multiple CPUs is considered. Each
CPU is equipped with its own private memory and a common memory available
only by one CPU at a time. The processors execute in private memory for some
random duration and then they may issue a common memory access request.
Assume that this random time is exponentially distributed with parameter λP
for processor P . The common memory access duration is also assumed to be
exponentially distributed with parameter µP for processor P (i.e., the average
duration of a common memory access is 1/µP ).
In this example, a system with two processors A and B is considered. Assume
that the processors are characterized by different distribution parameters: the
private and common memory accesses of A are governed by two exponential
distributions with parameters λA and µA, respectively, while the private and
common memory accesses of B are governed by two exponential distributions
with parameters λB and µB, respectively. The CTMC describing the behaviour
of this two-processor system is depicted in Figure 2.6, it has five states as
follows:
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• State 1:

– processor A and processor B both executing in their private mem-
ories;

• State 2:

– processor B executing in private memory;

– processor A accessing common memory;

• State 3:

– processor A executing in private memory;

– B accessing common memory;

• State 4:

– processor A accessing common memory;

– processor B waiting for common memory;

• State 5:

– processor B accessing common memory;

– processor A waiting for common memory.

Suppose that the rates are related as follows:

λA = k1λ λB = k2λ µA = k2µ µB = k1µ

for λ, µ, k1, k2 ∈ R+. In this case the CTMC appears as represented in Figure
2.7. It is possible to observe that is proportionally lumpable with respect to the
equivalence classes S1 = {1}, S2,3 = {2, 3} and S4,5 = {4, 5} and the function
κ defined by: κ(1) = 1, κ(2) = k2, κ(3) = k1, κ(4) = k2 and κ(5) = k1. We
can then analyse the reduced chain represented in Figure 2.8 and the exact
solution of the original model can be computed by using Propositions 3 and 4.
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Figure 2.6: Two processor system

Figure 2.7: Two processor system with proportional factors
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Figure 2.8: Two processor reduced system
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Chapter 3

Introduction to PEPA

3.1 Overview
PEPA, acronym of Performance Evaluation Process Algebra, is a stochastic
process algebra designed for modelling computer and communication systems
composed of concurrently components which cooperate and share work. The
PEPA project has started in Edinburgh in 1991, when Jane Hilston defined
the PEPA language in her PhD thesis, undertaken in the Laboratory for Foun-
dations of Computer Science, a research institute of the Division of Informatics.

A simple computer system can be easily modelled without any definition
of some suitable language. However, as computer and communication systems
become more large and complex, also their models become more complicated
and therefore, in this context, the need to express them through some high-level
expressive formal language has arisen, in order to perform performance analy-
sis on them. Jane Hillston’s Performance Evaluation Process Algebra (PEPA)
is then a formal language for modelling such systems in order to understand
the dynamic behaviour of a system with respect to dynamic properties such
as throughput and response time. PEPA models are built by building-brick
components which exhibit individual activities or alternatively they can also
cooperate on shared activities with other components, and an estimate of the
rate at which an activity may be performed is associated to each activity. Other
process algebras mentioned in the introduction such as CCS and CSP offer a
compositional description technique as PEPA, but they do not include timing
information for performance estimation. Performance Evaluation Process Al-
gebra has been elaborated for the purpose of introducing a new process algebra
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suitable for performance analysis.

Since PEPA models contain information about the rate associated to each
activity, which is drawn from the exponential distribution, they allow one
to generate a corresponding continuous time Markov chain (CTMC) and the
model can be solved in terms of steady-state equilibrium behaviour by using
linear algebra. It can be summarized that Performance Evaluation Process
Algebra(PEPA) is an algebraic calculus enhanced with stochastic timing infor-
mation which may be used to calculate performance measures characterizing
the system, necessary for performance evaluation.

3.2 Syntax of PEPA
In this section the fundamental syntax of the PEPA language is presented.
Notice that the notations which have been used in this section and through all
this work are those used by Jane Hillston herself in her book [35].

The basic elements (primitives) of the language PEPA are components and
activities. Components are active elements within a system, activity captures
actions of those units. With the term cooperation the interaction between two
different components is indicated. PEPA models are constructed from com-
ponents which engage in activities. For each activity in PEPA there exists an
associated duration. The duration is a random variable governed by an expo-
nential distribution which is characterized by a unique parameter, the duration
of an activity, which is represented by a single real number. The duration pa-
rameter of each activity is called activity rate: it may be any positive real
number or the distinguished symbol >. > indicates the rate as unspecified.
Each activity is represented as a pair (α, r) where α is the action type of the ac-
tivity, r is the activity rate. In each system an action is assumed to be uniquely
typed and there is assumed to be a countable set A of all possible action types:
A is then called the set of action types. Activities with the same action type
represent several occurrences of that action performed by the system. There
exists a special action type, denoted τ and named unknown type: it represents
an unknown or unimportant system action. Activities characterized by the
unknown action type will be concealed to the component in which they occur.
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To sum up the explanation given here above:

• A: set of all action types, including τ

• R+: set of all positive real numbers, including >

• Act = A×R+: set of all activities

Hence, an activity is represented as:

a = (α, r)

where

• a ∈ Act = A×R+ denotes the activity;

• α ∈ A is the action type;

• r ∈ R+ is the activity rate.

The exhibition of the activity a = (α, r) implies a delay, whose duration is gov-
erned by its characterizing probability distribution function. The probability
that the activity a = (α, r) happens within a period of time of length t is:

Fa(t) = 1− e−rt

In literature, usually components are denoted by capital letters, such as P,C,Ci, ...;
activities are denoted by lowercase letters such as a, b, c, ...; action types are
denoted by Greek letters such as α, β, γ, ... or names like task, request, use,...;
and finally, activity rates are denoted by r, s, t, ri, ... or sometimes also Greek
letters such as µ and λ are used.

3.2.1 PEPA operators

In this section the PEPA language specification will be presented, by explain-
ing the characteristics of each combinator.
The following grammar defines the syntax for PEPA terms:

P ::= P ��
L
P | P/L | S

S ::= (α, r).S | S + S | A
where S denotes a sequential component, while P denotes a model component
which executes in parallel. We assume that there is a countable set of constants,
A. The set of all possible components within the considered system is denoted
by C.
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Prefix
(α, r).S means that the component subsequently behaves as component S. It
consists in the basilar mechanism by which the behaviour of components are
determined.
The component (α, r).S is said to be carrying out the activity (α, r) with some
action type α and a duration which is exponentially distributed with parameter
r. Therefore, the duration of the activity, namely the time taken to complete
the activity, will be some ∆t, drawn from the distribution which governs the
duration random variable. If the system is in the state (α, r).S at some time
t, the time at which it completes (α, r) and becomes S will be t+ ∆t. In case
a = (α, r) the component (α, r).P can be written as a.P .

(α, r).P
(α,r)−−→ P

Choice
As the name suggests, the component P + Q represents a system which can
possibly exhibit the component P ’s actions or alternatively the component Q’s
actions. Therefore, the component P + Q is going to empower all the current
activities of P and all the current activities of Q. This kind of situation is
obtained when P and Q are competing for the same resource they want both
to use, so that the choice operation is representing a competition between
components. The decision on which is going to perform is made as follows:
the first activity to complete distinguishes one of the components P or Q.
The other component of the choice is discarded. Whichever enabled activity
completes, it must clearly belong to either P or Q.
Suppose that P = (α, r).P

′ and Q = (β, s).Q
′ . At the time t0 the enabled

activities of P + Q are both α, r and (β, s). Let ∆α and ∆β drawn from the
exponential distribution of α and β, respectively. For x ∈ {α, β}:

• ∆x represents the time taken for the activity x;

• Fx(t) is the probability that ∆x ≤ t.

If ∆α < ∆β then activity (α, r) is enabled and at the time t0 + ∆α the system
behaves as P ′ .
Notice that the probability that ∆α = ∆β is 0. Indeed, notice that we are
dealing with continuous probability distributions and it is well known that the
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probability that P and Q both completing an activity at the same time is 0.

P
(α,r)−−→ P ′

P +Q
(α,r)−−→ P ′

Q
(α,r)−−→ Q′

P +Q
(α,r)−−→ Q′

Cooperation
The cooperation combinator is applied as follows: P ��

L
Q.

Cooperation is not a unique combinator, but rather it can be recognized as an
indexed set of them, one combinator for each possible set of action types L ⊆ A.
L is named cooperation set and defines the action types on which the compo-
nents must synchronize or better cooperate, that is the interaction between
the components. While the choice combinator is representing a competition
between components, the cooperation combinator is going to synchronize and
proceed together with the other component. Indeed, in a cooperation context
each component is assumed to have its own implicit resource and they proceed
independently with any activities whose types do not occur in the cooperation
set. Therefore, all activities of P and Q which have types which do not occur
in L will proceed unaffected. These are called individual activities. Activities
with action types in L are called shared activities and they require the involve-
ment of both components in conjunction in an activity of that type. In this
situation, a component can be forced to be blocked in order to wait for the
other component to be ready to participate. These activities represent situa-
tions in the system when the components need to work together to achieve an
action.
If an activity has an unspecified rate in a component, then the component is
said to be passive with respect to that action type, and it does not contribute
to the work involved. The unknown action type τ may not appear in any co-
operation set, i.e., τ /∈ L.

To summing up, there exist two types of activities, which are:

• individual activities : activities of P and Q whose action types do not
occur in L;
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• shared activities : activities of P and Q whose action types do occur in L.
They will only be enabled in P ��

L
Q when they are enabled in both P and

Q. Shared activities need to work together to achieve an action. Thus
one component may become blocked, waiting for the other component to
be ready to participate.

When two shared activities cooperate, a new shared activity should be con-
sidered, which is formed by the cooperation. This activity will have the same
action type as the two contributing activities and a rate reflecting the rate
of the slower component. The expected duration of a shared activity will be
greater than or equal to the expected durations of the corresponding activities
in the cooperating components.
Notice that, the special case in which L = ∅, namely the cooperation set is an
empty set, then the cooperation operator has the effect of parallel composition,
allowing components to proceed concurrently without any interaction between
them. We use the notation P ‖ Q to represent P ��

∅
Q where ‖ is the parallel

combinator.

P
(α,r)−−→ P ′

P ��
L
Q

(α,r)−−→ P ′ ��
L
Q

(α /∈ L)

Q
(α,r)−−→ Q′

P ��
L
Q

(α,r)−−→ P ��
L
Q′

(α /∈ L)

P
(α,r1)−−−→ P ′ Q

(α,r2)−−−→ Q′

P ��
L
Q

(α,R)−−−→ P ′ ��
L
Q′

R =
r1

rα(P )

r2

rα(Q)
min(rα(P ), rα(Q)) (α ∈ L)

Hiding
P/L is as like as P , saving the activities of type belonging to the set L which
are concealed. This means that these concealed, or better, hidden types appear
as the unknown type τ , and they can be considered as an internal delay by
the component. Normally, when an activity is completed an external observer
can see the type of the completed activity and additionally, the observer is
also aware of the delay while the activity takes place. A concealed activity is
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considered only as a time delay and the action type is the unknown type τ .
Notice that:

• The action type of a hidden activity cannot be seen by an observer or
another component;

• The duration of an activity remains unaffected.

Moreover such an activity cannot be carried out in cooperation with any other
component.

P
(α,r)−−→ P ′

P/L
(α,r)−−→ P ′/L

(α /∈ L)

P
(α,r)−−→ P ′

P/L
(α,r)−−→ P ′/L

(α ∈ L)

Constant
Initially we have assumed that there is a countable set of constants A. Con-
stants are components whose defintion is given by a writing down an equation
such as A def

= P . If A def
= P then A denotes a component behaving as P . This

is how we assign names to components.

P
(α,r)−−→ P ′

A
(α,r)−−→ P ′

(A
def
= P )
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The semantics of the language, presented in structured operational seman-
tics style, are shown in the table here below. The transitional semantics over
PEPA is then given by the least multi-relation →⊆ PEPA × Act × PEPA
satisfying the rules.

(α,r).P
(α,r)−−→P

P
(α,r)−−→P ′

P+Q
(α,r)−−→P ′

Q
(α,r)−−→Q′

P+Q
(α,r)−−→Q′

P
(α,r)−−→P ′

P/L
(α,r)−−→P ′/L

(α /∈ L) P
(α,r)−−→P ′

P/L
(α,r)−−→P ′/L

(α ∈ L)

P
(α,r)−−→P ′

A
(α,r)−−→P ′

(A
def
= P )

P
(α,r)−−→P ′

P ��
L
Q

(α,r)−−→P ′ ��
L
Q

(α /∈ L)
Q

(α,r)−−→Q′

P ��
L
Q

(α,r)−−→P ��
L
Q′

(α /∈ L)

P
(α,r1)−−−→P ′ Q

(α,r2)−−−→Q′

P ��
L
Q

(α,R)−−−→P ′ ��
L
Q′

R = r1
rα(P )

r2
rα(Q) min(rα(P ), rα(Q)) (α ∈ L)

Table 1: Operational semantics for PEPA components
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The precedence of PEPA operators is defined as follows:

1. Hiding

2. Prefix

3. Cooperation

4. Choice

When brackets are missing, we assume that the cooperation associates to the
left, i.e., P ��

L1
Q��

L2
R behaves as (P ��

L1
Q) ��

L2
R. The cooperation between

several different components may be regarded as being built up in layers or
levels, each cooperation combining just two components.

The semantics of each term in PEPA is given via a labelled multi-transition
system where the multiplicities of arcs are significant. A labelled transition
system is a triple (S, T, { t−→ | t ∈ T}) where

• S is a set of states;

• T is a set of transition labels;

• t−→⊆ S × S is a transition relation for each t ∈ T .

In the transition system, a state corresponds to the evolution of one component
into another. The set of reachable states of a model P is called derivative set
of P , denoted as ds(P ), and is defined as follows:

• if P def
= P0 then P0 ∈ ds(P );

• if Pi ∈ ds(P ) and there exists a ∈ Act(Pi) such that Pi
a−→ Pj then

Pj ∈ ds(P ).

ds(P ) constitutes the set of nodes of the derivation graph of P (D(P )) obtained
by applying the semantic rules exhaustively. For any component P the exit rate
from P will be the sum of the activity rates of all activities enabled in P , i.e.,
q(P ) =

∑
a∈Act ra with ra being the rate of activity a. If P enables more

than one activity, so |Act|> 1 then the dynamic behaviour of the model is
determined by a race condition.
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Race condition
A race condition determines the dynamic behaviour of a model when more
than one activity is involved: this is the situation in which many activities
attempt to proceed but only the fastest succeeds, the choice combinator case.
Naturally, which activity is fastest will vary due to the nature of the random
variables determining the duration of activities. The probability that a partic-
ular activity completes will be given by the ratio of the activity rate of that
activity to the sum of the activity rates of all the enabled activities.

Building the derivation graph is the basis of the construction of the underlying
Continuous Time Markov Chain (CTMC). A state of the chain is associated
with each component of the derivative set ds(P ) and the transitions between
states are derived from the arcs of the derivation graph. Consider the following
theorem:

Theorem 2. For any finite PEPA model P
def
= P0 with ds(P ) = {P0, ..., Pn},

if we define the stochastic process X(t), such that X(t) = Pi indicates that the
system behaves as component Pi at time t, then X(t) is a CTMC.

The omitted proof can be found in Chapter 3 of [35].
The transition rate between two components P and Q is denoted by q(P,Q)
and it is the rate at which the system changes from behaving as component
P to behaving as Q. Numerically it consists in the sum of the activity rates
labelling arcs which connect P and Q in D(P ).

Finally, let us consider an example of PEPA model, specifically from the
PEPA model equations to the corresponding graphical representation.

Example 1. Consider a system composed by two components Process and
Resource. This system is going to represent a simple resource usage as two
cooperating components. The Process component will exhibit two activities
consecutively: use and task ; the Resource component will exhibit two activities
consecutively too: use and update.
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The PEPA model of the Process component is as follows:

Process def
= (use, r1).Process’

Process’ def
= (task, r2).Process

The PEPA model of the Resource component is as follows:

Resource def
= (use, r3).Resource’

Resource’ def
= (update, r4).Resource

And finally, the PEPA model of the entire system is

System def
= Process ��

use
Resource

Therefore, the transition diagram is depicted in the following Figure 3.1.
Notice that r13 = min(r1, r2).

Figure 3.1: Transition diagram of the PEPA model considered in Example 1
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Chapter 4

Notions of Equivalence

For the purpose of tackling the problem of large performance models, the
techniques of model reduction and state-space aggregation of the underlying
Markov process are presented in terms of equivalence relation. Equivalence is a
criterion used to determine if two models can be considered to be indistinguish-
able. Notice that equivalence relations can be applied not only state-to-state,
the case which we are interested in, but also system-to-model, used to es-
tablish the confidence in the model as a representation of the system being
investigated, and model-to-model, used to compare models in order to find al-
ternative representations of the system.
In this chapter, the concept of bisimulation for PEPA models will be studied
and afterwards the notion of strong equivalence and lumpable bisimulation will
be presented.

4.1 Bisimulation
The notion of bisimulation is based on the appearance of the externally ob-
served behaviour. Specifically, two agents are considered to be bisimilar when
their externally observed behaviour appears to be the same: indeed, if two
agents are bisimilar, it is not possible to distinguish them by an external ob-
server.
The notion of strong bisimilarity is defined in [35] as follows:

Definition 4.1.1. (Strong Bisimulatiton) Let us consider the binary relation
R ⊆ C × C , over PEPA components. R results to be a strong bisimulation if
(P,Q) ∈ R implies, for all α ∈ A, rα(P ) = rα(Q) and for all a ∈ Act,
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1. If P a−→ P ′ then for some Q′, Q a−→ Q′, and (P ′, Q′) ∈ R;

2. If Q a−→ Q′ then for some P ′, P a−→ P ′, and (P ′, Q′) ∈ R.

If P and Q are strongly bisimilar any action performed by one must be matched
by the other, and any subsequent action must also be matched.

Formally, two components P and Q are strongly bisimilar if:

• Every a activity of a component correspond to a activity of the other;

• Every a-derivative of a component is strongly bisimilar to a−derivative
of the corresponding component;

• For P and Q, for every action type the apparent rates are equal.

Notice that the intuitive idea of considering two systems equivalent if they
have isomorphic labelled transition systems does not work, because there can
exist that two systems with non-isomorphic labelled transition systems have
the exactly same behaviour with each other. Consider the next example:

Example 1. Consider the following Figure 4.1 representing two different la-
belled transition systems. Even if they behave in the same way, the isomorphic
equivalence criterion will distinguish them, and this is not what we want to
obtain.

Figure 4.1: Two systems with different LTSs

Indeed, it can be easily seen that their behaviour is the same: they are
going to execute only action named a infinitely, and therefore they must be
considered equivalent.
Furthermore, we must specify that bisimulation is also different from other
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equivalences over labelled transition systems introduced in literature like traces
equivalence and decorated-traces equivalence. Simply put, in [19] is explained
that traces equivalence put together two systems executing the identical se-
quences of actions, while decorated-traces equivalence considers equivalent two
systems executing the identical sequences of actions and additionally it requires
that two comparing systems are able to accept the same set of actions after
each sequence. Consider the next example, in which the differences between
these three notions of equivalence are shown graphically:

Example 2. Consider the following Figure 4.2, taken from the materials of the
course Formal Methods for System Verification of Ca’ Foscari University of
Venice by Prof. Sabina Rossi, representing three different coffee/tea machines.
They accept only two types of coins: coin 1 and coin 2. The traces equivalence
will consider equivalent all of them, while the decorated-traces equivalence
will put together the second and the third one, rather the bisimulation based
equivalence will consider all of them as different.

Figure 4.2: Three vending machines

Nonetheless, strong bisimilarity does not deal with the relative frequency of
different outcomes of the activities, thus this implies that external behaviour
of the two systems may be distinguishable from external observer since some
actions occur in different frequencies among the two systems.
In order to cope with this problem, the so-called strong equivalence is widely
used, and the latter notion is based on conditional transition rate.
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4.2 Strong Equivalence
Before introducing the notion of strong equivalence, we should clarify what is
the conditional transition rate, and subsequently, total conditional transition
rate, both definitions are those presented in [35, 38].

Definition 4.2.1. (Conditional Transition Rate) Given two PEPA compo-
nents, the conditional transition rate between two components Pi and Pj through
a some action type α, is

q(Pi, Pj, α) =
∑

(α,rα)∈Act(Pi|Pj)

rα

where Act(Pi|Pj) = {| (α, rα) ∈ Act(Pi) | Pi
(α,rα)−−−→ Pj |}.

The conditional transition is representing the rate at which a system proceeding
its execution as component Pi advances in order to behave as component Pj
by performing an activity of action type α. The non-diagonal elements of
the infinitesimal generator matrix of the Markov process Q are formed by the
transition rates q(Pi, Pj). Instead, the elements belonging to the main diagonal
are the negative sum of the off-diagonal elements of each row. In particular, it
will be used the following notations: q(Pi) =

∑
j 6=i q(Pi, Pj) and qii = −q(Pi).

For any finite and irreducible PEPA model P , the steady-state distribution
Π(·) exists and it is possible to find it by solving the system of equation with
normalization condition and the global balance equations:∑

Pi∈ds(P )

Π(Pi) = 1

ΠQ = 0.

Hence, it is possible to define another quantity, the total conditional tran-
sition rate, which is based on the previous definition of conditional transition
rate.

Definition 4.2.2. (Total Conditional Transition Rate) Let S be a set of pos-
sible derivatives. The total conditional transition rate from Pi to S, denoted
q[Pi, S, α] is defined by:

q[Pi, S, α] =
∑
PJ∈S

q(Pi, Pj, α)

.
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Now, we can report the notion of strong equivalence is defined in [35]:

Definition 4.2.3. Let us consider an equivalence relation R, such that R ⊆
C × C. R is a strong equivalence if whenever (P,Q) ∈ R then for all α ∈ A
and for all S ∈ C/R,

q[P, S, α] = q[Q,S, α]

Relying on the definition above, two PEPA components are considered to be
strongly equivalent in case for any action type α, the total conditional tran-
sition rates from those components to any equivalence class, formed by some
equivalence relation between them, are equal. Moreover, we are interested also
in the relation which is the largest strong equivalence, formed by the union of
all strong equivalences. Consider the next definition:

Definition 4.2.4. (Strong Equivalence) Two PEPA components P and Q are
considered strongly equivalent, written P ∼= Q, if (P,Q) ∈ R for some strong
equivalence R, i.e.,

∼= =
⋃
{R | R is a strong equivalence}.

∼= is called strong equivalence and it is the largest strong equivalence over
PEPA components.

Furthermore, in [35] it is proved that ∼= is a congruence for PEPA by show-
ing that the ∼= relation is preserved by the combinators of PEPA. Indeed, if
P1
∼= P2 then

1. a.P1
∼= a.P2;

2. P1 +Q ∼= P2 +Q;

3. P1 ��
L
Q ∼= P2 ��

L
Q;

4. P1/L ∼= P2/L.

The proofs are omitted, since they can be found in the Chapter 8 of [35].
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4.3 Lumpable Bisimulation
In this section we introduce a bisimulation-like relation, called lumpable bisim-
ulation, which has been introduced and analysed in [38].

The idea is that two PEPA components are considered lumpably bisimilar if
for any action type α 6= τ , the total conditional transition rates from the
considered component to any equivalence class, built from some equivalence
relation between the components, are the same. In the following lines the
formal definition is reported, taken from the above-mentioned paper.

Definition 4.3.1. (Lumpable Bisimulation) Let us consider the equivalence
relation over PEPA components R such that R ⊆ C×C. ThenR is a lumpable
bisimulation if whenever (P,Q) ∈ R then for all α ∈ A and for all S ∈ C/R
such that

• either α 6= τ ,

• or α = τ and P,Q, /∈ S,

it holds q[P,S, α] = q[Q,S, α] where q[·] is the total conditional transition rate,
introduced in the previous section, Definition 4.2.2.

As like as the strong equivalence case, the identity relation is trivially a lumpable
bisimulation. Moreover, we also present some of propositions about lumpable
bisimulation, introduced by the authors of [38].

Proposition 5. Consider I, the set of indices and Ri a lumpable bisimulation
relation for all i ∈ I. Then the transitive closure of their union, R = (∪i∈IRi)∗,
results to be a lumpable bisimulation, too.

In another words, the above proposition states that any union of lumpable
bisimulations will produce a lumpable bisimulation.

Definition 4.3.2. (Lumpable Bisimilarity) Two PEPA components P and Q
are considered lumpably bisimilar, denoted as P ≈l Q, if (P,Q) ∈ R for some
lumpable bisimulation R, meaning that,

≈l =
⋃
{R | R is a lumpable bisimulation}.
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≈l is called lumpable bisimilarity and it is the largest symmetric lumpable
bisimulation over PEPA components.

Notice that also lumpable bisimilarity, as like as the strong equivalence case,
is a congruence for evaluation contexts.

Proposition 6. If P1 ≈l P2 then

• for all L ⊆ A, P1 ��
L
Q ≈l P2 ��

L
Q;

• P1/L ≈l P2/L.

The proof is omitted since is analogous to the items 3 and 4 in Proposition
8.3.1 of [35].

Moreover, the following proposition states that lumpable bisimilarity is a lumpable
relation.

Proposition 7. For all PEPA components P,Q such that P ≈l Q and for all
S ∈ C/≈l such that P,Q ∈ S, q(P, S) = q(Q,S).

The omitted proof is reported in the Section 4 of [38].

Now one might ask the difference between strong equivalence and lumpable
bisimulation, since their definitions seem to be very similar to each other.
However, note that the definition of strong equivalence previously presented is
stricter than that of lumpable bisimulation. Indeed, lumpable bisimulation al-
lows arbitrary activities with type τ among components belonging to the same
equivalent class. Moreover, another difference is that lumpable bisimulation is
a congruence with respect to the cooperation and hiding combinators but not
for choice and the prefix operators. Taking also into account propositions pre-
sented previously, we can say that in general the lumpable bisimulation induces
a grosser lumping than the strong equivalence but, it has stricter congruence
properties.
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In the following lines, practical examples of lumpable bisimulation are pre-
sented, in which the classical example of client-server model is used, where the
server consists in a provider of some resource, the client is the requester of the
resource.

Example 1. Let us consider the client-server model represented in the following
pictures. The considered components are C for the client, S for the server.

The PEPA equations for the server model are the following:

SThink
def
= (τ, δ).SCompute

SCompute
def
= (comp, ε).SSend + (τ, φ).SError

SSend
def
= (tr, η).SThink

SError
def
= (τ, ζ).SRecovery

SRecovery
def
= (τ, δ).SCompute

and the corresponding derivation graph is the following:

Figure 4.3: Server model
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The PEPA equations for the client model are the following:

CEmpty
def
= (tr,>).C1

Ci
def
= (>, iµ).Ci+1 + (tr,>).Ci+1 + (send, γ).CWait

CN
def
= (tr,>).CN + (send, γ).CWait

CWait
def
= (τ, ν).CEmpty

for 1 ≤ i < N . The corresponding derivation graph is:

Figure 4.4: Client model

If we consider the server component we notice that SThink ≈l SRecovery and
thus, they belong to the same equivalence class, we call this class [S ′]. The
lumped server component is shown in the following Figure 4.5.
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Figure 4.5: Lumping of the server model

If we consider the client, we observe that C1 ≈l C2 ≈l · · · ≈l CN and let [C ′]
be the associated equivalence class. The figure here below shows the lumped
client model.

Figure 4.6: Lumping of the client model

Notice that, it can be said that SThink is strongly equivalent to SRecovery, how-
ever Ci is not strongly equivalent to Cj, with i 6= j. Indeed, the sum of the
rate of the action with type τ outgoing from term Ci is iµ for 1 ≤ i ≤ N ,
and is 0 if i = N , meaning that different for each term C1, · · · , CN . Therefore,
the joint model obtained by applying lumpable bisimilarity results to have less
states than that obtained by strong equivalence.



Chapter 5

Quasi-lumpable Bisimulation and
Proportional Bisimulation

In the previous chapter we have seen that lumpable bisimilarity is very similar
to strong equivalence, since in order to consider two PEPA components equiva-
lent they both require that the total conditional transition rates from these two
components to any equivalence class must be the same. Although lumpable
bisimulation is going to induce grosser lumping than the strong equivalence,
since it allows arbitrary activities with type τ among components belonging
to the same equivalent class, is still requiring strict conditions on the rates of
components belonging to the system taken into account.
In this chapter, two types of bisimulation-like relation, named quasi-lumpable
bisimilarity and proportional bisimilarity, which both extend the notion of
lumpable bisimilarity for PEPA models in the attempt of relaxing the strict
conditions, are presented.

5.1 Quasi-lumpable Bisimulation
Quasi-lumpable bisimulation is an equivalence relation based on the notion
of quasi-lumpability presented in the Section 2.3.1 in Chapter 2. Recall that
quasi-lumpability is founded on the idea that some small perturbations on the
transition rates of Markov chain can be applied in order to make it lumpable.
In particular, two PEPA components are quasi-lumpable bisimilar with respect
to ε with ε ≥ 0 if there is an equivalence relation between them such that, for
any action type α different from τ , the total conditional transition rates from
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those components to any equivalence class, via activities of this type, are equal
after a small perturbation of the system.

Definition 5.1.1. (Quasi-lumpable bisimulation) An equivalence relation over
PEPA components R ⊆ C×C, is a quasi-lumpable bisimulation with respect to
ε with ε ≥ 0, if whenever (P,Q) ∈ R then for all α ∈ A and for all S ∈ C/R,

• either α 6= τ ,

• or α = τ and P,Q /∈ S,

it holds
| q[P, S, α]− q[Q,S, α] |≤ ε, ε ≥ 0.

Henceforth, we would like to denote P ≈εl Q if P and Q are quasi-lumpable
bisimilar. Additionally, notice that quasi-lumpable bisimulation over the state
space of a PEPA component P induces a quasi-lumpability on the state space
of the Markov chain underlying P .

We must specify that this definition is similar to the notion of approximate
strong equivalence introduced by the authors Dimitrios Milios and Stephen
Gilmore in [45]. Nevertheless, quasi-lumpable bisimulation is less strict than
that of approximate strong equivalence because quasi-lumpable bisimulation
allows arbitrary activities with type τ among components belonging to the
same equivalence class. In general, a quasi-lumpable bisimulation induces a
grosser aggregation than the approximate strong equivalence of [45].
Nevertheless, we would like to avoid the use of the latter equivalence relation,
the quasi-lumpable bisimulation for several reasons: first of all, it is really hard
to build a testing algorithm in order to verify experimentally the partitioning
of PEPA components according to the quasi-lumpable bisimulation relation.
Notice that in [45] a partitioning strategy for PEPA components that minimizes
an upper bound for approximate strong equivalence has been proposed. But
this algorithm involves the use of clustering techniques making the algorithm
itself complicated. The other reason is that quasi-lumpable bisimulation is not
preserved by combinators of PEPA language, in particular it is not preserved
by the cooperation combinator which represents the synchronization between
components.
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5.2 Proportional Bisimulation
In this section, the notion of proportional bisimulation is presented. Indeed, as
specified in the previous section, unfortunately the notion of quasi-lumpable
bisimulation with respect to a specific bound ε ≥ 0 is not preserved under
union, meaning that the union of two quasi-lumpable bisimulations with respect
to ε is still a quasi-lumpable bisimulation but, in general, not with respect to
the same bound ε. In this context, the notion of proportional bisimulation has
been ideated. Proportional bisimulation is characterized by a function κ that
associates a real value κP to each PEPA component P . Then, consider the
following definition:

Definition 5.2.1. (Proportional Bisimulation) Let κ be a function from PEPA
components to R+. An equivalence relation over PEPA components R ⊆ C×C,
is a proportional bisimulation with respect to κ if whenever (P,Q) ∈ R then
for all α ∈ A and for all S ∈ C/R,

• either α 6= τ ,

• or α = τ and P,Q /∈ S,

it holds
q[P, S, α]

κP
=
q[Q,S, α]

κQ
.

Clearly, the identity relation is a proportional bisimulation for any func-
tion κ. As like as the strong equivalence and lumpable bisimulation case, we
are interested in the relation which is the largest κ-proportional bisimulation,
formed by the union of all κ-proportional bisimulation. Nevertheless, it is quite
hard to see that this will indeed be a lumpable bisimulation.

Consider the following proposition which states that any union of κ-proportional
bisimulations generates a κ-proportional bisimulation:

Proposition 8. Let each Ri, i ∈ I for some index set I, be a κ-proportional
bisimulation. Then R = (

⋃
i∈I Ri)

∗, the transitive closure of their union, is
also a κ-proportional bisimulation.

Proof. Ri is an equivalence relation, consequently it can be stated that R is
also an equivalence relation.
Let C/R and C/Ri denote the sets of equivalence classes, meaning that the
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set of components C has been partitioned by R and each Ri respectively. By
definition, (P,Q) ∈ Ri implies that (P,Q) ∈ R, and so any equivalence class
Sij ∈ C/Ri is wholly contained within some equivalence class Tk ∈ C/R. More-
over, it follows that there is some set J ik such that Tk =

⋃
j∈Jik

Sij.

We want to show that R satisfies Definition 5.2.1 by induction over n.
Therefore, consider (P,Q) ∈ R, then (P,Q) ∈ (

⋃
i∈I Ri)

n for some n > 0. By
Rn we indicate (

⋃
i∈I Ri)

n. For some Tk ∈ C/R and any α ∈ A, let us take
into account the total conditional transition rates from P and Q into Tk given
that (P,Q) ∈ Rn.
If n = 1, (P,Q) ∈ R1 implies that (P,Q) ∈ Ri for any i ∈ I, and by following
the previous lines,

q[P, Tk, α]

κP
=
∑
j∈Jik

q[P, Sij, α]

κP
=
∑
j∈Jik

q[Q,Sij, α]

κQ
=
q[Q, Tk, α]

κQ
.

In case n > 1, for all Rm, where m < n, it will be assumed that whether
(P,Q) ∈ Rm then,

q[P, Tk, α]

κP
=
q[Q, Tk, α]

κQ

(P,Q) ∈ Rn implies that (P,Q) ∈ Ri;Rn−1, meaning that there exists a
component C ∈ C such that (P,C) ∈ Ri for some i ∈ I and (C,Q) ∈ Rn−1.
Consequently, we can state that

q[P, Tk, α]

κP
=
q[C, Tk, α]

κC

and by the induction hypothesis,

q[C, Tk, α]

κC
=
q[Q, Tk, α]

κQ
.

Therefore, we obtain
q[P, Tk, α]

κP
=
q[Q, Tk, α]

κQ

as required.
Hence, R is a κ-proportional bisimulation. 2
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The previous Proposition 8 allows one to define the maximal κ-proportional
bisimulation as the union of all κ-proportional bisimulations.

Definition 5.2.2. (Proportional bisimilarity) Let κ be a function from PEPA
components to R+. Two PEPA components P and Q are κ-proportionally
bisimilar, written P ≈κl Q, if (P,Q) ∈ R for some κ-proportional bisimulation
R, i.e.

≈κl =
⋃
{R | R is a κ-proportional bisimulation}.

≈κl is called κ-proportional bisimilarity and it is the largest symmetric κ-
proportional bisimulation over PEPA components.

It is possible also to define a weaker relation, proportional bisimulation up to
≈κl : for the purpose of showing proportional bisimulation between two PEPA
components we can seek for a proportional bisimulation up to ≈κl between
them. This result will be presented in the Proposition 9. Now consider the
next definition:

Definition 5.2.3. R is a proportional bisimulation relation up to ≈κl if R is
an equivalence relation over C and (P,Q) ∈ R implies that for all α ∈ A, and
for all T ∈ C/(≈κl R ≈κl ),

q[P, T, α]

κP
=
q[Q, T, α]

κQ
.

Formally, (P,Q) ∈≈κl R ≈κl if there exist P1 and Q1 such that P ≈κl P1,
P1RQ1 and Q1 ≈κl Q. For all P ∈ C, let SP denote the equivalence class in
C/≈κl which contains P , RP the corresponding equivalence class in C/R and
TP the corresponding equivalence class in C/(≈κl R ≈κl ). Then we can see that

TP = {Q|P ≈κl R ≈κl Q} =
⋃
{SQ1|Q1 ∈ RP1 |P1 ∈ SP}

It follows that any TP ∈ C/(≈κl R ≈κl ) is a union of equivalence classes
SQ1 ∈ C/≈κl .

Then, consider the next lemma:

Lemma 3. In case R is a proportional bisimulation up to ≈κl , then the relation
≈κl R ≈κl results to be a proportional bisimulation.
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Proof. Let us consider two components P and Q such that P ≈κ R ≈κl Q.
Hence, there exist components P1 and Q1 such that P ≈κl P1RQ1 ≈κl Q.
Furthermore, for all S ∈ C/≈κl

q[P, S, α]

κP
=
q[P1, S, α]

κP1

,

q[Q1, S, α]

κQ1

=
q[Q,S, α]

κQ

and for all T ∈ C/(≈κl R ≈κl ),

q[P1, T, α]

κP1

=
q[Q1, T, α]

κQ1

.

We know that T ∈ C/(≈κl R ≈κl ) is a union of S ∈ C/≈κl , therefore for all such
T we obtain,

q[P, T, α]

κP
=
q[Q, T, α]

κQ
.

2

Finally, consider the next proposition:

Proposition 9. If R is a proportional bisimulation up to ≈κl then R ⊆≈κl .

The proof follows immediately from Lemma 3.

5.3 Proportional Bisimulation and Markov Pro-
cesses

In this section we analyse the proportional bisimulation relation from the un-
derlying Markov process viewpoint. In particular, we examine what we can
derive about the corresponding Markov processes when P ≈κl Q.
It is well known that the relation ≈κl partitions the set of components C, and
it is easy to see that, in case restricted to the derivative set of an arbitrary
component P , the relation partitions this set. We indicate by ds(P )/≈κl the
set of equivalence classes built as explained in previous lines. Now consider the
next proposition:

Proposition 10. For any component P , ds(P )/≈κl induces a κ-proportional
partition on the state space of the Markov process corresponding to P .
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Proof. Let Si and Sj denote arbitrary elements of ds(P )/≈κl , and consider any
two elements of Si, Pik and Pil. Then since Pij ≈κl Pil,

q[Pik, Sj]

κPik
=
q[Pil, Sj]

κPil

where q[Pik,Sj ]

κPik
is the unconditional probability of any activity by the compo-

nent Pik resulting in a derivative within the equivalence class Sj. Therefore, the
partition ds(P )/≈κl induces a κ-proportional lumpable partition on the state
space of the Markov process underlying P .

From the Proposition 10, we can clearly state that if proportional bisim-
ulation over the derivative set of a component is used to induce a partition
of the state space of the Markov process, then the corresponding aggregation
will result in a Markov process. Consequently, the aggregated process may be
exploited to find the steady state distribution.

In the following lines, some examples of proportional lumpable PEPA mod-
els are presented.

Example 1. Consider a simple system depicted in Figure 5.1 which follows a
Markov process and can be specified in PEPA as:

D0
def
= (α, 2r).D1

D1
def
= (β, s).D2

D2
def
= (α, r).D3 + (α, r).D1

D3
def
= (β, s).D0

The derivation graph for this system is shown in Figure 5.1.
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Figure 5.1: Derivation graph for the system described in Example 1

Let S be the set of possible derivatives. By definition of strong equivalence,
we can easily see that D0

∼= D2 because q[D0, S, α] = 2r and q[D2, S, α] = r+r.
Similarly, D1

∼= D3 because q[D1, S, β] = s and q[D3, S, β] = s.

Now we can modify the rates of the PEPA model depicted in Figure 5.1 in
order to make the components not proportionally bisimilar. Differently from
the previous example, one can notice that the rates of each activity is denoted
by different Greek letters: in particular, in this example we have r = 0.2,
p = 0.2, t = 0.025, q = 0.0625. Moreover, we consider the following factors
κC for each component C present in the model: κD0 = 4, κD1 = 2, κD2 = 8,
κD3 = 5. The new model with perturbed rates is depicted in Figure 5.2.
Therefore, we can see that D0 is κ-proportionally bisimilar to D2. Let again S
be the set of possible derivatives:

q[D0, S, α]

κD0

=
q[D2, S, α]

κD2

because q[D0,S,α]
κD0

= r
4
and q[D2,S,α]

κD2
= p+p

8
. By substituting the corresponding

rates we have that 0.2
4

= 0.2+0.2
8

= 0.05.
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Similarly, we can easily prove that D1 ≈κl D3:

q[D1, S, β]

κD1

=
q[D3, S, β]

κD3

because q[D1,S,β]
κD1

= t
2
and q[D3,S,β]

κD3
= q

5
. By substituting the corresponding rates

we have that 0.025
2

= 0.0625
5

= 0.0125.

Figure 5.2: Modification on the rates of Figure 5.1

Example 2. Consider a simple buffer in which messages arrive according to
a Poisson distribution with rate λ. The buffer is emptied and this follows an
exponential distribution. The mean time between successive emptying is nµ−1

where n represents the number of items in the buffer. The buffer has capacity
M and if it reaches the maximum capacity, arrival messages are lost. This
buffer follows a Markov process and can be specified in PEPA as:

Bn = (τ, λ).Bn+1 0 ≤ n ≤M − 1

Bn = (cl, µn−1).B0 0 ≤ n ≤M

The derivation graph for this system is shown in Figure 5.3 here below.
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Figure 5.3: Original Buffer System

If we consider the function κ from PEPA components to R+ such that
κB0 = 1 and κBn = 1/n for all n with 0 < n ≤ M , it is quite easy to
see that B0 ≈κl B

′
0 where B′0 is depicted in Figure 5.4. From the steady-

state equilibrium distribution of the reduced system we can then compute the
steady-state equilibrium distribution of the original system.

Figure 5.4: Reduced Buffer System



Chapter 6

Persistent Stochastic
Non-Interference

6.1 Overview
In this chapter the notion of Persistent Stochastic Non-Interference (PSNI),
which has been introduced and studied in the namesake paper [37], is presented.
Notice that all of the results and proof which are present in this chapter are
all drawn from the article [37].

Persistent Stochastic Non-Interference is a persistent information flow se-
curity property for stochastic processes expressed as terms of the PEPA process
algebra. For the last ten years, the study about the security of information sys-
tems has been considered a major issue for researchers. In the literature several
security properties such as integrity, anonymity and confidentiality have been
proposed and studied, but they totally ignore the time behaviour of the con-
sidered system. However, we must specify that from the timing observation of
a system, attackers can infer some useful information for completing the attack
(see, e.g., [9, 12, 21]). Persistent Stochastic Non-Interference tries to fill the
gap between the two problems.

Before explaining the details about Persistent Stochastic Non-Interference
we should clarify the two terms stochastic and persistent which characterize
the PSNI property. The basic property on which Persistent Stochastic Non-
Interference is founded is called Non-Interference security property which has
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been introduced in [30] for deterministic systems. In particular, the develop-
ment of non-interference for non-deterministic systems has been conducted in,
e.g., [56]. Non-interference is defined in [37] as follows: “Non-Interference is
an information flow security property which aims at protecting sensitive data
from undesired access.” In particular, the interest is in protecting the high
level information from the low level, unauthorized users: “No information flow
is possible from high to low if what is done at the high level cannot interfere
in any way with the low level.” It is well known that unwanted flows are not
blocked by only adopting access control policies or cryptographic protocols.
Indeed, non-interference property has been studied in several settings like cryp-
tographic protocols [1, 14, 24], programming languages [26, 48, 51, 11], trace
models [42, 44], process calculi [17, 18, 23, 34, 47, 10], timed models [25, 31]
and stochastic models [3].
We call Stochastic Non-Interference property the Non-Interference property for
stochastic, cooperating processes expressed as terms of PEPA. It has been in-
spired from the Bisimulation based Non-Deducibility on Compositions (BNDC)
property for non-deterministic CCS processes introduced in [22] . Stochastic
Non-Interference is a quantitative extension of the Non-Interference property.
Stochastic Non-Interference becomes Persistent Stochastic Non-Interference
when every state reachable by a process satisfies the Stochastic Non-Interference
property, namely, the Stochastic Non-Interference property persists for every
reachable state of a process taken into account.
In this chapter the notion of Persistent Stochastic Non-Interference is pre-
sented and studied in its details, by providing characterizations of the PSNI
property by exploiting the structural operational semantics of PEPA.

6.2 Persistent Stochastic Non-Interference
Since Persistent Stochastic Non-Interference property is based on the basic
property Stochastic Non-Interference, we should first of all define the latter
property, in order to understand the persistent version of it. Notice that we
report several definitions by following the steps done by the authors of [37].
Stochastic Non-Interference (SNI) property ensures the security of a process
P in the following way: a process P is considered secure whether a low level
observer is not able to discriminate the behaviour of P running in isolation
from the behaviour of P in cooperation with other, high level process H. For
the purpose of giving a formal definition of Stochastic Non-Interference (SNI),
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the set of visible action types A \ {τ} is partitioned into two sets, H and
L of high and low level action types, respectively. A high level component is
usually denoted by H and it consists in a PEPA component such that for all
H ′ ∈ ds(H), A(H ′) ⊆H , therefore, every derivative of H commit in only high
level actions. The set of all high level PEPA components is denoted by CH .
Unfortunately, Stochastic Non-Interference (SNI) is a basic security property
that is not guaranteed to be preserved during the whole system execution: this
means that even if a system satisfies Stochastic Non-Interference property, the
system can still reach unsafe states. In order to cope with this problem, the
notion of Persistent Stochastic Non-Interference (PSNI) has been introduced
in [37]. Persistent Stochastic Non-Interference necessitate that every reachable
state of a system is considered secure, meaning that a process P is secure if
and only if

∀P ′ reachable from P, P’ satisfies SNI.

More precisely, the authors of [37] state that the challenge of Persistent Stochas-
tic Non-Interference (PSNI) consists in considering all of the possible informa-
tion flow from a classified (high) level of confidentiality to an untrusted (low)
one. A quite strict requirement of this definition is that any information flow
is not allowed, even if a malicious processes run at the classified level. In par-
ticular, Persistent Stochastic Non-Interference can be used to protect a system
from internal attacks, like Trojan Horse programs, which are malicious soft-
ware that disguise to appear not suspicious but hide some malicious code inside
them.

The notion of Persistent Stochastic Non-Interference concerns the check
for all the states reachable by the system with respect to every possible high
level potential interactions. In another words, a system P satisfies Persistent
Stochastic Non-Interference property if for every state P ′ reachable from P
and for every high level process H a low level user is not able to distinguish
P ′ from P ′ ��

H
H, therefore one cannot distinguish P ′ running in isolation or,

equivalently, P ′ in parallel execution with any high level PEPA component
that does not synchronize with it from P ′ ��

H
H where H is a high component

cooperating with P ′. This means that a system P satisfies PSNI if what a low
level user sees of the system is not modified when it cooperates with any high
level process H.

In order to model a process P in individual execution, the special component
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0 is introduced which helps in extending the syntax of non-sequential PEPA
component as follows:

P ::= 0 | P ��
L
P | P/L | S,

where 0 is representing the component that does not perform any activity.
First of all a model of a process P running in isolation is needed. P can be
equivalently considered as running in parallel with any high level PEPA com-
ponent that does not synchronize with it as (P ��

H
0).

Consequently, even when high level interactions are allowed, these are assumed
not to be visible by an external low level observer, which can only recognize
the delay while the interactions take place. Therefore, from the low level point
of view, the process (P ��

H
H) behaves as (P ��

H
H)/H .

Hence, (P ��
H

0) and (P ��
H
H) should be indistinguishable for a low level user,

meaning that (P ��
H
H0)/H and (P ��

H
H)/H have the same behaviour.

Persistent Stochastic Non-Interference is based on the bisimulation-like equiv-
alence relation, indeed, this kind of behavioural equivalence at the base of our
definition relies on the notion of lumpable bisimilarity.

Now, all the necessary tools in order to formally define the properties
have been introduced. Hence, consider the next definition of Stochastic Non-
Interference property:

Definition 6.2.1. (Stochastic Non-Interference) Let P be a PEPA component.

P ∈ SNI iff ∀H ∈ CH ,

(P ��
H

0)/H ≈l (P ��
H
H)/H .

The equivalence relation ≈l is the lumpable bisimilarity, see definition 4.3.1.

Equivalently, also the persistent version of Stochastic Non-Interference can
be defined. Consider the following definition of Persistent Stochastic Non-
Interference property:

Definition 6.2.2. (Persistent Stochastic Non-Interference) Let P be a PEPA
component.

P ∈ PSNI iff ∀P ′ ∈ ds(P ),∀H ∈ CH ,

P ′ ∈ SNI, i.e., (P ′ ��
H

0)/H ≈l (P ′ ��
H
H)/H .
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Notice that henceforth, with P \ H we denote the PEPA component
(P ′ ��

H
0)/H . Intuitively P \H denotes the component P prevented from

performing high level actions.

Therefore, we can give an alternative characterization of Persistent Stochas-
tic Non-Interference as follows:

Proposition 11. Let P be a PEPA component.

P ∈ PSNI iff ∀P ′ ∈ ds(P ),∀H ∈ CH ,

P ′ ∈ SNI, i.e., P ′ \H ≈l (P ′ ��
H
H) \H .

Now, it is possible to prove that Persistent Stochastic Non-Interference is
preserved by lumpable bisimulation relation. Consider the next lemma and its
proof:

Lemma 4. If P and Q are two PEPA components such that P ≈l Q and
P ∈ PSNI then also Q ∈ PSNI.

Proof. One can easily recognize that for all Q′ ∈ ds(Q) there is P ′ ∈ ds(P )
such that P ′ ≈l Q′. From P ′ ≈l Q′ the fact that P ′ ∈ PSNI is contextual and
we have Q′ \H ≈l P ′ \H ≈l (P ′ ��

H
H) \H ≈l (Q′ ��

H
H) \H , ∀H ∈ CH .2

Now, one should notice that this property exploits two universal quantifi-
cations: the first one is over all the reachable states; the other is contained
within the definition of Stochastic Non-Interference, over all the possible high
level processes that can possibly interact with the system taken into account.
To cope with this problem, the authors of [37] have introduced a novel bisimula-
tion based equivalence relation over PEPA components, named ≈hc

l that allows
one to give a characterization of PSNI without quantification over all the high
level components H. In layman’s terms, two processes are ≈hc

l -equivalent if
they can simulate each other in any possible high context, specifically, every
context C[_] of the form (_ ��

H
H) \H where H ∈ CH . Notice that for any

high context C[_] and PEPA model P , all the states reachable from C[P ] have
the form C ′[P ′] with C ′[_] being a high context too and P ′ ∈ ds(P ).
The concept of lumpable bisimulation on high contexts is based on the idea is
that, given two PEPA models P and Q, when a high level context C[_] filled
with P executes a certain activity engaging in a transition from P to P ′, then
the same context filled with Q is able to reproduce this step moving Q to Q′ so
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that P ′ and Q′ are again lumpably bisimilar on high context, and vice-versa.
Notice that this must be true for every possible high context C[_]. It is impor-
tant to note that the quantification over all possible high contexts is reiterated
for P ′ and Q′. For a PEPA model P , α ∈ A, S ⊆ ds(P ) and a high context
C[_] we define:

qC(P, P ′, α) =
∑

C[P ]
(α,rα)−−−→C′[P ′]

rα

and
qC [P, S, α] =

∑
P ′∈S

qC(P, P ′, α).

Consider the next definition of lumpable bisimulation on high contexts :

Definition 6.2.3. (Lumpable bisimilarity on high contexts) An equivalence
relation over PEPA components, R ⊆ C × C is a lumpable bisimulation on
high context if whenever (P,Q) ∈ R then for all high context C[_], for all
α ∈ A and for all S ∈ C/R such that

• either α 6= τ ,

• or α = τ and P,Q /∈ S,

it holds
qC [P, S, α] = qC [Q,S, α].

Two PEPA components P and Q are lumpably bisimilar on high contexts,
written P ≈hc

l Q, if (P,Q) ∈ R for some lumpable bisimulation on high context
R, i.e.,

≈hc
l =

⋃
{R | R is a lumpable bisimulation on high contexts.}

≈hc
l is called lumpable bisimilarity on high contexts and it is the largest sym-

metric lumpable bisimulation on high context over PEPA components. It is
easy to prove that ≈hc

l is an equivalence relation.

The next theorem, Theorem 5, provides a characterization of Persistent
Stochastic Non-Interference in terms of ≈hc

l . Nevertheless, the relation ≈hc
l

still contains a universal quantification over all high level contexts. However,
the characterization of PSNI given in Theorem 5 provides another look to the
meaning and the properties of PSNI. Notice that the theorem statement and
its proof are those introduced by the authors of [37].
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Theorem 5. Let P be a PEPA component. Then

P ∈ PSNI iff P \H ≈hc
l P.

Proof. First of all we should prove that P \ H ≈hc
l P implies P ∈ PSNI.

Consider the following relation:

R = {((P ��
H
H)/H , (Q��

H
H)/H ) | H ∈ CH and P ≈hc

l Q}.

From the knowledge that ≈hc
l is an equivalence relation, it can be easily

said that also R is an equivalence relation. For the purpose of proving that
P ∈ PSNI it is sufficient to show that R is a lumpable bisimulation. Indeed, if
P \H ≈hc

l P then for all P ′ ∈ ds(P ) there is P ′′ \H ∈ ds(P \H ) such that
P ′′ \H ≈hc

l P ′ and, by definition of R, for all H ∈ CH ,
((P ′′\H ��

H
H)/H , (P ′ ��

H
H)/H ) ∈ R. Since R is a lumpable bisimulation,

it can be stated that for all H ∈ CH , (P ′′ \ H ��
H
H)/H ≈l P ′′ \ H ≈l

(P ′ ��
H
H)/H . In particular, there can exists H̄ ∈ CH such that (P ′ ��

H
H̄)/H

is coincident with P ′ \H . Since we know that ≈l is an equivalence relation,
by symmetry and transitivity, for every P ′ ∈ ds(P ) and for every H ∈ CH ,
P ′′ \H ≈l P ′ \H ≈l (P ′ ��

H
H̄)/H , i.e., P ∈ PSNI.

Let α ∈ A. Now we should show that if (P \H ��
H
H), (Q��

H
H)/H ∈ R and

S ∈ C/R then either α 6= τ and q[P ��
H
H/H , S, α] = q[Q��

H
H/H , S, α] or

α = τ and if (P \H ��
H
H), (Q��

H
H)/H /∈ S then

q[P ��
H
H/H , S, α] = q[Q��

H
H/H , S, α]. Notice that, by definition ofR, S ∈

C/R if and only if there exists S ′ ∈ C/≈hc
l such that S = {(P ��

H
H)/H | P ∈

S ′}. The proof follows immediately from the fact that if P ≈hc
l Q then

• if α 6= τ then qC [P, S ′, α] = qC [Q,S ′, α] for all S ′ ∈ C/≈hc
l that is

q[(P ��
H
H)/H , S, α] = q[(Q��

H
H)/H , S, α] for all S ∈ C/R.

• if α = τ and P,Q /∈ S ′ then qC [P, S ′, α] = qC [Q,S ′, α] for all S ′ ∈ C/≈hc
l

that is q[(P ��
H
H)/H , S, α] = q[(Q��

H
H)/H , S, α] for all S ∈ C/R

with (P ��
H
H)/H , (Q��

H
H)/H /∈ S.

Now it is necessary to prove that if P ∈ PSNI then P \H ≈hc
l P . Let us

consider the relation

R = {(P1 \H , P2) | P1 \H ≈l P2 \H and P2 ∈ PSNI}.
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Let R∗ be the reflexive, symmetric and transitive closure of R. It is necessary
to show R∗ is a lumpable bisimulation on high contexts. R∗ contains pairs of
the following types:

• (P1 \H , P2) ∈ R

• (P1 \H , P3 \H ) such that (P1 \H , P2) ∈ R and (P3 \H , P2) ∈ R,
i.e., P2 ∈ PSNI and P1 \H ≈l P2 \H ≈l P3 \H

• (P1, P3) such that (P2 \H , P1) ∈ R and (P2 \H , P3) ∈ R, i.e., P1 ∈
PSNI, P3 ∈ PSNI and P1 \H ≈l P2 \H ≈l P3 \H

• all the symmetric pairs with respect to the above pairs and all the identity
pairs

Notice that

R∗ = {(P,Q) | P ∈ PSNI, Q ∈ PSNI and P \H ≈l Q \H } ∪ Id.

First of all, we show that for each equivalence class S ∈ C/R∗ with |S|> 1 there
exist S ′1, S ′2, ..., S ′k ∈ C/≈l such that S = ∪ki=1S

′
i. For the purpose of showing

this it is sufficient that if |S|> 1 and S ′ ∩ S 6= ∅ with S ′ ∈ C/≈l then S ′ ⊆ S.
Since |S|> 1 and S ′∩S 6= ∅ there exists P ∈ PSNI and P ∈ S ′∩S. Let Q ∈ S ′
then P ≈l Q and hence by Lemma 4 Q ∈ PSNI and P \H ≈l Q\H , so Q ∈ S.

Consider a high context C[_] and some α ∈ A. It is necessary to prove if
(P,Q) ∈ R∗ and S ∈ C/R∗ then either α 6= τ and qC [P, S, α] = qC [Q,S, α] or
α = τ and if P,Q /∈ S then qC [P, S, α] = qC [Q,S, α]. We consider only the case
P 6= Q since the case P = Q is obvious. This ensures that P and Q are PSNI.

• Assume α 6= τ . From the fact that P,Q ∈ PSNI and P \H ≈l Q \H it
follows that for all S ′ ∈ C/≈l, qC [P, S ′, α] = qC [Q,S ′, α]. Since S ∈ C/R∗
is the union of classes of C/≈l then we have that qC [P, S, α] = qC [Q,S, α].

• Assume α = τ and P, S /∈ S. One can notice that, by definition of R∗,
also P \H , Q \H /∈ S. Since P,Q ∈ PSNI and P \H ≈l Q \H it
follows that for all S ′ ∈ C/≈l such that P \H , Q\H /∈ S ′, qC [P, S ′, τ ] =
qC [Q,S ′, τ ]. Since S ∈ C/R∗ is the union of classes of C/≈l then we have
that qC [P, S, α] = qC [Q,S, α].
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2

The authors of [37] have proved that it is possible to characterize the prop-
erty PSNI by keeping away both the universal quantification over all the possi-
ble high level components and the universal quantification over all the possible
reachable states. For the lumpable bisimulation case, we have noticed that it
implicitly contains a quantification over all possible high contexts. Now the
challenge is to express ≈hc

l in a rather simpler way by trying to use exclusively
local information. This can be done by defining a novel equivalence relation
which focuses only on observable equivalence where actions from H are ig-
nored.

Consider the next definition of the notion of lumpable bisimilarity up to H :

Definition 6.2.4. (Lumpable bisimilarity up to H ) An equivalence relation
over PEPA components, R ⊆ C × C is a lumpable bisimulation up to H if
whenever (P,Q) ∈ R then for all α ∈ A and for all S ∈ C/R

• if α /∈H ∪ {τ} then

q[P, S, α] = q[Q,S, α],

• if α ∈H ∪ {τ} and P,Q, /∈ S then

q[P, S, α] = q[Q,S, α].

Two PEPA components P and Q are lumpably bisimilar up to H , written
P ≈H

l Q, if (P,Q) ∈ R for some lumpable bisimulation up to H , i.e.,

≈H
l =

⋃
{R | R is a lumpable bisimulation up to H }.

≈H
l is called lumpable bisimilarity up to H and it is the largest symmetric

lumpable bisimulation up to H over PEPA components. It is easy to prove
that ≈hc

l and ≈H
l are equivalent.

The next theorem proves that relations ≈hc
l and ≈H

l are equivalent. Con-
sider the following lines:

Theorem 6. Let P and Q be two PEPA components. Then

P ≈hc
l Q if and only if P ≈H

l Q.
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Proof. First of all, it will be shown that P ≈hc
l Q implies P ≈H

l . For this
purpose we will show that ≈hc

l is a lumpable bisimulation up to H . This
follows from the following cases.

• Consider α /∈H ∪{τ}. Since P ≈hc
l Q it holds that for all S ∈ C/≈hc

l and
for all high context C[_], qC [P, S, α] = qC [Q,S, α]. Since α /∈ H ∪ {τ},
we have that q[P, S, α] = q[Q,S, α].

• Let α ∈ H ∪ {τ}. From the fact that P ≈hc
l Q it holds that for all

S ∈ C/≈hc
l such that P,Q /∈ S and for all high context C[_], qC [P, S, τ ] =

qC [Q,S, τ ]. If C[_] does not synchronize neither with P nor with Q, we
have that q[P, S, τ ] = q[Q,S, τ ]. On the other hand, let C[_] be a context
with only one current action type h ∈ H . Then, from qC [P, S, τ ] =
qC [Q,S, τ ] and q[P, S, τ ] = q[Q,S, τ ], it follows that if P cooperates over
h then also Q cooperates over h and q[P, S, h] = q[Q,S, h].

Now, it is possible to show if P ≈H
l Q then P ≈hc

l Q. For this purpose is
sufficient to prove that ≈H

l is a lumpable bisimulation on high contexts. This
follows from the following cases.

• Let α /∈ H ∪ {τ}. From the fact that P ≈H
l Q it holds that for all

S ∈ C/≈H
l , q[P, S, α] = q[Q,S, α]. Since a high context can only perform

high level activities, we have that q[P, S, α] = qC [P, S, α] and q[Q,S, α] =
qC [Q,S, α] for all high context C[_]. Hence, qC [P, S, α] = qC [Q,S, α].

• Let α = τ . We prove that qC [P, S, α] = qC [Q,S, α] for all high level
context C[_]. Henceforward, the inductive technique on the number
of current action types of C[_] that synchronize with P and Q will be
used. Since P ≈H

l Q it holds that for all S ∈ C/≈H
l such that P,Q /∈ S,

q[P, S, τ ] = q[Q,S, τ ]. If C[_] does not synchronize with P and Q we have
that q[P, S, τ ] = qC [P, S, τ ] and q[Q,S, τ ] = qC [Q,S, τ ], i.e., qC [P, S, τ ] =
qC [Q,S, τ ]. Let C[_] be a context that has only one current action type
h ∈H that synchronizes with P and Q. From the fact that P ≈H

l Q it
holds that for all S ∈ C/≈H

l such that P,Q /∈ S, q[P, S, h] = q[Q,S, h]
and q[P, S, τ ] = q[Q,S, τ ], we get qC [P, S, τ ] = qC [Q,S, τ ]. The inductive
step trivially follows.

2

Theorem 6 allows us to identify a local property of processes, with no quan-
tification on the states and on the high contexts, which is a necessary and
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sufficient condition for Persistent Stochastic Non-Interference. Consider the
following corollary:

Corollary 6.1. Let P be a PEPA component. Then

P ∈ PSNI iff P \H ≈H
l P.

In the end, we are able to provide a characterization of PSNI in terms of
unwinding conditions. Specifically, if a state P ′ of a PSNI PEPA model P
execute a high level activity leading it to a state P ′′, then P ′ and P ′′ are not
distinguishable for a low level observer. Then consider the next theorem:

Theorem 7. Let P be a PEPA component.

P ∈ PSNI iff ∀P ′ ∈ ds(P ),

P ′
(h,r)−−→ P ′′ implies P ′ \H ≈l P ′′ \H .

Proof. First of all, it will be proved that if P ∈ PSNI then for all P ′ ∈ ds(P ),

P ′
(h,r)−−→ P ′′ implies P ′ \H ≈l P ′′ \H . Indeed, by Proposition 12, P ′ ∈ PSNI

and thus, by Corollary 6.1, P ′ \H ≈H
l P ′. By Definition 6.0.4 of ≈H

l , for
all S ∈ C/≈H

l such that P ′ \H , P ′ /∈ S, both q[P ′ \H , S, τ ] = q[P ′, S, τ ]
and q[P ′ \H , S, h] = q[P ′S, h]. Since P ′ \H does not perform any high level

action, q[P ′ \H , S, h] = 0 while, since P ′
(h,r)−−→ P ′′, q[P ′, S, h] 6= 0. Therefore,

from P ′ \H ≈H
l P ′, either h is not a current action type of P ′ or P ′ \H ,

P ′ ∈ S, i.e., P ′ \H ≈H
l P ′′. Since also P ′′ ∈ PSNI, from P ′′ \H ≈H

l P ′′

it follows that P ′ \H ≈H
l P ′′ \H . Finally, since both P ′ \H and P ′′ \H

do not perform any high level activity, P ′ \H ≈H
l P ′′ \H is equivalent to

P ′ \H ≈l P ′′ \H .

Now it is possible to show that if for all P ′ ∈ ds(P ), P ′
(h,r)−−→ P ′′ implies

P ′ \H ≈l P ′′ \H then P ∈ PSNI. In particular, by Corollary 6.1 we have to
prove that P \H ≈H

l P . Let R = {(P ′ \H , P ′′) | P ′ \H ≈l P ′′ \H }. If
we prove that R is a lumpable bisimilarity up to H , then we have the thesis.
Indeed, one can observe that from P ′ \H ≈l P ′′ \H , for all α /∈ H , for
all S ∈ C/R we get q[P ′ \H , S, α] = q[P ′′, S, α]. Finally, if α ∈ H , for all

S ∈ C/R we have q[P ′ \H , S, α] = 0 and if P ′
(h,r)−−→ P ′′ then P ′ \H , P ′′ ∈ S.

Hence R is a lumpable bisimilarity up to H . 2
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Now, by exploiting the relation ≈H
l , Persistent Stochastic Non-Interference

property can also be defined as follows.

Theorem 8. Let P be a PEPA component.

P ∈ PSNI iff ∀P ′ ∈ ds(P ),

P ′
(h,r)−−→ P ′′ implies P ′ ≈H

l P ′′.

Proof. First of all, one can show that if P ∈ PSNI then for all P ′ ∈ ds(P ),

P ′
(h,r)−−→ P ′′ implies P ′ ≈H

l P ′′. Indeed, by Proposition 12, P ′ ∈ PSNI and
therefore, by Corollary 6.1, P ′ \H ≈H

l P ′. By Definition 6.0.4 of ≈H
l , for all

S ∈ C/≈H
l such that P ′ \H , P ′ /∈ S, both q[P ′ \H , S, τ ] = q[P ′, S, τ ] and

q[P ′\H , S, h] = q[P ′S, h]. Hence, if P ′\H , P ′ /∈ S, since P ′\H is not able to
perform any high level transition it holds q[P ′ \H , S, h] = q[P ′, S, h] = 0. Let

S ′′ be the equivalence class of P ′′. Since P ′
(h,r)−−→ P ′′ it holds q[P ′, S ′′, h] 6= 0

and it has to be P ′ ∈ S ′′.

Now it is possible to prove that if for all P ′ ∈ ds(P ), P ′
(h,r)−−→ P ′′ implies

P ′ ≈H
l P ′′, then P ∈ PSNI. In particular, by Corollary 6.1 we have to prove

that P \H ≈H
l P . Let R = {(P ′ \H , P ′) | P ′ ∈ ds(P )}∪ ≈H

l . If we show
thatR is a lumpable bisimilarity up to H , then we have the thesis. Indeed, one
can observe that for all α /∈H and for all P ′′ it holds q(P ′ \H , P ′′ \H , α) =
q(P ′, P ′′, α), so for all S ∈ C/R we get q[P ′ \H , S, α] = q[P ′, S, α]. Finally, if
α ∈ H , for all S ∈ C/R we have q[P ′ \H , S, α] = 0. Since ≈H

l ⊆ R by the
hypothesis we have that if P ′ /∈ S, then q[P ′, S, α] = 0. Hence, R is a lumpable
bisimilarity up to H . 2

Corollary 6.1 and Theorems 7 and 8 provide different characterizations of
PSNI and they naturally allow to apply different efficient methods for the
verification and construction of secure systems.

6.3 Properties of Persistent Stochastic
Non-Interference

In this section, some interesting properties of PSNI studied in [37] are reported.
In particular, it is proved that PSNI is compositional with respect to low prefix,
cooperation over low actions and hiding.
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Proposition 12. Let P and Q be two PEPA components. If P,Q ∈ PSNI
then

• (α, r).P ∈ PSNI for all α ∈ L ∪ {τ}

• P/L ∈ PSNI for all L ⊆ A

• P ��
L
Q ∈ PSNI for all L ⊆ L

Proof. Let us assume that P,Q ∈ PSNI.

• If P ∈ PSNI then for all P ′ ∈ ds(P ), P ′
(h,r)−−→ P ′′ implies P ′ \H ≈l

P ′′ \H . This property is naturally maintained for the PEPA component
(α, r).P when α ∈ L ∪ {τ}.

• If P ∈ PSNI then for all P ′ ∈ ds(P ), P ′
(h,r)−−→ P ′′ implies P ′ \H ≈l

P ′′ \H . Let L ⊆ A and P ′/L ∈ ds(P ). Assume that P ′/L
(h,r)−−→ P ′′/L.

Since P ′ \H ≈l P ′′ \H , subsequently (P ′ ��
H
H̄) ≈l (P ′′ ��

H
H̄) for any

high level PEPA component H̄ that does not cooperate with P . Since
lumpable bisimilarity is a congruence for the evaluation contexts, for all
L ⊆ A, (P ′ ��

H
H̄)/L ≈l (P ′′ ��

H
H̄)/L. One can assume that

~A(H̄) ∩ L = ∅ and therefore, since also ~A(H̄) ∩ ~A(P̄ ) = ∅,
(P ′/L��

H
H̄)/L ≈l (P ′′/L��

H
H̄)/L, i.e., (P ′/L) \H ≈l (P ′′/L) \H .

• If P,Q ∈ PSNI then for all P ′ ∈ ds(P ), P ′
(h,r)−−→ P ′′ implies P ′\H ≈l P ′′\

H and for all Q′ ∈ ds(Q), Q′
(h,r)−−→ Q′′ implies Q′\H ≈l Q′′\H . Let L ⊆

L and P ′ ��
L
Q′ ∈ ds(P ��

L
Q). Consider that P ′ ��

L
Q′

(h,r)−−→ P ′′ ��
L
Q′′.

In this case, either P ′
(h,r)−−→ P ′′ orQ′

(h,r)−−→ Q′′. Let us assume that P ′
(h,r)−−→

P ′′ and then (P ′ ��
L
Q′)

(h,r)−−→ (P ′′ ��
L
Q′). Since the hypothesis is P ∈

PSNI, we have that P ′ \H ≈l P ′′ \H , i.e., (P ′ ��
H
H̄) ≈l (P ′′ ��

H
H̄) for

any high level PEPA component H̄ that does not cooperate with P and
Q. From the fact that ≈l is a congruence with respect to the cooperation
operator we have (P ′ ��

H
H̄) ��

L
(Q′ ��

H
H̄) ≈l (P ′′ ��

H
H̄) ��

L
(Q′ ��

H
H̄),

moreover since H ∩L = ∅ we obtain (P ′ ��
L
Q′) ��

H
H̄ ≈l (P ′′ ��

L
Q′) ��

H
H̄,

i.e., (P ′ ��
L
Q′) \H ≈l (P ′′ ��

L
Q′) \H . In case that Q′

(h,r)−−→ Q′′ the
proof is analogous.
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2

The fact that PSNI is not preserved by the choice operator is a consequence
of the fact that lumpable bisimilarity is not a congruence for this operator.

Example 1. In this example we will consider a web server which is able to
serve the requests coming from clients. First of all, the client makes a request
through the activity req with rate ρ. Consequently, the server can directly
reply with type res and rate µ or it can redirect the request to another server,
for example in a shopping web site, there can exists a redirect to a payment
service. The server which receives the redirection is going to process a high
level authentication with type log and rate λ and then a reply is sent to the
client with type res and rate µ. From the payment service viewpoint, the
reply sent from P3 to P1 may denote the confirmation of the payment received
by the customer. We will show that the system presented in this example
satisfies PSNI, but it can be useful to understand the guidelines suggested by
the theoretical property in order to design system models. In particular, it is
important to notice that the observer should not to be able to understand if a
payment took place. There are two suggestions given by PSNI to achieve this.
First, the reply sent by P3 must have the same rate of that sent by P2. If this is
not the case, the malicious observer may statistically infer what the customer
is doing. The second suggestion consists in the following: once the system
is in P2, there must be a race policy between res and log even if the system
intends to perform a log activity. If this is not the case, the malicious observer
would be able to statistically detect the high level from the convolution of two
exponential random variables with rates λ and µ. This may be implemented
by sending from P2 fictitious messages to P1 with the aim of confusing the
observer.
Formally, the system has the following PEPA specification:

P1
def
= (res, ρ).P2

P2
def
= (res, µ).P1

P2
def
= (log, λ).P3

P3
def
= (res, µ).P1

and its derivation graph is depicted in Figure 6.1 here below.
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Figure 6.1: A simple three state model

In this case, following Theorem 7, we can prove that P1 ∈ PSNI. Indeed, it
is easy to prove that P2 \H ≈l P3 \H when ≈l is the lumpable bisimilarity,
meaning that P2 and P3 are not distinguishable for a low level observer. In
particular, the probability for a low level user to observe, in steady-state, the
system being in state P1 doesn’t depend on the behaviour of P2. Namely, there
is no importance of how frequently P2 performs high level activity (log, λ).
To see this, suppose that P2 always synchronizes on log. Then for a low level
observer, the system behaves as P1/H as depicted in Figure 6.2 here below.

Figure 6.2: The model of P1/H

We can compute the steady-state distribution of P1/H by solving the
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global balance equations together with the normalization condition, obtain-
ing:

πρ = π2µ+ π3µ

π2(λ+ µ) = π1ρ

π3µ = π2λ

π1 + π2 + π3 = 1

whose solution is

π1 =
µ

µ+ ρ

π2 =
µρ

(µ+ ρ)(λ+ µ)

π3 =
λρ

(µ+ ρ)(λ+ µ)

where π1, π2 and π3 denote the steady-state probabilities of states P1/H ,
P2/H and P3/H , respectively.

Consider now the case in which P2 never synchronizes over log. Then, the
low level view of the system is represented by P1 \H depicted in Figure 6.3
here below.

Figure 6.3: The model of P1 \H

Again, we can compute the steady-state distribution of P1 \H by solving
the global balance equations with the normalization condition, obtaining:
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π′ρ = π′2µ

π′2(λ+ µ) = π′1ρ

π′1 + π′2 = 1

whose solution is

π′1 =
µ

µ+ ρ

π′2 =
ρ

µ+ ρ

where π′1 and π′2 are the steady-state probabilities of P1 \H and P2 \H ,
respectively. This shows that, from the low level point of view, the steady-state
probability of P1 is independent of the fact that P2 has cooperated with a high
level context or not.
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Chapter 7

Approximate Persistent Stochastic
Non-Interference

7.1 Overview
In the previous chapter, we have seen that the information security flow prop-
erty Persistent Stochastic Non-Interference is one of the very few results, within
the security of information field of research, which takes into account the tim-
ing behaviour of the analysed system. Indeed, from the user’s point of view, it
is of crucial importance to be ensured that a system is secure and he can really
trust it: the system should guarantee for all its users that sensitive information
never flows to unauthorized entities and in this context Persistent Stochastic
Non-Interference property will result very useful for systems specified as terms
of the quantitative Markovian process algebra, PEPA language.
PSNI is based on bisimulation-like equivalence relation inducing a lumping on
the underlying Markov chain: in the formal definition of PSNI given in Def-
inition 6.2.2 in Chapter 6, we can see that the equivalence relation lumpable
bisimulation ≈l is used. More specifically, for a low level user (P ��

H
0) and

(P ��
H
H) are indistinguishable, meaning that (P ��

H
0)/H and (P ��

H
H)/H

are lumpably bisimilar. Lumpable bisimulation, introduced in Definition 4.3.1
in Chapter 4, requires that for all activity in the activity set A and for all equiv-
alence class S ∈ C/R, the total conditional transition rate from one component
to any equivalence class is the same to the total conditional transition rate
from another component to the same equivalence class. It is going to equate
all the reachable and indistinguishable states of the system and the probability

89



90 CHAPTER 7. APPROXIMATE PSNI

of observing the system in a state P is the sum of probabilities of the states
lumpably bisimilar to P . Nevertheless, this requirement results to be too much
restrictive, since it is very difficult to find a real world system which satisfies
the lumpability condition for the underlying Markov chain, and consequently
very few real system models will satisfy PSNI based on lumpable bisimulation.
For the purpose of coping this problem, in this chapter the notions of Quasi-
Persistent Stochastic Non Interference and Approximate-Persistent Stochastic
Non Interference are presented. They consist in the attempts of relaxing the
requirements of the property PSNI, by exploiting equivalence relations such
as quasi-lumpable bisimulation and proportional bisimulation introduced and
studied in previous sections.
This chapter is divided in two main sections: in the first section the quasi-
Persistent Stochastic Non-Interference based on quasi-lumpable bisimulation
is introduced and studied by analysing its problems, while in the second sec-
tion approximate-Persistent Stochastic Non-Interference based on proportional
bisimulation is presented and studied in its details.

7.2 Quasi-Persistent Stochastic
Non-Interference

In this section the notion of quasi-PSNI is presented. As the name suggests, it
is based on the equivalence relation quasi-lumpable bisimulation ≈εl with respect
a bound ε, with ε ≥ 0, which has been introduced in Chapter 5. Henceforward,
quasi-Persistent Stochastic Non Interference property will be indicated short-
ened as Q-PSNI.

In order to formally define Q-PSNI we should first of all define Q-SNI, as
in the previous PSNI case. Therefore, consider the next definition, presented
in the same way as SNI definition in Definition 6.2.1 in the previous chapter:

Definition 7.2.1. (Quasi-Stochastic Non Interference) Let P be a PEPA com-
ponent and ε be a bound, ε ≥ 0.

P ∈ Q-SNI iff ∀H ∈ CH ,

(P ��
H

0)/H ≈εl (P ��
H
H)/H .
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Now, also the persistent version of Q-SNI can be defined. Consider the
following definition:

Definition 7.2.2. (Quasi-Persistent Stochastic Non-Interference) Let P be a
PEPA component and ε be a bound, ε ≥ 0.

P ∈ Q-PSNI iff ∀P ′ ∈ ds(P ), ∀H ∈ CH ,

P ′ ∈ Q-SNI, i.e., (P ′ ��
H

0)/H ≈εl (P ′ ��
H
H)/H .

However, it may result dangerous to involve the equivalence relation quasi-
lumpable bisimulation within the characterization of PSNI. Indeed, the main
problem we may encounter with the notion of quasi-lumpable bisimulation is
that, the latter equivalence relation with respect to a specific bound ε ≥ 0
is not preserved under union, meaning that the union of two quasi-lumpable
bisimulations with respect to ε is a quasi-lumpable bisimulation, but in general
not with respect to the same bound. For this reason, a construction of secure
systems by adopting Q-PSNI may engage in a very complicated task, so that,
we may prefer the use of proportional bisimulation equivalence relation in order
to newly define the PSNI property in a safer way.

7.3 Approximate Persistent Stochastic
Non-Interference

We have just seen in the previous section that Q-PSNI is not the optimal alter-
native to the existing PSNI property, since Q-PSNI is based on quasi-lumpable
bisimulation which is not preserved under the union. In this context, we can
still try to relax the property PSNI by using another equivalence relation, pro-
portional bisimulation, denoted as ≈κl , which has been previously introduced in
Chapter 5. Henceforward, we indicate the approximate-Persistent Stochastic
Non Interference as A-PSNI.

In order to formally define A-PSNI we should first of all define A-SNI, as
in the previous PSNI case. Therefore, consider the next definition, presented
in the same way as SNI definition in Definition 6.2.1 in the previous chapter:
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Definition 7.3.1. (Approximate-Stochastic Non-Interference) Let P be a PEPA
component and κ a function from PEPA components to R+.

P ∈ A-SNI iff ∀H ∈ CH ,

(P ��
H

0)/H ≈κl (P ��
H
H)/H .

Now, we can define the persistent version of A-SNI. Consider the next
definition:

Definition 7.3.2. (Approximate-Persistent Stochastic Non-Interference) Let
P be a PEPA component and κ a function from PEPA components to R+.

P ∈ A-PSNI iff ∀P ′ ∈ ds(P ), ∀H ∈ CH ,

P ′ ∈ A-SNI, i.e., (P ′ ��
H

0)/H ≈κl (P ′ ��
H
H)/H .

Henceforth, with P \H we denote the PEPA component (P ′ ��
H

0)/H .
Intuitively P \H denotes the component P prevented from performing high
level actions. Therefore, we can characterize the A-PSNI property as follows:

Proposition 13. Let P be a PEPA component and κ a function from PEPA
components to R+.

P ∈ A-PSNI iff ∀P ′ ∈ ds(P ), ∀H ∈ CH ,

P ′ \H ≈κl (P ′ ��
H
H)/H .

Now that we have both the definition of A-SNI and A-PSNI, we can try to
present further properties and characterization of A-PSNI. Consider the next
lemma:

Lemma 9. Let P and Q be PEPA component, H a high level PEPA component
and κ a function from PEPA components to R+ such that κ

P ��
H

H
= κP for all

PEPA component P and for all high level component H. If P and Q are two
PEPA components such that P ≈κl Q then (P ��

H
H) \H ≈κl (Q��

H
H) \H .
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The lemma here above is going to state that if two components are propor-
tionally bisimilar, then the cooperation of one component with any high level
component, prevented from performing any high level activity is equivalent
to the cooperation of the other component with the same high level compo-
nent, prevented from performing any high level activity, too. The latter result
will be useful in order to prove theorems which will be presented in this section.

Non we are able to prove that A-PSNI is preserved by proportional bisim-
ulation. Consider the next lemma:

Lemma 10. Let P and Q be PEPA component and κ a function from PEPA
components to R+. If P and Q are two PEPA components such that P ≈κl Q
and P ∈ A-PSNI then also Q ∈ A-PSNI.

Proof. First of all, one can notice that for all Q′ ∈ ds(Q) there exists P ′ ∈ ds(P )
such that P ′ ≈κl Q′. From P ′ ≈κl Q′ the fact that P ′ ∈ A-PSNI can derived
from Lemma 9. Additionally, from Lemma 10, we have Q′ \H ≈κl P ′ \H ≈κl
(P ′ ��

H
H) \H ≈κl (Q′ ��

H
H) \H , ∀H ∈ CH . 2

As in the PSNI case, we want to characterize A-PSNI without quantifi-
cation over all the high level components H. In order to achieve this, we
should define a new equivalence relation called proportional bisimulatiton on
high context. In particular, consider the following lines:

Definition 7.3.3. (Proportional bisimilarity on high contexts) Let κ be a func-
tion from PEPA components to R+. An equivalence relation over PEPA com-
ponents, R ⊆ C×C is a proportional bisimulation on high context if whenever
(P,Q) ∈ R then for all high context C[_], for all α ∈ A and for all S ∈ C/R
such that

• either α 6= τ ,

• or α = τ and P,Q /∈ S,
it holds

qC [P, S, α]

κP
=
qC [Q,S, α]

κQ
.

Two PEPA components P and Q are proportionally bisimilar on high contexts,
written P ≈hc

l,κ Q, if (P,Q) ∈ R for some proportional bisimulation on high
context R, i.e.,

≈hc
l,κ=

⋃
{R | R is a proportional bisimulation on high contexts.}
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≈hc
l,κ is called proportional bisimilarity on high contexts and it is the largest

symmetric proportional bisimulation on high context over PEPA components.
Moreover, ≈hc

l,κ is an equivalence relation.

Theorem 11 gives a characterization of A-PSNI in terms of ≈hc
l,κ, even if ≈hc

l,κ

still contains a universal quantification over all high level contexts. Consider
the following theorem:

Theorem 11. Let P be a PEPA component and κ a function from PEPA
components to R+. Then

P ∈ A-PSNI iff P \H ≈hc
l,κ P.

Proof. First of all, it is proved that P \ H ≈hc
l,κ P implies P ∈ A-PSNI.

Consider the following relation

R = {((P ��
H
H)/H , (Q��

H
H)/H ) | H ∈ CH and P ≈hc

l,κ Q}.

Since ≈hc
l,κ is an equivalence relation, it follows that also R is an equivalence

relation. To prove that P ∈ A-PSNI it is sufficient to show that R is a
proportional bisimulation. In fact, if P \H ≈hc

l,κ P then for all P ′ ∈ ds(P )

there exists P ′′ \H ∈ ds(P \H ) such that P ′′ \H ≈hc
l,κ P

′ and, by definition
of R, for all H ∈ CH , ((P ′′ \H ��

H
H)/H , (P ′ ��

H
H)/H ) ∈ R. Since R is a

proportional bisimulation, we have that for all H ∈ CH ,
(P ′′ \H ��

H
H)/H ≈κl P ′′ \H ≈κl (P ′ ��

H
H)/H . In particular, there exists

H̄ ∈ CH such that (P ′ ��
H
H̄)/H coincides with P ′ \ H . Since ≈κl is an

equivalence relation, by symmetry and transitivity, therefore for every P ′ ∈
ds(P ) and for every H ∈ CH , P ′′ \ H ≈κl P ′ \ H ≈κl (P ′ ��

H
H̄)/H , i.e.,

P ∈ A-PSNI.
Consider α ∈ A. One should prove that if ((P \H ��

H
H), (Q��

H
H)/H ) ∈ R

and S ∈ C/R then either α 6= τ and
q[P ��

H
H/H ,S,α]

κ
P ��

H
H/H

=
q[Q ��

H
H/H ,S,α]

κ
Q ��

H
H/H

or α = τ

and if (P \H ��
H
H), (Q��

H
H)/H /∈ S then

q[P ��
H

H/H ,S,α]

κ
P ��

H
H/H

=
q[Q ��

H
H/H ,S,α]

κ
Q ��

H
H/H

.

One should recognize that, by definition of R, S ∈ C/R if and only if there
exists S ′ ∈ C/≈hc

l,κ such that S = {(P ��
H
H)/H | P ∈ S ′}. The proof follows

immediately from the fact that if P ≈hc
l,κ Q then
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• if α 6= τ then qC [P,S′,α]
κP

= qC [Q,S′,α]
κQ

for all S ′ ∈ C/≈hc
l,κ that is

q[P ��
H

H/H ,S,α]

κ
P ��

H
H/H

=
q[Q ��

H
H/H ,S,α]

κ
Q ��

H
H/H

for all S ∈ C/R.

• if α = τ and P,Q /∈ S ′ then qC [P,S′,α]
κP

= qC [Q,S′,α]
κQ

for all S ′ ∈ C/≈hc
l,κ that

is
q[P ��

H
H/H ,S,α]

κ
P ��

H
H/H

=
q[Q ��

H
H/H ,S,α]

κ
Q ��

H
H/H

for all S ∈ C/R with

(P ��
H
H)/H , (Q��

H
H)/H /∈ S.

Now it is possible to show if P ∈ A-PSNI then P \ H ≈hc
l,κ P . Let us

consider the relation

R = {(P1 \H , P2) | P1 \H ≈κl P2 \H and P2 ∈ approximate-PSNI}.

Let R∗ be the reflexive, symmetric and transitive closure of R. Then one
should prove that R∗ is a proportional bisimulation on high contexts. R∗
contains pairs of the following types:

• (P1 \H , P2) ∈ R

• (P1 \H , P3 \H ) such that (P1 \H , P2) ∈ R and (P3 \H , P2) ∈ R,
i.e., P2 ∈ A-PSNI and P1 \H ≈κl P2 \H ≈κl P3 \H

• (P1, P3) such that (P2 \H , P1) ∈ R and (P2 \H , P3) ∈ R, i.e., P1 ∈
A-PSNI, P3 ∈ A-PSNI and P1 \H ≈l P2 \H ≈κl P3 \H

• all the symmetric pairs with respect the above pairs and all the identity
pairs

Notice that

R∗ = {(P,Q) | P ∈ A-PSNI, Q ∈ A-PSNI and P \H ≈κl Q \H } ∪ Id.

First of all it is necessary to prove that for each equivalence class S ∈ C/R∗
with |S|> 1 there exist S ′1, S ′2, ..., S ′k ∈ C/≈κl such that S = ∪ki=1S

′
i. For the

purpose of proving this it is sufficient that if |S|> 1 and S ′ ∩ S 6= ∅ with
S ′ ∈ C/≈κl then S ′ ⊆ S. Since |S|> 1 and S ′ ∩ S 6= ∅ there exists P ∈ A-PSNI
and P ∈ S ′∩S. Let Q ∈ S ′ then P ≈κl Q and hence by Lemma 11 Q ∈ A-PSNI
and P \H ≈κl Q \H , so Q ∈ S.
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Let C[_] be a high context and α ∈ A. We have to prove that if (P,Q) ∈ R∗
and S ∈ C/R∗ then either α 6= τ and qC [P,S,α]

κP
= qC [Q,S,α]

κQ
or α = τ and if

P,Q /∈ S then qC [P,S,α]
κP

= qC [Q,S,α]
κQ

. We consider only the case P 6= Q since the
case P = Q is trivial. This ensures that P and Q are A-PSNI.

• Let us assume α 6= τ . From the fact that P,Q ∈ A-PSNI and P \H ≈κl
Q \H follows that for all S ′ ∈ C/≈κl ,

qC [P,S′,α]
κP

= qC [Q,S′,α]
κQ

. Since S ∈
C/R∗ is the union of classes of C/≈κl then we have that qC [P,S,α]

κP
= qC [Q,S,α]

κQ
.

• Assume α = τ and P, S /∈ S. One should notice that, by definition of R∗,
also P \H , Q \H /∈ S. Since P,Q ∈ A-PSNI and P \H ≈κl Q \H it
follows that for all S ′ ∈ C/≈κl such that P \H , Q \H /∈ S ′, qC [P,S′,τ ]

κP
=

qC [Q,S′,τ ]
κQ

. Since S ∈ C/R∗ is the union of classes of C/≈κl then we have

that qC [P,S,α]
κP

= qC [Q,S,α]
κQ

.

2

As in the previous section, let us define a novel equivalence relation which
focuses only on observable equivalence where actions from H may be ignored.

Again, as in the PSNI case, we want to show how it is possible to give a
characterization of A-PSNI avoiding both the universal quantification over all
the possible high level components and the universal quantification over all the
possible reachable states. Therefore, consider the next notion of proportional
bisimilarity up to H :

Definition 7.3.4. (Proportional bisimilarity up to H ) Let κ be a function
from PEPA components to R+. An equivalence relation over PEPA com-
ponents, R ⊆ C × C is a proportional bisimulation up to H if whenever
(P,Q) ∈ R then for all α ∈ A and for all S ∈ C/R

• if α /∈H ∪ {τ} then

q[P, S, α]

κP
=
q[Q,S, α]

κQ
,

• if α ∈H ∪ {τ} and P,Q, /∈ S then

q[P, S, α]

κP
=
q[Q,S, α]

κQ
.
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Two PEPA components P and Q are proportionally bisimilar up to H , written
P ≈H

l,κ Q, if (P,Q) ∈ R for some proportional bisimulation up to H , i.e.,

≈H
l,κ=

⋃
{R | R is a proportional bisimulation up to H }.

≈H
l,κ is called proportional bisimilarity up to H and it is the largest symmetric

proportional bisimulation up to H over PEPA components. It is easy to prove
that ≈hc

l,κ and ≈H
l,κ are equivalent.

Consider the next theorem in order to see that ≈hc
l,κ and ≈H

l,κ are equivalent:

Theorem 12. Let P and Q be two PEPA components and κ a function from
PEPA components to R+. Then

P ≈hc
l,κ Q if and only if P ≈H

l,κ Q.

Proof. First of all it should be proved that P ≈hc
l,κ Q implies P ≈H

l,κ. For
this purpose, we prove that ≈hc

l,κ is a proportional bisimulation up to H . This
follows from the following cases.

• Let α /∈H ∪{τ}. Since P ≈hc
l,κ Q it holds that for all S ∈ C/≈hc

l,κ and for
all high context C[_], qC [P,S,α]

κP
= qC [Q,S,α]

κQ
. Since α /∈ H ∪ {τ}, we have

that q[P,S,α]
κP

= q[Q,S,α]
κQ

.

• Let α ∈ H ∪ {τ}. Since P ≈hc
l,κ Q it holds that for all S ∈ C/≈hc

l,κ

such that P,Q /∈ S and for all high context C[_], qC [P,S,τ ]
κP

= qC [Q,S,τ ]
κQ

.
If C[_] does not synchronize neither with P nor with Q, we have that
q[P,S,τ ]
κP

= q[Q,S,τ ]
κQ

. On the other hand, let us consider a context C[_] with

only one current action type h ∈ H . Then, from qC [P,S,τ ]
κP

= qC [Q,S,τ ]
κQ

and q[P,S,τ ]
κP

= q[Q,S,τ ]
κQ

, it follows that if P cooperates over h then also Q

cooperates over h and q[P,S,h]
κP

= q[Q,S,h]
κQ

.

Now it is possible to show that if P ≈H
l,κ Q then P ≈hc

l,κ Q. In order to achieve
this aim it is sufficient to prove that ≈H

l,κ is a proportional bisimulation on high
contexts. This follows from the following cases.

• Assume α /∈ H ∪ {τ}. Since P ≈H
l,κ Q it holds that for all S ∈ C/≈H

l,κ,
q[P,S,α]
κP

= q[Q,S,α]
κQ

. Since a high context is only able to perform high
level activities, we have that q[P, S, α] = qC [P, S, α] and q[Q,S, α] =

qC [Q,S, α] for all high context C[_]. Hence, qC [P,S,α]
κP

= qC [Q,S,α]
κQ

.
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• Assume α = τ . It is possible to show that qC [P,S,α]
κP

= qC [Q,S,α]
κQ

for all high
level context C[_]. We proceed by induction on the number of current
action types of C[_] that synchronize with P and Q. Since P ≈H

l,κ Q it
holds that for all S ∈ C/≈H

l,κ such that P,Q /∈ S, q[P,S,τ ]
κP

= q[Q,S,τ ]
κQ

. If C[_]

does not synchronize with P and Q we have that q[P, S, τ ] = qC [P, S, τ ]

and q[Q,S, τ ] = qC [Q,S, τ ], i.e., qC [P,S,τ ]
κP

= qC [Q,S,τ ]
κQ

. Let C[_] be a context
that has only one current action type h ∈ H that synchronizes with P
and Q. From the fact that P ≈H

l,κ Q it holds that for all S ∈ C/≈H
l,κ such

that P,Q /∈ S, q[P,S,h]
κP

= q[Q,S,h]
κQ

and q[P,S,τ ]
κP

= q[Q,S,τ ]
κQ

, we get qC [P,S,τ ]
κP

=
qC [Q,S,τ ]

κQ
. The inductive step trivially follows.

2

Theorem 12 allows us to identify a local property of processes, with no quan-
tification on the states and on the high contexts, which is a necessary and
sufficient condition for A-PSNI. This is shown by the following corollary:

Corollary 12.1. Let P be a PEPA component and κ a function from PEPA
components to R+. Then

P ∈ A-PSNI iff P \H ≈H
l,κ P.

Finally, we provide a characterization of A-PSNI in terms of unwinding
conditions. In practice, whenever a state P ′ of a A-PSNI PEPA model P
execute a high level activity leading it to a state P ′′, then P ′ and P ′′ are
indistinguishable for a low level observer. Consider the following lines:

Theorem 13. Let P be a PEPA component and κ a function from PEPA
components to R+.

P ∈ A-PSNI iff ∀P ′ ∈ ds(P ),

P ′
(h,r)−−→ P ′′ implies P ′ \H ≈κl P ′′ \H .

Proof. First of all it is possible to prove that if P ∈ A-PSNI then for all
P ′ ∈ ds(P ), P ′

(h,r)−−→ P ′′ implies P ′ \ H ≈κl P ′′ \ H . Indeed, by Propo-
sition 14, P ′ ∈ A-PSNI and therefore, by Corollary 11.1, P ′ \ H ≈H

l,κ P ′.
By Definition 7.2.4 of ≈H

l,κ, for all S ∈ C/≈H
l,κ such that P ′ \ H , P ′ /∈ S,

both q[P ′\H ,S,τ ]
κP ′\H

= q[P ′,S,τ ]
κP ′

and q[P ′\H ,S,h]
κP ′\H

= q[P ′S,h]
κP ′

. Since P ′ \ H does not

perform any high level action, q[P ′ \H , S, h] = 0 while, since P ′
(h,r)−−→ P ′′,
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q[P ′, S, h] 6= 0. Hence, from P ′ \H ≈H
l,κ P

′, either h is not a current action
type of P ′ or P ′ \H , P ′ ∈ S, i.e., P ′ \H ≈H

l,κ P
′′. Since also P ′′ ∈ A-PSNI,

from P ′′ \H ≈H
l,κ P

′′ it follows that P ′ \H ≈H
l,κ P

′′ \H . Finally, since both
P ′\H and P ′′\H do not perform any high level activity, P ′\H ≈H

l,κ P
′′\H

is equivalent to P ′ \H ≈κl P ′′ \H .

Now it is possible to prove that if for all P ′ ∈ ds(P ), P ′
(h,r)−−→ P ′′ implies

P ′ \H ≈κl P ′′ \H then P ∈ A-PSNI. In particular, by Corollary 11.1 one
should prove that P \H ≈H

l,κ P . Let R = {(P ′\H , P ′′) | P ′\H ≈κl P ′′\H }.
If we show that R is a proportional bisimilarity up to H , then we have the
thesis. Indeed, one should observe that from P ′\H ≈κl P ′′\H , for all α /∈H ,
for all S ∈ C/R it is possible to get q[P ′\H ,S,α]

κP ′\H
= q[P ′′,S,α]

κP ′′
. Finally, if α ∈ H ,

for all S ∈ C/R we have q[P ′ \H , S, α] = 0 and if P ′′
(h,r)−−→ then P ′ \H ,

P ′′ ∈ S. Therefore, R is a proportional bisimilarity up to H . 2

Using the relation ≈H
l,κ property A-PSNI can also be characterized as fol-

lows.

Theorem 14. Let P be a PEPA component and κ a function from PEPA
components to R+.

P ∈ A-PSNI iff ∀P ′ ∈ ds(P ),

P ′
(h,r)−−→ P ′′ implies P ′ ≈H

l,κ P
′′.

Proof. First of all, it is possible to prove that if P ∈ A-PSNI then for all
P ′ ∈ ds(P ), P ′

(h,r)−−→ P ′′ implies P ′ ≈H
l,κ P ′′. Indeed, by Proposition 14,

P ′ ∈ A-PSNI and hence, by Corollary 11.1, P ′\H ≈H
l,κ P

′. By Definition 7.2.4
of ≈H

l,κ, for all S ∈ C/≈H
l,κ such that P ′ \H , P ′ /∈ S, both q[P ′\H ,S,τ ]

κP ′\H
= q[P ′,S,τ ]

κP ′

and q[P ′\H ,S,h]
κP ′\H

= q[P ′S,h]
κP ′

. Therefore, if P ′ \H , P ′ /∈ S, since P ′ \H is not

able to perform any high level transition it holds q[P ′\H ,S,h]
κP ′\H

= q[P ′S,h]
κP ′

= 0. Let

S ′′ be the equivalence class of P ′′. Since P ′
(h,r)−−→ P ′′ it holds q[P ′, S ′′, h] 6= 0

and it has to be P ′ ∈ S ′′.

Now it is possible to show that if for all P ′ ∈ ds(P ), P ′
(h,r)−−→ P ′′ implies

P ′ ≈H
l,κ P

′′, then P ∈ A-PSNI. In particular, by Corollary 11.1 there is the
need to show that P \H ≈H

l,κ P . Let R = {(P ′ \H , P ′) | P ′ ∈ ds(P )}∪ ≈H
l,κ.
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If we prove that R is a proportional bisimilarity up to H , then we have
the thesis. Indeed, one should observe that for all α /∈ H and for all P ′′
it holds q(P ′ \ H , P ′′ \ H , α) = q(P ′, P ′′, α), so for all S ∈ C/R we get
q[P ′ \H , S, α] = q[P ′, S, α]. In the end, if α ∈ H , for all S ∈ C/R we have
q[P ′ \H , S, α] = 0. Since ≈H

l ⊆ R by the hypothesis we have that if P ′ /∈ S,
then q[P ′, S, α] = 0. Hence, R is a proportional bisimilarity up to H . 2

Corollary 12.1 and Theorems 13 and 14 provide different characterizations
of A-PSNI which naturally lead to efficient methods for the verification and
construction of secure systems.

Example 1. Consider again the example in which a web server is serving the
requests coming from a client, as presented for the PSNI case. Exactly as
before, the client first makes a request through the activity req with rate ρ.
The server can directly reply with type res and rate µ or a it can redirect to
some other server, which processes a high level authentication with type log
and rate λ; then a reply is sent to the client with type res, but this time with
rate γ, which is γ 6= µ. The rates assume the following quantities: µ = 0.4
and γ = 2µ. Moreover, we will consider the following proportional factors: κ
κP2\H = 2, κP3\H = 4. In this example, we will show that this system satisfies
A-PSNI. Formally, the system has the following PEPA specification:

P1
def
= (res, ρ).P2

P2
def
= (res, µ).P1

P2
def
= (log, λ).P3

P3
def
= (res, γ).P1

and its derivation graph is depicted in Figure 7.1 here below.
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Figure 7.1: A simple three state model

By following Theorem 13, we can prove that P1 ∈ A-PSNI. Indeed, it is
easy to prove that P2 \H ≈κl P3 \H when ≈κl is the proportional bisimilarity,
with κ a function from PEPA components to R+. Indeed, in order to prove
that P1 ∈ PSNI we must check if P2 \H ≈κl P3 \H , which consists in the
following equation: for all α ∈ A and for all S ∈ C/≈κl ,

q[P2 \H , S, α]

κP2\H
=
q[P3 \H , S, α]

κP3\H

The only activity to be considered is res, so the computation will continue as
follows:

µ

κP2\H
=

γ

κP3\H

and this is true for the quantities given in this example.

Now suppose that P2 always synchronizes on log. Then for a low level
observer, the system behaves as P1/H as depicted in Figure 7.2 here below.



102 CHAPTER 7. APPROXIMATE PSNI

Figure 7.2: The model of P1/H

We can compute the steady-state distribution of P1/H by solving the
global balance equations together with the normalization condition, obtain-
ing:

πρ = π2µ+ π3γ

π2(λ+ µ) = π1ρ

π3γ = π2λ

π1 + π2 + π3 = 1

whose solution is

π1 =
µγ + λγ

µγ + λγ + λρ

π2 =
λργ

(λ+ γ)(µγ + λγ + λρ)

π3 =
λ2ρ

(λ+ γ)(µγ + λγ + λρ)

where π1, π2 and π3 denote the steady-state probabilities of states P1/H ,
P2/H and P3/H , respectively.

Consider now the case in which P2 never synchronizes over log. Then, the
low level view of the system is represented by P1 \H depicted in Figure 7.3
here below.
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Figure 7.3: The model of P1 \H

Again, we can compute the steady-state distribution of P1 \H by solving
the global balance equations with the normalization condition, and the results
are the same of those obtained for PSNI case.
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Chapter 8

A Decision Algorithm for
Approximate-
Persistent Stochastic
Non-Interference

8.1 Overview
So far, we have been studying the notions of PSNI and consequently its variant
A-PSNI based on proportional bisimulation, by analysing their different char-
acterizations in order to avoid the use of universal quantifications. It might be
really interesting and useful to have not only the theoretical knowledges about
A-PSNI but also some practical algorithm which allows one to effectively de-
cide whether a PEPA component satisfies Approximate-Persistent Stochastic
Non-Interference property. The authors of [37, 36] have already introduced an
algorithm for PSNI case, and therefore, in this section we want to reformulate
it in order to provide a decision algorithm for A-PSNI.
Recall that a decision problem is a problem having only to possible outputs,
usually yes or no. In other words, a decision problem can always be posed
as a yes-no question of the input values. Hence, the algorithm which will be
presented in this section will answer to the following question: “is the PEPA
component P satisfying the property PSNI? ” and the answer will naturally be
yes or no. More specifically, as the algorithm introduced in the Section 6 of
[37], the decision algorithm for A-PSNI presented in this section will take in

105
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input two PEPA components P and Q, each associated with finite derivation
graphs, and it will decide if P ≈H

l,κ Q, and by exploiting Corollary 12.1 we are
allowed to decide whether a process is A-PSNI.

The proposed algorithm is founded on the label-compatibility problem, in
particular the decision problem of deciding whether P ≈H

l,κ Q is mapped into a
label-compatibility problem. Since a label-compatibility problem takes in input
a directed labelled weighted graph, first of all we should define it. Consider
the following definition:

Definition 8.1.1. (Directed labelled weighted graph)A directed labelled weighted
graph is a tuple G = (V,Lab, E, w) where:

• V is a finite set of vertices;

• Lab is a finite set of labels;

• E ⊆ V × V × Lab is a finite set of labelled edges;

• w : E → R is a weighting function that associates a value to each edge.

Given V ′ ⊆ V , with w(v, V ′, a) the sum of the weights of the edges from v
to V ′ having label a will be indicated.

Now consider the following definition of the label-compatibility problem
introduced in [5] which extends the one introduced by [55] to directed labelled
weighted graph.

Definition 8.1.2. (Label-Compatibility Problem) Let G = (V,Lab, E, w) be
a directed labelled weighted graph and R ⊆ V × V be an equivalence relation
over V . R is said to be label-compatible with G if for each a ∈ Lab, for each
C,C ′ ∈ V/R, and for each v, v′ ∈ C it holds that w(v, C ′, a) = w(v′, C ′, a).
Let G = (V,Lab, E, w) be a directed labelled weighted graph: The labelled
weighted compatibility problem over G requires to compute the largest equiva-
lence relation label-compatible with G.

Notice that in [5] the authors proved that the label-compatibility problem
always has a unique solution.

Now, the remaining thing is the definition of the input to give to the al-
gorithm. The label-compatibility problem defined here above takes in input a
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directed labelled weighted graph and we want that the latter problems solves
the decision problem of whether P ≈H

l,κ Q. Hence, we need to introduce a new
suitable graph. Consider the next definition:

Definition 8.1.3. (Up to H Proportional Lumping Graph) Let P and Q be
PEPA components and let κ be a function from PEPA components to R+. The
up to H proportional lumping graph of P ∪Q is the directed labelled weighted
graph L HP∪Q = (VP∪Q, EP∪Q, wP∪Q), where:

• VP∪Q is ds(P ) ∪ ds(Q)

• EP∪Q is the set of labelled edges

EP∪Q = {(R,R′, α) | R (α,r)−−→ R′} ∪ {(R,R, α) | and α ∈H ∪ {τ}}

with R and R′ in VP∪Q

• wP∪Q is the function which associates to each edges in EP∪Q the value

wP∪Q(R,R′, α) =

{
q(R,R′, α)/κR if α /∈H ∪ {τ} ∨R 6= R′

−q[R, VP∪Q \ {R}, α]/κR otherwise

When P and Q coincide we use L HP to denote L HP∪P .

Then, consider the next theorem, which will allow one to exploit a variant
of the algorithm presented by the authors of [5].

Theorem 15. Let P and Q be two PEPA components and let κ be a function
from PEPA components to R+. It holds that P ≈H

l,κ Q if and only if in the
largest equivalence relation label-compatible with L HP∪Q the vertices P and Q
are equivalent.

Proof. Consider R, the largest relation label-compatible with L HP∪Q. We
are going to show that R =≈H

l,κ ∩(D(P ) ∪ D(Q)) by proving that R ⊆≈H
l,κ

∩(D(P ) ∪ D(Q)) and ≈H
l,κ ∩(D(P ) ∪ D(Q)) ⊆ R.

For the purpose of proving thatR ⊆≈H
l,κ ∩(D(P )∪D(Q)) it is sufficient to prove

that R is a proportional bisimulation up to H . Assume (R1, R2) ∈ R and C ∈
VP∪Q/R. If α /∈ H ∪ {τ}, then

∑
R′∈C q(R1, R

′, α)/κR1 = q[R1, C, α]/κR1 =
wP∪Q(R1, C, α) = wP∪Q(R2, C, α) = q[R2, C, α]/κR2 =∑

R′∈C q(R2, R
′, α)/κR2 . Similarly, if α ∈H ∪ {τ} and R1, R2 /∈ C we get the
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thesis, since Ri /∈ C implies q[Ri, C, α]/κRi = wP∪Q(Ri, C, α), for i = 1, 2.
For the purpose of proving that ≈H

l,κ ∩(D(P ) ∪ D(Q)) ⊆ R it is sufficient to
show that ≈H

l,κ ∩(D(P ) ∪ D(Q)) ⊆ R is label-compatible. Assume R1 ≈H
l,κ

∩(D(P ) ∪ D(Q))R2, and C ∈ VP∪Q/≈H
l ∩(D(P ) ∪ D(Q)), we have to prove

that wP∪Q(R1, C, α) = wP∪Q(R2, C, α), for each α ∈ A. In case α ∈H ∪ {τ},
wP∪Q(R1, C, α) =

∑
R′∈C,R′ 6=R1

q(R1, R
′, α)/κR1 − q[R1, VP∪Q \ {R1}, α]/κR1 =

−
∑

R′ /∈C q(R1, R
′, α)/κR1 = −

∑
C′ 6=C wP∪Q(R1, C

′, α)/κR1 . Since, neither R1

nor R2 belongs to any of the classes C ′ involved in the last sum, we get
−
∑

C′ 6=C wP∪Q(R1, C
′, α) = −

∑
C′ 6=C wP∪Q(R2, C

′, α) = wP∪Q(R2, C, α). 2

Now, it is possible to present the two algorithms in order to decide if
P ≈H

l,κ Q: one is the algorithm for Labelled Weighted Compatibility, the other
is the algorithm for ≈H

l,κ, proportional bisimulation up to H . The algorithm
for Labelled Weighted Compatibility consists in a function named LWDT (−)
which takes in input a directed labelled weighted graph. LWDT (−) will pro-
duce as output the partition of the input graph nodes according to the largest
equivalence relation label-compatible with the input graph. The algorithm
LWDT (−) is exploited within the other algorithm for ≈H

l,κ, which consists in a
function named LBupH (−,−) which decides whether P ≈H

l,κ Q.

8.2 Algorithms and Complexity
In this section, pseudo-code for algorithms LWDT (−) and LBupH (−,−) are
presented and then analysis on their computational complexity are reported.
Notice that the algorithm is the same as the one presented in [37].

Consider the next corollary which shows that the algorithm LBupH (−,−)
is able to solve the considered problem in time O(mlog(n)) where n is the
number of states and m the number of transitions in the Markov chain, as in
the article [55].

Corollary 15.1. Let P and Q be PEPA components and let κ be a function
from PEPA components to R+. Let L HP∪Q = (VP∪Q,A, EP∪Q, wP∪Q) be the
up to H lumping graph of P ∪ Q. LBupH (P,Q) decides P ≈H

l,κ in time
O(|VP∪Q|+|EP∪Q|log|VP∪Q|).

According to Corollary 12.1, in order to prove that a component P is PSNI
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we should verify that P \H ≈H
l,κ P . Therefore, by combining Corollary 12.1

and Corollary 15.1 we are allowed to solve the decision problem by calling
LBupH (P \H , P ). This clearly requires the creations of graphs D(P \H )
and D(P ). Nevertheless, the following theorem shows that the decision algo-
rithm for A-PSNI can work only with D(P ), by exploiting results obtained by
Theorem 14 and Theorem 15:

Theorem 16. Let P be PEPA components. Let CompP be the largest equiva-
lence relation label-compatible with L HP . P is PSNI if and only if whenever
P ′

(h,r)−−→ P ′′ with P ′ ∈ ds(P ) and h ∈H it holds that (P ′, P ′′) ∈ CompP .

Proof. According to Theorem 13, P is PSNI if and only if for each P ′ ∈ ds(P )

if P ′
(h,r)−−→ P ′′ with h ∈H , then P ′ ≈H

l,κ P
′′. By Theorem 15 this holds if and

only if for each P ′ ∈ ds(P ) if P ′
(h,r)−−→ P ′′ with h ∈ H , then in the largest

equivalence relation label-compatible with L HP the vertices P ′ and P ′′ are
equivalent.

Thanks to the latter result, the computation of D(P \H ) can be avoided,
therefore the computational complexity is greatly reduced. See the following
pages for the specification of the algorithms LWDT (−) and LBupH (−,−).
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Algorithm 1 Algorithm for Labelled Weighted Compatibility (Part 1)
1: function LCW_T(G = (V,Lab, E, w))
2: P = {V }
3: UB = P
4: TB = ∅
5: w[v] = unused for every v ∈ V
6: while UB 6= ∅ do
7: C = Pop(UB)
8: for l ∈ Lab, v′ ∈ C do
9: pre[v′, l] = store the pre-image of v’ with respect to l-edges

10: end for
11: for l ∈ Lab do
12: TS = ∅
13: for v′ ∈ C, v ∈ pre[v′, l] do
14: if w[v] == unused then
15: TS = TS ∪ {v}
16: w[v] = w(v, v′, l)
17: else
18: w[v] = w[v] + w(v, v′, l)
19: end if
20: for v ∈ TS do
21: if w[v] 6= 0 then
22: B = GetBlockOf(v)
23: if B contains 0 marked states then
24: TB = TB ∪ {B}
25: end if
26: mark v in B
27: end if
28: end for
29: while TB 6= ∅ do
30: B = Pop(TB)
31: B1 = marked states in B
32: B = remaining states in B
33: if B == ∅ then
34: give identity of B to B1 in P
35: else
36: make B1 a new block in P
37: end if
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Algorithm 2 Algorithm for Labelled Weighted Compatibility (Part 2)
38: y = PMC(w[v]) for v ∈ B1

39: B2 = {v ∈ B1 | w[v] 6= y}
40: B1 = B1 \B2

41: if B2 == ∅ then
42: m = 1
43: else
44: sort and partition B2 according to w[v]
45: make each of B2, ..., Bm a new block in P
46: end if
47: if B ∈ UB then
48: add B1, ..., Bm except B in UB
49: else
50: add [B, ]?B1, ..., Bm except largest in UB
51: end if
52: end while
53: for v ∈ TS do
54: w[v] = unused
55: end for
56: end for
57: end for
58: end while
59: return P
60: end function

Algorithm 3 Algorithm for ≈H
l,κ

1: function LBupH (P,Q)
2: Compute L HP∪Q
3: CompP∪Q = LCW_T(L HP∪Q)
4: return (P,Q) ∈ CompP∪Q
5: end function
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Chapter 9

Conclusion

In this final chapter, we would like to summarize the contributions given within
this thesis by further analysing their possible impacts, and discuss some idea
of topics for future works.

9.1 Summary
The central issue which has been addressed in this thesis is the problem of
introducing a variant of Persistent Stochastic Non-Interference (PSNI ) secu-
rity property for stochastic, cooperating processes expressed as terms of the
Performance Evaluation Process Algebra (PEPA), in such a way that it can
be widely adopted in several suitable real world situations. Indeed, PSNI re-
sults to be a very useful property in order to ensure the security of a system,
but it is based upon a bisimulation-like relation called lumpable bisimilarity,
and the latter equivalence relation considers two PEPA components lumpably
bisimilar if the transition rates from these components to any equivalence class
are the same. This kind of requirement is quite difficult to be satisfied if we
try to model real world systems, since the transition rates between two states
are hardly exactly the same. However, we have seen that the necessary and
sufficient condition for proving that a component P is PSNI, we should verify
P \H ≈H

l P , where H is the set of high level action types.

In order to cope with this problem, the idea proposed in this thesis is the
relaxation of the PSNI property by exploiting another bisimulation-like rela-
tion different from lumpable bisimulation but the one which approximates the
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latter equivalence relation. In this thesis, after reviewing some fundamental
concepts regarding to Continuous Time Markov Chain theory including the
definition of strong lumpability and its variant lumpable bisimulation, new
notions of lumpability have been proposed, the quasi-lumpability and propor-
tional lumpability. Both of the concepts deal with the Markov chain pertur-
bation theory, in which small differences on the transition rates of the consid-
ered Markov chain are allowed. Quasi-lumpability requires not the equation of
transition rates from components to equivalence classes, but it only asks the
absolute value of differences between total conditional transition rates to be
less than some bound ε. In this way, even if the rates are not exactly the same,
we can still obtain a lumping of the Markov chain in approximate way.
Conversely, proportional lumpability requires the equation of the transition
rates from components to equivalence classes, divided by some real number
κ which depends on components. Then, in Chapter 4 and Chapter 5 sev-
eral equivalence relations over PEPA components have been proposed. Strong
equivalence and its lumpable bisimulation are both based on strong lumpa-
bility, and in particular lumpable bisimulation is the one involved in the def-
inition of the property PSNI. Subsequently, their approximate version have
been proposed, namely, quasi-lumpable bisimulation and proportional bisimu-
lation which are based on quasi-lumpability and proportional lumpability re-
spectively. Nevertheless, quasi-lumpable bisimulation resulted not to be the
most suitable equivalence relation in order to define a PSNI -kind property,
since it is not preserved under union, in the sense that the union of two quasi-
lumpable bisimulations is still a quasi-lumpable bisimulation but not with re-
spect to the same bound ε.
Proportional bisimulation does not suffer of this kind of problem, so that it
has been chosen as the equivalence relation for the new PSNI property, which
has been named Approximate-PSNI, shortened as A-PSNI. In Chapter 7, A-
PSNI has been studied in its details by following exactly the same steps as
PSNI case shown in the article [37] and in particular two characterizations of
A-PSNI have been defined: the first involves a single bisimulation-like equiva-
lence check, while the second is formulated in terms of unwinding conditions.
In Chapter 8, a decision algorithm for A-PSNI has been proposed, as like as
in the article [36]. The algorithm focuses on showing if P is PSNI, by proving
that P \H ≈H

l,κ P . The algorithm is based on labelled weighted compatibility
problem, which consists in a variant of the one presented in [55].

As we have seen in Chapter 6, PSNI consists in a quantitative extension of
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the Non-Interference, which is an information flow security property that con-
trols unwanted information flow to undesired external users, by assuming that
the external observers can measure the timing behaviour of the system. In this
context, the process algebra PEPA resulted to be the most suitable language
in order to model these kind of systems because it allows to specify delays so
that the quantitative properties of the considered system can be easily mod-
elled. Notice that the definition of PSNI proposed in article [37] relies on the
assumption that the external observer can recognize any execution path with
its delays, meaning that the whole transient behaviour of the system is entirely
seen by the observer. This consists in a very strict situation, which is quite
difficult to obtain in real world situations, fortunately. Therefore, by following
this reasoning we can say that a system which satisfies PSNI is rare but we are
ensured that it is surely secure. Since the original PSNI is a strong property,
we can think that one is allowed to lighten the assumptions and conditions,
and this has originated our A-PSNI, so that even some approximations on rates
are introduced, the system can be considered safe enough. The introduction
of A-PSNI allows one to apply it to a wider set of modelled systems, also to
those which have been considered not secure enough by PSNI but still they
are acceptably safe.

9.2 Directions for future works
In [45] a partitioning strategy for PEPA components which involves the use of a
spectral clustering algorithm that minimizes an upper bound for approximate
strong equivalence has been proposed. In particular, the set of components
to be partitioned is associated to a weighted undirected graph and then ac-
cording to it a pairwise similarity matrix can be constructed. By exploiting
the Laplacian of the similarity matrix, the algorithm is going to select the
n eigenvectors that correspond to the n largest eigenvalues of the considered
Laplacian matrix. The authors of [45] then have experimentally applied and
evaluated over a realistic case study, inspired by an issue raised for the Heroku
PaaS (Platform as a Service) provider by showing how the accuracy of reduced
model is approaching the results obtained by the original model. As like as
this case, as an extension of this thesis, also a partitioning strategy for PEPA
components based on the use of proportional bisimulation can be proposed, in
order to experimentally check what we have theoretically analysed until now
and compare the results on performances of the original non-reduced system
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with respect to the reduced system by proportional bisimulation equivalence
relation strategy.
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