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Abstract 

The dissertation aims at carrying out a theoretical analysis of the impact of Big Data on online 

and offline companies, defining the ethical consequences derived from it, to conclude 

defining if the Big Data phenomenon consists in an actual innovation to ameliorate our way 

of doing business, or a threat to personal and social life. 

It is structured in four chapters. The introduction provides an historical background from the 

First Industrial Revolution on, outlining the technological progress and social evolution that 

leads to the creation of big data. The first chapter describes the concept in general terms, 

outlining the three main mutations that define the shift from small to big data, based on the 

book that constitutes the main source for the dissertation: “Big Data: a revolution that will 

transform the way we live”, by authors Mayer-Schönberg and Cukier (Mayer-Schönberger-

Cukier, 2017).  The second chapter introduces the Big Data main characteristics of Volume, 

Variety, Velocity and Value, focusing on the relevance of the latter one with the description 

of the Knowledge Discovery Process (Vercellis, 2006, p. 12), that explains the process of 

extrapolating knowledge from raw data. It defines the way in which the business sector 

exploits big data, especially the database marketing discipline. The advent of Big Data, in 

addition, revealed the need to redefine role in business organization and generated the 

creation of companies specialized in the analysis and exploitation of phenomenon. The third 

chapter analyses a sector in which data are highly exploited and of fundamental importance: 

social media. After an introduction of the evolution of the World Wide Web, the dissertation 

focuses on how the Google and Facebook company collect, store, use data and for which 

purposes, basing on the information extrapolated from my personal accounts in both cases, to 

end up with the scandal of Cambridge Analytica, characterized by a severe privacy violation; 

this introduces the base for the description of the main issue derived by Big Data 

management: protection of privacy and security. Last chapter is dedicated to the legislative 

solutions described by the General Data Protection Regulation, entered in force in Europe on 

the 25th of May 2018 (Vercellis, 2006, p. 12).  

In conclusion, the Big Data phenomenon defines the result of the continuous technological 

innovation that is characterizing our society from centuries. A possible threat is represented 

by Big Data bad management, not by the mere Big Data availability and accessibility. 
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Introduction 

Big data is not a phenomenon that stands alone, it is a result of the continuous evolution in the 

field of technology, that started with the introduction of personal computers in the late 

twentieth century (Knight, 2014); therefore, to understand it clearly, we should analyse the 

situation from the beginning. 

Human being has always been used to gather information and collect data, even before the 

technological innovation, through the observation and interpretation of things in everyday 

life.  

Observation, classification, measurement and cataloguing natural phenomena, in order to 

establish regularities and principles, in fact, is defined as propositional knowledge; together 

with the prescriptive knowledge, defined as all the techniques necessary to be put in practice, 

it forms the useful knowledge: the basic element of the evolution of our culture from the First 

Industrial Revolution in the second half of 1700 on (Mokyr, 2005, 1st ed. 2002, pp. 4-5;80-

86). 

“What makes knowledge a cultural entity […] is that it is distributed to, shared with, and 

acquired from others” (Mokyr, 2005, 1st ed. 2002, pp. 4-7). 

Society contributes in developing useful knowledge, and the progress of Information 

Technology helped by providing the instruments in order to put it in practice and make it 

more accessible. 

The great development of the technological sector that started with the First Industrial 

Revolution and continued with the Second Industrial Revolution a century after, spilled over 

the whole society, contributing to the rise of the as knows as Information Society in the late 

twentieth century with the advent of personal computers. 

Yoneji Masuda describes the case of Japan: in their “Plan for Information Society – a national 

goal toward the year 2000”, presented by a non-profit-organization called the Japan Computer 

Usage Development Institute in 1972, Japanese wanted to develop “[..] a society with highly 

intellectual creativity where people may draw future designs on an invisible canvas and 

pursue and realize individual lives worth living” (Masuda, 1980, p. 3). 
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A section called “Computopolis Plan” was aimed at the creation of a “computerized city” 

inside the Information Society. It was based on the ideation of computerized systems in 

supermarkets, urban sectors, health and medical sectors, that would provide more security and 

comfort among the society. Another aim was making some processes faster and automatic, to 

reduce time investment and gather more information (Masuda, 1980, pp. 4-5). 

This model was progressively supported and adopted worldwide and developed as technology 

progressed. 

These developments reached the aims defined above, facilitating the collection of data and 

information, making the process become more and more accessible and fast.  

In 1989, Sir Tim Berners-Lee, a British scientist working at the CERN (European 

Organization for Nuclear Research), tried to find a system to promote an accessible flow of 

information throughout all the members of the society, and succeeded creating the World 

Wide Web. The software was released to the public years later, in 1993, and this gave the 

opportunity for the web to flourish (CERN, n.d.). 

This way, the dimension of the number of data available started to increase exponentially. The 

accurate and precise analysis of eventual issues or problems was possible until the moment 

researchers had to deal with a small amount of data.  

As the number of information processed and stored continued growing, small data evolved in 

big data, and the traditional techniques of analysis started to be compromised.  

Google, the web leading search engine, processes over twenty-four petabytes of data daily, 

that is the equivalent of the whole printed material contained in the American Library of 

Congress; (Th.H. Davenport, 30th July 2012), the world biggest library that counts millions of 

documents; (Hayden, n.d.). 

This is only one of the examples that tries to give an idea of the huge amount of data that are 

processed every day on the web platform. 

Considering this, engineers could not rely on old techniques and instruments anymore, they 

had to adopt an innovative way of thinking, in order to keep up with the rising of data 

dimension.  

Compromises and solutions to the small-to-big data evolution had to be found, in order to 

make the process of analysis still efficient. 
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This advancement can be detected in three major changes: possibility to analyse bigger 

amounts of data on a certain issue, willingness to accept intrinsic confusion on real data, 

major consideration for correlation; (Mayer-Schönberger-Cukier, 2017). 

Starting from this, three types of mentality evolutions are defined respectively: from limited 

samples to totality, from precision to confusion, from “why” to “what”. 

 

1 Big Data 

1.1 Data classification  

Before entering the world of big data, it is useful to classify data in terms of dimension.  

Data are collected in binary locations that can assume two different values, one or zero: each 

of these is called a bit. The basic unit consists in eight bits, that form a byte. Starting from 

this, 1’000’000 bytes are defined a Megabyte, 1’000 Megabytes compose a Gigabyte, 1’000 

Gigabytes form a Terabyte.  

A Petabyte is defined as 1’000 Terabytes, followed by Exabyte and Zettabyte (1’000 

Petabytes and 1’000 Exabytes respectively). The first discussions on the latter measure took 

place in 2016, when it was predicted that the network society data production would reach 

more than 160 Zettabytes by 2025 (Associazione Italiana della Comunicazione Pubblica e 

Istituzionale, 2018). 

Nowadays it is necessary to rely also on larger measures like Yottabyte and Brontobytes, the 

equivalent of one with twenty-seven zeros after it (E.Pence, 2014-2015). Furthermore, most 

recent articles refer to Geopte, the equivalent of 1024 Brontobytes (Associazione Italiana 

della Comunicazione Pubblica e Istituzionale, 2018). 

In 2013, the amount of information stored worldwide was esteemed to be of 1’200 exabytes; 

in an interview, Kenneth Cukier explains that if we cover the entire surface of the United 

States of America with written books for fifty-two times, we could reach that amount; again, 

if CD-ROMs would be put one above the other, they would be able to reach the moon in five 

different piles (Mayer-Schönberger-Cukier, 2017, pp. 19-20). 

There is not a precise definition of the term “big data”, but the initial idea to describe it was 

that the volume of information reached and would continue reaching so high levels, that 

traditional computers’ memories for the processing stage won’t be consistent anymore. 
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The reason for this situation can be related to two main phenomena: a change of mentality and 

major affordability. Firstly, data are no more considered as static, but they are considered as 

inputs in order to create new value, raw material useful for the collection of new data. In other 

words, data collected for a specific purpose are not abandoned at the moment in which the 

objective is reached, but they can be stored and used as a source of innovation to create new 

forms of value and services. (Mayer-Schönberger-Cukier, 2017, pp. 14-15) 

Secondly, the transmission of data and information for companies and networks has become 

more and more accessible thanks to the advent of digital era; Chapter 2 will be dedicated to 

the exploitation of big data in the field of business and the related positive and negative 

consequences. 

 

1.2 From limited samples to totality 

As anticipated in the Introduction section, this is the first type of mutation from small to big 

data.  

Traditional techniques of processing were not adequate to support and organize an unlimited 

amount of data. This made researchers and statisticians limit their analysis to a definite 

number of information. 

Sampling is defined as a statistical method that selects a predetermined number of 

observations from an initial larger set (Business Dictionary, n.d.), and it is the first attempt of 

analysis in order to solve the problem of big data. The most effective example to explain 

sampling as a significant research method is census.  

Since ancient times, census consists in collecting information about the number of inhabitants 

and other characteristics of the population in a certain territory, such the number of people 

belonging to a family or goods related to each of them (Mayer-Schönberger-Cukier, 2017, p. 

35). 

This requires effort and an unmanageable investment of time if the territory is vast. 

The Census Bureau in United States of America, that imposed a census every ten years, 

finished to collect all the information gathered from the census of 1880 eight years after; at 

that point, data became useless, since it was almost time to require the next census. 
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Different researchers tried to solve the problem, coming up with the idea of sampling: 

constructing a sample ad-hoc and then apply it to the whole population seemed the solution, 

but debates came up when statisticians determined that this would have caused serious 

mistakes. 

It was discovered, in fact, that the most effective way to gain a valuable sample of the 

population was causality. 

Choosing causal samples gave a minor margin error with respect to that given by a 

constructed entity of the sample, regardless of the number of the population.  

Mayer-Schönberger and Cukier explained this phenomenon stating that: “After a certain 

point-relatively initial-with the continuous augmentation of numbers, the marginal value of 

new information gathered from each observation is always lower” (Mayer-Schönberger-

Cukier, 2017, p. 38). 

Casual sampling quickly became the most effective method in different disciplines to solve 

problems caused by large amounts of data. 

It did not take a lot to discover that also this method presented a limit: details. 

Sampling ceases to be useful and valuable when the analysis has to be conducted in depth.  

This is due to the fact that it cannot be easily extended to the possibility of analysing more 

limited subcategories instead of wide sets, since the error in the results increases.  

Examining the totality of the information available in these cases becomes the most effective 

method, since researchers are able to detect details and connections that would be covered by 

the mass of information. The formula N=all defines the considerations of all data for the 

analysis, in order to detect every detail and go deep in order to study the specificities of 

particular subcategories (Mayer-Schönberger-Cukier, 2017). 

The most important point of this evolution is the shift from N=some to N=all – or, at least - 

the maximum quantity of data available. 

As it can be detected from this description, the mentality changed completely, from a 

limitation of the use of data through the method of sampling, to an exploitation of the greatest 

amount possible. 
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The detection of frauds on credit cards bases on the research of anomalies, and the only way 

to find them is examining the totality of the data, otherwise they would be undetectable; 

(Mayer-Schönberger-Cukier, 2017). 

It is important to notice that these types of analysis can be conducted since there are the 

appropriate instruments and databases able to contain a consistent amount of information. 

 

1.3 From precision to confusion 

Big data require compromises, one of them, is the lack of perfect accuracy. 

The increase of information is directly proportional to the increase of errors, but this is not 

necessarily a problem to deal with. 

The small data era was characterized by a research of precision and exactness of data, with the 

attempt to diminish errors until their disappearance. It is justified by the fact that information 

available was limited, but with the advent of big data it is difficult to avoid all possible errors. 

Accepting the value of evaluating N=all data, means for researchers to accept also the 

possibility of some confusion among them.  

The evolution of online systems of translation is an example of how confusion represents an 

inevitable element, without being considered a problem with respect to the output. 

In the middle nineties, translations were made thanks to grammatical rules and bilingual 

dictionaries. Through this method, an IBM (International Business Machines) computer 

solved sixty sentences translating them from Russian to English (release, 1954). 

That seemed a revolution in the field of technology, but a team of experts discovered that the 

method presented a problem: teaching computers grammatical rules was not enough, since 

exceptions existed. 

Some decades later, IBM reinvented the system, making machines translate through a 

probabilistic computation, deciding which of the various options of translation would have 

been the most appropriate with respect to the context. 

This innovation ameliorated the system, but not as much as it was expected to. 

In 2006, Google accepted the challenge with a brand-new method of analysis: N=all, for its 

translation platform “Google Translate” (Mayer-Schönberger-Cukier, 2017). 
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It used a vast database composed by data collected in the whole network surface. That 

information was not necessarily high-quality, the important thing for Google in order to give 

valuable translations was confronting as much documents as possible. In 2012, the dataset 

contained sixty different languages, that could be translated one to every other. 

The system translated each word individually, and then proceeded trying to give a meaningful 

translation to the whole sentence. The results were not as significant as expected, sometimes 

sentences were non-sense. In 2016, starting from the same database as before, the system was 

ameliorated through the use of a deep learning process, a specific typology of artificial 

intelligence that exploit neural networks. Thanks to feedbacks given by programmers to the 

software for every translation, it is able to learn from its mistakes, offering a more accurate 

service and competing with human translation, as it can be seen in Figure 1: 

 

Figure 1: Quality of translations compared to the translation model  (Valentini, 2018). 

The figure above compares the old Google phrase-based translation model (PBMT), to the 

new Neural Machine translation system and to human translations through the use of the 

BLEU scale (Bilingual Evaluation Understudy). This scale assigns from 0 to 6 points basing 

on a model of 500 phrases took by documents and articles of different origins. As it can be 

clearly seen, the system improvement defined by the green area reaches almost human levels, 

increasing the quality of the previous one indicated by the blue area (Valentini, 2018). 
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The interesting thing to notice is that it did not require complex algorithms to minimize 

marginal error in order to create an innovative system: errors and anomalies are inevitable, 

tolerating them seems the right compromise.  

Google used a very different mentality, broadening the way of thinking, not only considering 

confusion as an inevitable element, but also exploiting it in order to upgrade its system. 

From the economic point of view, accepting the loss of accuracy is an advantage in terms of 

money investment: trying to develop sophisticated methods in order to avoid the marginal 

error has a cost and considering the amount of data available in the big data era it would result 

too expensive to afford. 

As Peter Norvig, Director of Research in Google Inc., and colleagues stated in their study 

called “The Unreasonable Effectiveness of Data”: 

“Simple models and a lot of data trump more elaborate models based on less data” (Alon 

Halevy, 2009, p. 9). 

Google translate represents the proof of this statement. 

Through this second type of mutation, it is discovered that confusion covers an important role 

in the analysis of big data, but it is not the only element, in fact probability computation and 

context revealed of significant importance in the development of translation methods. 

 

1.4 From “why” to “what” 

A correlation defines the strength of the association between two elements (Statistic 

dictionary, n.d.) therefore it is characterized by probabilities, not by certainties. 

The example of the evolution of e-commerce will clear the idea of this phenomenon. 

Amazon, one of the leaders of the field, initially sold books through the help of “Amazon’s 

voice”, a team of experts that evaluated and selected recommending them, generating sales1. 

Then the founder and CEO of Amazon, Jeff Bezos, changed the modality shifting the personal 

thoughts of experts and editor, to the preference of the customer; (Marcus, 2004, p. 128) . He 

thought about making recommendations taking into consideration the previous purchase of 

                                                 
1 All information about the evolution of the recommendation system of the e-commerce Amazon.com are 

collected in an interview made by Cukier to the engineer and codeveloper of recommendation engine of the 

company, Greg Linden, and then reported in the book (Mayer-Schönberger-Cukier, 2017, pp. 73-75) 
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the customers, in order to catch their attention towards something that could be linked to what 

they bought before. Amazon collected information about previous purchases, books that 

customers looked at but did not purchase, what type of documents they were interested the 

most, and then processed them picking up a sample, and confronting with customers’ 

preferences. 

Recommendations through this system resulted way too similar to the previous purchases, 

offering little variety to the buyer. 

The alternative of the e-commerce was shifting the comparison from item-to-customer, to 

item-to-item, through a database containing all data, not only books, but all products that 

Amazon offered. This method revealed much more efficient than the previous one, since 

recommendations were generated automatically, and could extend to all items in the platform. 

It generated more sales than those gained from the team of editors and experts, and that was 

the moment in which the company had to face a choice: experts or data? 

The objective of Amazon was selling without useless investment of time and money, and 

according to numbers, data generated more purchases with respect to experts: Amazon’s 

choice editorial staff was disbanded. 

Final systems of innovation introduced forms of correlation without explaining causal 

relationships between them. This is the central point of the change of mentality from “why” to 

“what”, knowing why a phenomenon happens in a certain way has not so much importance 

most times (Mayer-Schönberger-Cukier, 2017).  

This would sound atypical since knowing “why” is intrinsic in human nature, but in a world 

of big data this question might often be useless.  

Referring to causality in human beings, Daniel Kahneman, psychology professor and Nobel 

prize for economics in 2002, explains that we are characterized by two different mental 

processes: the first is fast and requires a minimal effort, since we can reach quickly an 

explanation; the second one is slower, and requires more effort, since it is necessary to 

analyse the situation in depth in order to find a relationship (Kahneman, 2011, pp. 74-75).  

Our brain is sometimes lazy, as the expert states, and we tend to see causal relationships even 

where they do not exist. A banal example is when we go out for dinner and then we feel sick: 

we link automatically the sickness to something that we ate at the restaurant, but it is not as 

obvious as we think, it might be caused by other elements. People use heuristic processes in 
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order to draw conclusions: strategies to simplify decisions and problems faced in everyday 

life, and the previous example is one of these cases.  

As the behavioural economist George Loewenstein explains in his paper “Experimental 

Economics from the Vantage-Point of Behavioural Economics” (Loewenstein, 1999), these 

conclusions sometimes are not significant. The paper bases his analysis on the difference 

between Experimental Economists, who solve economic questions through experiments, and 

Behavioural Economists, who consider psychological, cultural and social factors affecting 

subjects’ decision processes; finally, it describes limitations in the method adopted by the 

former ones.  

Considering the restaurant example, when the association between sickness and what was 

eaten is believed true, could lead, in a second stage, to relate again sickness at the same 

reason. However, the context could be different, hence conclusions through generalization is 

not always efficient. 

Finally, the element of repetition is criticized by Loewenstein, since if a particular behaviour 

is repeated, does not mean that it has to be considered applicable to all the situations. 

Taking into account these limitations, correlation requires less effort, but also less investment 

of time and money, with respect to causality, since it only bases on finding the indicators that 

could influence a phenomenon in a quicker way; it represents the step before the research of 

causality, and this is the point: causality requires experiments that most times are impossible 

to put in practice, may not be significant as they seem and bring up new interrogatives; 

(Mayer-Schönberger-Cukier, 2017). 

Relying on correlation, as mentioned above, is cheap, requires few time and effort, and leads 

to significant results. 

 

1.5 Ethical implications: reconsidering an intrinsic element of human nature 

The three types of evolution from small to big data are extremely correlated: they can be 

summed up stating that data researchers have to consider all data available, facing confusion 

and accepting it, through the modality of correlation, abandoning the “why?” interrogative; 

the process is fast, cheap, and does not require all the effort required by traditional methods, 

and the results are much more valuable and efficient. 
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The ethical implication noticed in the previous analysis is the compromised human nature.  

As seen above, the research of the reason why things happen is an intrinsic element in human 

beings. It is defined as “an extremely important and basic characteristic of a person or thing” 

(Cambridge Dictionary, n.d.), it would be difficult, therefore, to avoid it completely. 

The reason why this element with the analysis of big data reveals compromised is the 

acceptance of results given by the statistical approach of correlation, without a successive 

causal investigation. 

However, Mayer-Schönberg and Cukier talk about correlation as a method that can be reliable 

to simplify the analysis of big data, not as a way to replace something that requires more time 

and effort like causality. The research of the reasons why phenomena happen will not be 

abandoned but will not be considered of primary importance anymore; this change or shift of 

importance does not correspond to an elimination of the analysis of causal relationships; the 

two types of analysis, in fact, are implied for different purposes, as it would be seen in the 

following lines. 

An emblematic example of the correlation analysis is given by an experiment of Oren Etzioni 

in 2003, member of the Computer Science department in the University of Washington, 

aimed at forecasting flights tickets prices (Etzioni, Knoblock, Rattapoom, & Yates, 2003) . 

Through the collection of different ticket prices from a travel website, and the further 

implementation of data contained in a database for the flight booking, he developed a system 

able to forecast ticket prices, helping passengers to buy the ticket at the lowest price available.  

In 2012, the rate of correct forecasting of the system was at 75%. To project the system, 

Etzioni did not ask for the reason why airline companies fixed prices in a certain way, he only 

aimed at knowing the best period to buy the ticket. Examining the infinite causal relationships 

among all data available would have required useless time and effort investment. 

The system was efficient since consumers that adopted it to buy flight tickets could make 

savings without compromising their budget constraint and their utility, namely the satisfaction 

derived from the product or service.  

In other words, knowing why the price was lower in a certain period rather than in another 

one was not necessary for the consumer in order to maximise its utility; “what” is enough, 

“why” will be an added information, but not useful for the operating system on the one hand, 

and for the economy of the consumer on the other. 



15 

 

The analysis of the causal relationship in this case is not abandoned, it is only considered not 

useful and necessary for the economic purpose of the project. 

At this stage, in which cases is correlation enough, and in which cases do we need the support 

of causation? 

The answer is purely statistic: correlation deals with descriptive statistics, and causation refers 

to inferential statistics (Heise, 1969, p. 39). 

The former one, on the one hand, is characterized by measurement and estimation models: the 

attitude of the researcher is pragmatic, since “it is immaterial what causes what, the important 

question is what correlates with what”. (Heise, 1969, p. 40) 

These types of models involve initial assumptions, but they are free of substantial theory, and 

this is the case of Etzioni’s system. 

Inferential statistics, on the other hand, involves theory building and system analysis. The 

objective, in this case, is to “define a set of equations which corresponds to actual processes in 

the real world”. (Heise, 1969, p. 41) 

It is used to detect how a change of a variable affects the change of the other variables in the 

systems; to do that, the researcher must know if these variables are correlated or not, and how 

much they are correlated. 

For example, correlation and causality topic was a central problem for sociologists when they 

had to draw up the results of their researches, and the discipline did not provide a standard 

methodology to do this. They had to rely on partial correlations, that were not enough in order 

to establish an interpretative model, this is the reason why modern sociology focused on 

developing a standard that not only verified partial correlations, but also a global 

interpretative model (Capecchi, 1964, pp. 229-230).  

Correlation analysis is generally used to build predictive and estimation models, whereas 

causation is implied when there is the need to formulate general theories valid in a global 

sense. 

Generally, it can be concluded that the choice of accepting the step before of correlation or 

integrating it with the causality verification, depends on the objective set of the analysis. 
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2 Big Data for Business 

2.1  Big Data characteristics 

Big data are characterized by three major elements: volume, velocity, variety. 

Each of them, as the graph below shows, is related to the others, but in order to describe them 

accurately, a separate analysis is necessary.  

 

Figure 2: The three Vs of Big Data (Russom, 2011, p. 6). 

 

In its report “Big Data Analytics”, Philip Russom defines them accurately (Russom, 2011, pp. 

6-7). 

The dissertation already described the characteristic of volume in the previous chapter, stating 

that it concerns the size of data and the measurement unit is the byte. Terabytes, quoted in the 

graph, are not enough anymore to describe the volume of big data, this is the reason why 

major extensions like Exabytes and Zettabytes, or even Yottabytes and Brontobytes are 

introduced.  

Additionally, Russom points out that this measurement unit, is not the only unit through 

which data are quantified, sometimes users refer to records, transactions, tables and files. 

These are all types of data structures designed to suit a specific purpose (Techtarget, n.d.).  
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Data velocity or speed refers to the frequency of data generation and frequency of data 

delivery, respectively. In other words, a distinction is made between how quickly data are 

generated from a source, and how quickly they are made available. 

Batch, near-time, real-time and streams are different types of data processing. Batch, for 

example, is optimal for big volumes of data, but requires separate programs for input, process 

and output. Real-time data, differently, requires continue input, process and output of data. In 

addition, it requires a small period to process, since they are aggregated as soon as someone 

takes an action on a platform (Walker, 2013). In turn, they distinguish from near-time data 

that are not aggregated at the same time in which they are collected (Steiner, 2013).  

Finally, data streams concerns data coming from different types of sources, and so are used 

for different types of content transmissions (Techopedia, n.d.).  

As a matter of fact, data can be divided into structured, unstructured, or semi-structured, 

defining data variety. 

Structured data deal with data organized in relational databases. Unstructured data, on the 

contrary, cannot be stored in databases of the former kind since any identifiable structure 

cannot be defined.  

Semi-structured data is slightly different from the other two since they do not require a 

schema definition: this does not mean that the structured cannot be identified, but it is 

optional. 

Data can be semi-structured only in part, and this is the reason why more than one type of 

data can exist in a storage (Lange, 2009, pp. 74-76). 

 

2.2  Big Data Analytics 

Data knowledge discovery involves three steps: data, information, knowledge (Vercellis, 

2006, p. 12). 

Data, in fact, are a codification of some primary activities, that need to be elaborated and 

extracted in order to obtain information. The set of information, together with experience and 

competence of the decision maker, create knowledge, useful to plan the more suitable 

business strategy.  
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Before entering the analysis of the three-stages process, it is important to outline the relevance 

of algorithms over its entire duration. 

An accurate definition is provided by an article on the website “How Stuff Works”: 

“To make a computer do anything, you have to write a computer program. 

To write a computer program, you have to tell the computer, step by step, 

exactly what you want it to do. The computer then "executes" the program, 

following each step mechanically, to accomplish the end goal. 

When you are telling the computer what to do, you also get to choose how 

it's going to do it. That's where computer algorithms come in. The algorithm 

is the basic technique used to get the job done” (How Stuff Works, 2001). 

In other words, they consist in mathematical equations that provide instructions in order to 

make computers collect specific datasets and process data. 

Algorithms has to meet some properties (Biyani Institute of Science and Management, 2016):  

- Finiteness: it has to end after a finite number of stages 

- Definiteness: all stages must be clearly defined 

- Input: initial values from a specific dataset 

- Output: final values associated to the inputs 

- Effectiveness: the operations can be developed exactly and within a certain length of 

time. 

Thanks to algorithms, computers are able to compute analysis and provide accurate outputs 

quickly, making the researcher save time and effort.  

Its value comes when there is the possibility to examine as much data as possible, in order to 

have a 360-degree view of the situation examined, providing accurate outputs; to do this, 

there is the need of an appropriate space to store data. 

Starting from the first step of the knowledge discovery process, the Database Management 

System (DBMS), enables a personal computer to the creation of a database, permitting the 

addition, modification or elimination of data, organizing them and retrieving them. A 

relational database is the organized collection of data in order to make the access, retrieval 

and utilization available. Here, data are organized in structured tables, containing structured 

data as well. The language commonly used by this type of databases is the Structured Query 



19 

 

Language (SQL), that defines tables as relations, since there exists a relation between their 

rows and columns (Mohamed, Altrafi, & Ismail, 2014, pp. 598-601).  

In other words, relational databases need structure in order to operate efficiently and create 

significant outputs.  

As previously mentioned, structure cannot be clearly identified sometimes, this is the case of 

unstructured data. As the size and variety of data is growing, and confusion accepted, new 

analytic tools are required. “Big Data Analytics is the application of advanced analytic 

techniques to large data sets […] and represents one of the major challenges in the business 

intelligence sector” (Russom, 2011, p. 4). Companies are shifting their database system from 

a relational one to a non-relational one, characterized by high availability and scalability, 

represented by No-SQL language (Not only SQL). The main difference between the two is 

that the second one is able to store any type of data, supporting not only tables, but also arrays 

and other documents (Mayer-Schönberger-Cukier, 2017, pp. 68-69). A survey published on 

the “International Journal of Database Theory and Application” in 2013 provides a detailed 

description of No-SQL systems (Moniruzzaman & Hossain, 2013, pp. 2-4). 

Online platforms like Google, Amazon and Facebook have adopted non-relational databases, 

in order to satisfy the need to store huge amounts of data of different type. Traditional 

relational databases are based on transactions, namely any unit of work performed in a 

database system like data integration or update, in order to preserve data integrity.  

Transactions have to meet ACID conditions: Atomicity (transactions can be total or null, 

partial transaction are not allowed), Consistency (data cannot be contradictory), Isolation 

(every transaction is independent from the other) and Durability (mutations made cannot be 

lost, every operation has to be registered). Scalability and availability revealed to be a 

problem for ACID transactions, one of the reasons is explained by the CAP theorem: strong 

Consistency, high Availability (there exist at least one copy of the requested data), Partition 

tolerance (the system keeps its characteristic even when moved to another server). It 

postulates that the three requirements cannot be achieved all together, this is why No-SQL 

systems abandoned the challenge focusing on the last two characteristics; the system is 

defined BASE (Basically Available, Soft-state, Eventually consistent).  

Finally, the survey points out that non-relational databases provide the possibility to store 

large volume size data and carry out advanced analytic operations. 
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Once data are stored, how can companies and organizations manage Big Data Analytics? 

The second step includes that data need to be turned into significant information. According 

to the research made by Russom, the most common and preferred platform used by 

companies and organizations is the Enterprise Data Warehouse (EDW) (Russom, 2011, p. 

16).  

“A data warehouse is an informative system that integrates and reorganizes data originated in 

different sources [in different categories], and makes them available for support analysis and 

decisional processes” (Marketing Glossary, n.d.). 

It supports the On-Line Analytical Processing (OLAP), different from the On-Line 

Transaction Processing (OLTP), traditionally supported by operational databases as 

previously described. The former one is market-oriented, and it is used to analyse data, the 

latter one is customer-oriented, and it is used to manipulate data. 

OLAP system is suitable for operations like data mining and advanced statistics like those 

required by Big Data Analytics. In addition, it supports the decision-making process, 

providing data in different formats, in order to satisfy the specific needs of the user (Reddy & 

al., 2010, pp. 2865-2868). 

Both OLTP and OLAP systems are aimed at turning raw data in valuable data, that the user 

can extrapolate in order to carry out operations or analysis. 

In most companies, there exist a separate sector designed for this specific step of data 

processing, generally submitted to the data warehouse and business intelligence team 

(Russom, 2011, p. 13).  

The third step and last step of data knowledge discovery is submitted to Decision Support 

Systems (DSS). They represent interactive tools using data and models in order to support the 

decision maker during problem solving processes or during company management issues 

(Vercellis, 2006, pp. 67-76). 

For what concerns OLAP systems, data mining is a predictive support system that consists in 

“extracting knowledge from a large amount of data or data warehouse” (Reddy & al., 2010, p. 

2869).  
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Through the analysis of past samples of observations, the predictive system is aimed at 

finding conclusions that can be generalized to the entire population as accurately as possible. 

The most common platform through which data mining is carried out is the spreadsheet.  

Historical data enable a training or learning stage, in which the model has the possibility to 

practice in order to be more efficient at the predictive stage (Vercellis, 2006, pp. 77-92).  

 

Graph 1: Knowledge Discovery Process 

 

As the graph shows above, the first three steps concern knowledge discovery and sum up the 

processes described in detail in this paragraph. The last step is defined by researchers as 

knowledge deployment and concerns the business strategy implementation. It is submitted to 

the user and it is the only stage that does not involve the help of technology.  

In a business, this task must be accomplished by the decision-maker, that has the 

responsibility to decide which is the suitable strategy basing on the information available 

extracted through the previous processes. 

Statistic tools and models can help in analysing different situations in an easier and quicker 

way, and knowledge extrapolated by predictive systems helps the user in assessing risks and 

opportunities. 

 

2.3 The importance of data value 

The major characteristics of big data, as seen above, are Volume, Velocity and Variety. The 

analysis of knowledge discovery process introduces another element: data Value. 
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In order to extrapolate knowledge and define a business strategy, the decision maker has to be 

sure that the information available is accurate and significant, and it can be confirmed 

submitting models to training stages before the actual prediction.  

How is big data value defined, and how can companies exploit it? 

In order to compute big data value, the decision-maker has to take into consideration not only 

the possible use of information in the present, but also all the potential uses in the future. 

Mayer-Schönberg and Cukier provide an in-depth analysis of the value element relevance in 

the world of big data (Mayer-Schönberger-Cukier, 2017, pp. 142-143). 

As a matter of fact, value does not disappear when a primary objective is achieved, since 

information could reveal useful to reach other types of aims, even very different from the first 

one. All the set of uses of data value are defined “optional value” of data, in the sense that it is 

characterized by a series of options. Three efficient ways are defined by the authors in order 

to free data optional value: reuse, datasets merging, identification of extensions possibilities. 

The first one indicates what mentioned above, the possibility of using data even after having 

reached the primary objective, that can be made thanks to the other two techniques: mashing 

up data collected for different purposes, and making data flexible at an initial stage, in order 

to be able to mash them up. 

The starting point is the importance of collecting as much information as possible, storing it in 

a database. Once data are stored and used to implement the business strategy, they are not 

eliminated because of their optional value, until they are considered irrelevant: at a certain 

stage, companies will need to clean up their databases, deleting non-productive information in 

order to make space for the productive ones; dedicated systems analyse the entire database, 

confronting old and new information, and then select the data to avoid. 

Another interesting step is mashing up datasets in innovative ways. An example is the 

research made by the Danish Cancer Society research team, that studied a potential 

relationship between two very different themes: mobile phones and cancer (Frei & al., 2011). 

The team studied the possibility that the use of mobile phones would increase the burden of 

cancer, by mashing up three datasets. 

The first one contained data about all the users of mobile phones in Denmark, involving 

358,403 people; health authorities monitored the second database, containing 10,729 people 

subjected to brain tumours during the period of study, namely from 1990 to 2007; the third 
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database involved all data about education-qualification and disposable income on a national 

basis.  

Combining these datasets, the team computed the incidence ratio, finding out that there was 

no particular incidence of the use of mobile phones on cancers.  

The analysis, in conclusion, did not lead to significant results, but the research team analysed 

databases belonging to different fields, being able to combine them in order to pursue a 

unique objective; data needs innovation in order to free their optional value. 

In order to identify possible extensions of data, most companies adopt mechanisms to collect 

as much information as possible: supermarkets, for example, install cameras not only for 

security purposes, but also to monitor the flow of customers and detect in which of the 

various aisles of the store they tend to buy more products (Mayer-Schönberger-Cukier, 2017, 

pp. 149-150).  

This could result in an implementation of a better marketing or retailing strategy in the 

supermarket. 

The potential of optional value is commonly exploited in the marketing field, especially in 

database marketing. It is a form of direct marketing and consists in an actual databank, that 

enables organizations to collect and organize data and information about their customers for 

direct marketing communication purposes (Marketing Schools, n.d.). 

This is useful not only for e-commerce, but also for the off-line market: collecting data helps 

the vendors in identifying the right strategy and start a loyalty process with the customer by 

offering a targeted and ad-hoc promotion.  

Customers subscribed in the mailing list, or provided of a fidelity card, are those to which 

organizations can rely on for this form of marketing. 

During this process, high awareness is needed, both for the client that has to agree for its 

personal data processing, or at least has to be aware of it; and for the company, that has to 

respect the data processing procedure, collecting and using only data previously declared.  

A blatant example is the “Target case”, described by Charles Duhigg in an article published in 

the New York Times Magazine (Duhigg, 2012).  

In 2002 the retailer company registered all details about their customers, classifying them 

through unique IDs. Statisticians working there could do it every time a client payed with a 
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credit card, with a coupon, subscribed on the mailing list, visited their website: they collected 

as much information as they could.  

One day, the marketing department challenged statisticians, asking if they could discover if 

some of their customers were pregnant, and if yes, which of them. The reason is that “new 

parents are a retailer’s holy grail” (Duhigg, 2012), as Andrew Pole – one of the statisticians 

working there – explained.  

Analysing all customers in the database and their recent purchases, they found, among all the 

potential pregnant women, a sixteen-year-old pregnant girl, and started to send promotion 

leaflets on baby products house-to-house. The parents of the girl who found the leaflet 

addressed to her, however, did not know she was pregnant and were about to report Target 

company, until they discovered that a retailer shop knew more about their daughter than they 

did. 

Defining marketing strategies basing on the profitability, targeting a specific niche of the 

population, in this case resulted efficient since the goal was reached and the analysis was 

correct, but it mined not only the customer loyalty to the brand, but also her social 

relationships with her parents, issue that goes beyond the purpose of the research.  

 

2.4 Redefining “roles” in the business organization 

The analysis of big data gives the opportunity to decision-makers to base their business 

management strategies on accurate information and reliable predictions. 

Big data involved and required a change in the business organization, redefining the roles of 

the decision-makers.  

The article “Big Data: The Management Revolution”, published in the Harvard Business 

Review, explains in depth this issue (McAfee & Brynjolfsson, 2012, pp. 5-9). 

The concept underpinning it is that intuition in decision-making processes is starting to be 

replaced by evidences collected through big data analytics, and according to the authors 

McAfee and Brynjolfsson, it is right and proper.  

Following a survey that they conducted: “companies in the top third of their industry in the 

use of data-driven decision making were, on average, 5% more productive and 6% more 

profitable than their competitors” (McAfee & Brynjolfsson, 2012, p. 6). 
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Generally, decisions in a company are made following the experience and the opinion of the 

business managers that generally holds greater powers, usually defined as HiPPOs – Highest 

Paid Person’s Opinion. 

The difference between a data-driven company and a non-data-driven company -in this 

dissertation it will be defined as “intuition-driven company – is that the former one is 

characterized by HiPPOs willing to leave apart their opinion whenever big data analytics 

reveal conflicting results. 

Intuition, even if based on several years of experience in the field, could face some of the 

cognitive biases that affect humans’ minds: overconfidence, availability and status quo 

(Mauboussin, 2012). 

“People’s deep confidence in their judgments and abilities is often at odds with reality” 

(Mauboussin, 2012). 

Overconfidence can lead to decisions taken in contrast with the real situation, this is what 

Michael J. Mauboussin wants to point out through this statement. This bias reveal whenever a 

manager overestimates his qualities and experience, considering them more reliable and 

valuable with respect to those of his peers.  

Overconfidence on personal opinions could lead to an impetuous and rushed decision-making 

process, not considering potential significant and eventually more profitable views. 

Availability heuristic is characterized by the association of cause-effect relationships or 

probabilities of an event to already available ones, namely recent experiences or information 

acquired recently. 

An example is given by Loewenstein and his description of the repetition bias, as seen in the 

previous chapter: relating two similar situations to the same cause is not a reliable and 

effective procedure, since the context may have changed over time, and other elements may 

have to be considered as relevant (Loewenstein, 1999).  

The consequence is an overestimation of the already available elements in the decision-

making process that could underestimate or even avoid other important information; just 

because a situation seems to be repeated frequently, does not mean that the same procedure is 

required.  
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Status quo is the tendency of managers to avoid changes in order to maintain a regular 

business state, in other words the present condition. 

The consequence of this bias is clear: standing still in what can be called the “comfort zone” 

is not always the best strategy for a business; facing risks assessed accurately means facing 

opportunities. A business stuck in the status quo will be soon surpassed by dynamic 

industries, willing to modify and re-arrange their business strategy according to the economic 

environment. 

Analytics and statistical models are not limited by these types of biases, since they follow a 

program considering all data at the same relevance level at an initial stage.  

As seen with the explanation of the knowledge discovery process, they successively select a 

set of information basing on the inputs given by the programmer: if the inputs are not clear or 

not appropriate for the objective of the research, the model will in turn detect irrelevant and 

useless information.  

In a data-driven business the role of the domain experts, namely experienced in the field, can 

shift from the HiPPOs to people who can “ask the right questions” to the analytic program in 

order to obtain significant answers; in other words, there is the need of subjects able to firstly 

extract from the predictive model the correct information to follow the objective initially 

defined, and secondly to exploit them to develop a strategic business plan. 

McAfee and Brynjolfsson defined three roles as relevant in a data-driven company: leadership 

team, talent management, decision-making team (McAfee & Brynjolfsson, 2012, pp. 8-9).  

The leadership team is fundamental in a business and it must be composed by people able to 

define clear and specific objectives, according to the marketing environment. 

In addition, the group must come up with creative and innovative ideas and be able to realize 

them, in order to attract not only consumers, but also potential shareholders; to do this, the 

team has the responsibility to ask the right questions in order to obtain significant answers 

from the computer programs and models. 

As already seen, databases can contain unstructured data coming from different sources in 

huge amounts. Even if the leadership team has a clear vision of the objective and how to 

accomplish it, they need to know also how to report the requests to the computer program.  
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For this precise task, a new figure entered the business to support decision makers: the data 

scientist.  

The data scientist is a specialist able to extrapolate structured and reasonable information 

from unstructured data and disorganized databases, according to the requests of the leadership 

team; they see opportunities in what seems useless, turning it into an efficient and functioning 

analytic system (Davenport & Patil, 2012). 

The aim of the person that fills this role is to make a discovery examining the database in 

depth, exploiting all his/her qualities as statistician, programmer, designer and innovative 

storyteller (Mayer-Schönberger-Cukier, 2017, p. 170).  

Data scientists are becoming more and more important figures in the data-driven companies, 

since they know how to manage and how to exploit data in favour of the business strategy 

organization; in addition, they could represent an added value in the industry, since they are 

able to discover significant information useful to asses an innovative strategy, taking out 

competition.  

The above-mentioned figure that recently took part of the business management sector 

provides a set of knowledge and discoveries useful for the strategy implementation, submitted 

to the decision makers. The members of the decision-making team must be aware of the 

objective predefined and of the results obtained through the analytical process, in order to 

implement their problem-solving techniques to define the most suitable strategy for the 

business.  
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Graph 2: Business management in a data-driven company 

These are three separate figures with different tasks to accomplish and responsibilities. In 

order to do it, they have to communicate and work in synergy one with each other, as the 

arrows represent in the graph above.  

It represents neither a hierarchy nor a definite multi-step process. 

The former would assume that one of the roles is defined more relevant than the other in the 

management of the company, but this is not the case: each of them in a data-driven company 

is essential and contributes to manage the business in an efficient way. 

The term “definite multi-step” refers to a process characterized by different repeated stages, 

from an initial one to an ending one. In this case, there does not exist a precise initial stage, 

since the process does not necessarily start with an innovative vision of the leadership; 

hypothetically, a discovery of the data scientist or an accurate observation of the decision 

maker could give the input for a new strategy, or implement the existing one. 

Therefore, the process can be defined as a continuous cycle of information and 

communication between the three roles. 

From this analysis of the relevant figures in a data-driven company, two characteristics of the 

latter, different to the already defined data-confidence: dynamism and adaptability.  
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Dynamism between the three areas permits a wide communication, generating a great 

information flow that leads in turn to a wider range of ideas and options. Every figure 

contributes to the implementation of the strategy, following a path that could be changed in 

every moment of the process if better alternatives show up; this links to the concept of 

adaptability, that refers to the adjustment of the business strategy according to the external 

environment.  

 

2.5 The big data value chain 

The advent of big data generated the emergence of companies specialized in big data. 

Mayer-Schönberg and Cukier represent in their book the division of the different types of big 

data companies (Mayer-Schönberger-Cukier, 2017, pp. 169-201).    

 

 

Graph 3: Big Data Value Chain 

 

These companies can be divided by their added value: ideas, competences or skills, data. 

The first are characterized by creative and innovative visions on how data can be exploited, 

but probably are not provided of the competences or of data in order to accomplish the idea.  

Data analysts could be companies or single people who provides a cultural orientation 

towards big data; data-driven companies can be part of this category. 
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The second are the ones that have the competences and instruments, but probably lack data 

and ideas; they are defined as data specialist since they know how to exploit big data 

managing a database trying to obtain reasonable information, through the appropriate 

technological instruments; data scientists are part of this second area. 

The third, in turn, controls a dataset but are not provided of competences or creative ideas in 

order to exploit it; they are defined as data controllers. 

FlightCaster.com is a website that provides predictions about the delay probability of a flight 

in the United States. The founder Bradford Cross and his team created this system mashing up 

different datasets coming from the U.S. Bureau of Transportation Statistics, the Federal 

Aviation Administration and the National Weather Service. 

This way, he obtained a huge amount of information about historical data concerning the 

flights, and predictions about weather conditions. Thanks to the model generated from the 

correlation of the information available, people could know in advance if there was the 

possibility of a delay in their flight of interest with high probability.  

Bradford exploited data through their optional value and had this advantage since the 

companies who controlled the datasets did not know how to do it, or in the case of the Federal 

Aviation, they did not want to permit people detect their inefficiency.  

After the launch of this efficient system, however, the competitor FlyOnTime.us made a 

countermove updating its database and creating its website. The competitive advantage of 

FlightCaster.com reneged soon, until Bradford and his team decided to sell the system to Next 

Jump, another big data analyst company.  

This example detects the three different types of companies describing their role and sums up 

which of the three will assume the greater value in the future.  

Bradford represents the data analyst that came up with the innovative idea and detected a 

potential opportunity from the exploitation and combination of databases; in order to do this, 

he or at least one of the members of the team had to be provided of the appropriate 

instruments to define the program and skills in order to extrapolate information, otherwise 

they wouldn’t have reached the pursued objective; this or these figures represent the data 

specialists. Finally, the three services who provided data are of course the data controllers.  

Ideas and competences are considered of greater value with respect to data, since they provide 

innovation and creativity; though, they present limitations. 
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The competitive advantage of companies with big data cultural orientation, namely data 

analysts is to create innovations before the others do, thanks to their skills and creativity. 

Once they launch their product or service the success is guaranteed, but then competitors will 

update and innovate their systems in order to provide a similar offer; the advantage will lose 

value since it has to be shared with competitors, as happened to Bradford and his team.  

The same holds true for competences: data scientists and data specialists are required in 

companies and they are considered essential for the implementation of the business plan.  

They are considered data experts and nowadays they are not available in the market in great 

numbers: at this stage, their value is high. 

As the market will continue requiring these roles, more and more people will become data 

specialist or scientists, making competences lose value.  

In case of data, the process is the opposite: nowadays they are still considered less valid than 

ideas and competences, but in the future their value will increasingly be higher; the volume 

and variety of data will be too high to fear the menace of competitors. 

Among this category, a subcategory is emerging that would acquire even more value 

according to Mayer- Schönberger and Cukier: data intermediaries. 

They are able to collect data from different sources in order to comine them and obtain 

innovative results; doing this, they can act like data analyst but in the same time they would 

have the control of data that they exploit. The more general category of data controllers will 

let data intermediaries play this role since data value can be extrapolated only through their 

intermediation.  

An example of data intermediary company is Inrix, known as the 

“ largest provider of traffic data in the world, […].  Inrix monitors real-time 

traffic flow on some 260,000 miles of roads in the United States, and it 

provides that information to a number of automakers, portable GPS device 

makers, and telecommunications companies, including AT&T, BMW, Ford, 

Garmin, Mercedes-Benz, TomTom, Navigon, and Sprint” (Consumer 

Reports News, 2010). 

This data controller company adds value to its activity combining all data collected with 

historical data about traffic information collected by the State and federal Department of 
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Transportation agencies, data bout weather conditions, or by means of crowdsourcing, namely 

collecting real-time data through GPS navigation devices or mobile phones in vehicles 

(Consumer Reports News, 2010).  

This way Inrix created a predictive model of traffic flow. The result is shown in navigation 

devices of vehicles, it is used by governments and also by commercial fleets; this way, it is 

useful to ameliorate the traffic flow system making it more efficient. 

In the end of this analysis it can be concluded that the higher value of a company is reached 

from those who controls data and have also the possibility to exploit them. It can be defined 

as a mix of the three figures of controller, specialist and analyst, but it is important to have the 

control of data and be able to exploit them and obtain useful information to innovate the 

strategy; at the moment in which competitors will keep up, the company will be able to make 

a counter move as soon as possible by having the virtue of data. 

 

2.6 Ethical implications 

In using and processing data, companies have to consider and respect an important issue: the 

privacy policy. As mentioned during the description of the “Target case”, it is important for 

the citizen to be aware of which uses the company is going to implement through his personal 

data; the role of the company is to be transparent in giving this information. 

Whenever a person tries to enter a mobile application, or is subscribing to a site, the company 

presents the privacy policy, consisting in a long file made up by different clauses, that must be 

accepted in order to proceed with the operation. Most times people prefer accepting the policy 

without putting the appropriate attention to the content, since they have no choice but 

accepting it if they are interested in going on with the navigation or subscription. 

Consequently, the company is allowed to collect personal data and make all uses described in 

the privacy policy since the subject gave the consent. 

In order to redesign the policy for the data processing, the European Union established a new 

regulation aimed at a greater protection of personal data processing. 

The EU regulation entered into force the 25th of May 2018 named as General Data Protection 

Regulation (GDPR) (Agenda Digitale, 2018).  
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One of the points marked by the regulation, in fact, is the absence of contradictions between 

the two concepts of transparency and effective protection of privacy: all information about the 

treatment of data, uses and objectives included, has to be clearly specified by the company. 

Two figures are introduced: data controller and data processor. 

The former is the person who controls the treatment of data, the latter represents who is 

responsible of the treatment, namely the person or service who process data on behalf of the 

data controller.  

The first has to be distinguished by the data subject, namely the person which data belongs to; 

with regard to this, the GDPR re-defined several rights belonging to the citizens that own data 

(EU GDPR Compliant): 

- The right to refuse to become a data subject 

- The right to be informed 

- The right to restrict processing 

- Data portability 

- The right to erasure (right to be forgotten) 

- Rights related to automated decision making and profiling 

Generally, these statements describe what a citizen can do in order to protect his data, 

including the right to refuse to become a data subject, and the right to revoke the consent 

anytime if he does not consider that data have been used properly with respect to what defined 

at the moment of the consent, or if they have been used out of the period of time previously 

declared by the company.  

The right to erasure introduced an adding clause in favour of the citizen: before the GDPR the 

citizen had the right to request the cancellation of his own data from the company database at 

his own discretion, and the data controller was obliged to do the operation within a time 

frame. 

To this existent right, GDPR considered necessary to point out that the data controller must 

transmit the cancellation request also to all subjects that are using data at hand. 

This policy is thought about protecting the citizens from a non-appropriate use of their own 

data, it is important to know it in order to be informed and avoid misunderstandings.  
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As the citizen has to be aware of the regulations concerning personal data protection, the 

company has to respect the procedures imposed by the GDPR to satisfy the transparency 

principle. 

Before defining the procedure to follow, the company must assess costs and risks of the 

different clauses of the GDPR, in order to define its adjustment. 

Taking as an example Italian companies, this process requires different stages (Troiano, 

2017): 

1. Compliance evaluation: collection of information about the company organization and 

analysis 

2. Creation of the register of processing operations, where every operation of data 

processing has to be inserted 

3. Drafting or modification -if already existing- of the documentation in order to conform 

it to the new regulation 

4. Definition of the roles of data controllers and data processors 

5. Accountability: definition of the security policies and assessing of risks in order to 

guarantee that all the operations comply with the normative 

6. Data breach: process aimed at identifying the sanctions due to possible violations to 

the GDPR. This intermediate phase is very important since the penalties are very 

expensive, and they depend on the gravity of the violation, classified in two groups: 

less severe and more severe violations. The former can be addressed to the data 

controller or data processor, to the body for certification “Accredia”, or to the body for 

monitoring codes of conduct, and the amount can vary reaching up to 10 million 

euros, and in the case of companies, up to the 2% of the annual worldwide turnover 

concerning the previous year, if higher. The latter concerns violations of basic 

principles of the regulation or rights of the citizens above mentioned, and the amount 

can reach up to 20 million euros, in the case of companies, up to the 4% of the annual 

worldwide turnover concerning the previous year, if higher. The body submitted to 

this task is the Personal Data Protection Authority, and has to analyse the violations in 

depth in order to implement the proper penalty (Panetta, 2018). 

7. Evaluation of the impact of personal data protection in order to guarantee transparency 

and proper protection 

8. Implementation of the processes for exercising the rights of the data subject 

https://context.reverso.net/traduzione/inglese-italiano/monitoring+codes+of+conduct
https://context.reverso.net/traduzione/inglese-italiano/Personal+Data+Protection+Authority
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9. Identification of a Data Protection Officer (DPO) that observes and evaluates the data 

processing management in the company. 

 

As already mentioned, data are acquiring increasingly higher value and limiting their 

processing might seem a loss for a company; in addition, privacy is a right more and more 

difficult to protect and handle, due to volume of information available and the technological 

instruments able to exploit them. 

In adjusting their program to make it comply with the GDPR, companies put the attention in 

avoiding the possible penalties due to violations, considering this new regulation a limit to the 

flow of information, and consequently a loss. 

This attitude towards the GDPR is wrong and too pessimistic, not only for Italian companies, 

but also for other ones coming from all the EU member states.  

Companies interpreted the regulation as a limitation, since they associated the protection of 

the flow of information as a decrease of revenues. In adjusting their existing regulations to 

make them comply with the new one, therefore, they put their attention in trying not to be 

subjected to the penalties of possible violations. 

This generated a divided situation characterized by the willingness of every state to adjust its 

own program with respect to the new regulation; as a result, GDPR did not succeeded in 

creating a homogeneous environment in terms of privacy regulations. 

In addition, a more rigid control of the flow of information, according to the new regulation, 

has to be considered as an opportunity, not as a cost. According to Franco Pizzetti, a 

constitution law tenure track professor in the University of Turin, the concept that companies 

do not understand clearly is the fact that protecting data means also protecting their quality 

and verify their source origin (Pizzetti, 2018).  

In order to develop artificial intelligence, programmers and computer executives in a 

company have to give the correct input to the system if the aim is to make it work in a proper 

way and according to the protection of their consumer privacy. In the era of Internet of Things 

(IoT), namely the extension of Internet to physical object like mobile phones, televisions, 

household appliances, it is possible to do things automatically (Telemat Internet of Things, 

n.d.): for example, it is possible to regulate temperature in houses, record the favourite TV 

program, or set a timer that warns you when the cake is ready in the oven. Doing all these 
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procedures would not be easy if the data inserted in the system and the information obtained 

are incorrect, incomplete or confused: the program will not work.  

In order to understand which characteristics, define data as “quality data”, the GDPR provides 

the as knows as CIA, three properties that regulate the way in which data are collected, 

aggregated and used: Confidentiality, Integrity, Availability. They respectively guarantee 

availability of data only to authorized entities, completeness and accuracy, access to 

authorized entities within a fixed period. 

In conclusion, protecting data is a process that has to go hand in hand with the development of 

technology, both to guarantee service quality and preserve citizens’ rights; to do this, 

companies need to understand the opportunities that data could provide.  
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3 Big Data and Social Media 

After an historical background of the evolution of the World Wide Web, and the consequent 

birth of Social Media platforms, this chapter will focus on the analysis of the impact of Big 

Data in the latter ones, focusing on the importance of an effective and secure data 

management process. 

3.1 The evolution of the World Wide Web 

3.1.1 From Web 1.0 to Web 2.0 

The World Wide Web created by Tim Berners-Lee in 1989 is also defined as Web 1.0 to be 

compared to its evolutions. It is considered the “read-only web”, since only a few people had 

the possibility to create web pages, the others could only read them to obtain information 

(Naik & Shivalingaiah, 2008, p. 500).  

The event associated to the major development of this first evolution of the web is the 

creation of Netscape Navigation, the first successful graphic web browser, namely a platform 

that allows the Internet navigation. 

The second evolution of the web is defined as Web 2.0, term coined in 2005, after a 

brainstorming session between O’Reilly and Medialive International, that defined and 

explained the characteristics of this brand new web (O'Reilly, 2007, pp. 17-19).  

This can be defined as a “read-write” web, in fact users can upload or download contents or 

documents, participating more actively in the web activity. The main change that signed the 

shift from Web 1.0 to 2.0 is the valorisation of the user experience, enabling all users to 

interact more effectively during the navigation in the web (Naik & Shivalingaiah, 2008, p. 

501); through the creation of personal blogs, in fact, people can provide other users 

information about different topics, communicate with other people, cooperate to the creation 

of collective knowledge. This service is not limited to a precise niche of the population, 

everyone who is interested has the possibility to create his own website, even if not IT 

professionals: at the moment of the generation of the blog, the system provides step-by-step 

tutorials that follow the user during the process, suggesting the most suitable theme and 

structure according to the topic of the blog of interest.  

The core objective of Web 2.0 is to “leverage customer-self-service and algorithmic data 

management to reach out to the entire web, to the edges and not just the center, to the long tail 

and not just the head” (O'Reilly, 2007, p. 21).  
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The concept of the long tail was first coined by Chris Anderson in 2004 (Anderson, 2004, pp. 

1-4), and consists in the shift from the focus on a precise and niche among the mass market to 

the focus on a great number of small niches; in other words, it points out a change of business 

strategies characterized by the marketing of not only few bestsellers, but also of a great 

variety of other less profitable products. The volume of the combination of the small niches 

will result greater than the volume of the mass markets bestsellers.  

Taking the theory at a web level, O’Reilly states that Web 2.0 would concentrate not only on 

the most popular websites, but also on the ones with a lower number of visitors, giving space 

to all the users that want to give their contribute in creating knowledge. 

The search engine Google is considered by O’Reilly the bearer of Web 2.0, since it can be 

considered the link between the user and its web experience. Netscape was a browser that 

provided access to the internet network, Google consists in a service provided to the user that 

links him to his internet experience.  

Moreover, the Google service makes use of an additional element that ameliorates user 

experience: data. The platform is a giant database constantly collecting, analysing and 

extracting information in order to provide services to the user (O'Reilly, 2007, pp. 19-20).  

 

3.1.2 How Google collects data 

As seen above, the process of knowledge discovery process starts from the collection of raw 

data, continues with the extrapolation of useful information, and then ends with knowledge-

building in order to implement a specific business strategy (Vercellis, 2006, p. 12). 

Google, as above mentioned, is the first search engine that makes use of data to ameliorate 

user experience. Its data management process works the same way as the knowledge 

discovery process: data are collected and stored in databases and successively elaborated 

through the use of structured algorithms to create knowledge. Ameliorating user experience, 

though, is only one of the purposes for which the search engine collects data.  

In order to examine in detail all data that it collects every day, I will proceed analysing my 

personal account.  

It must be pointed out that the Google services presents several applications to which every 

person can connect through an account. The account is a personal profile, characterized by an 
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ID code, namely a series of numbers that is associated to each different person in order to 

make the profile unique and private. 

The most common and popular services that Google provide are Gmail (an intuitive and easy-

to-use e-mail service), Google Maps (navigation system), Google Play (mobile platform in 

which applications can be downloaded and monitored) and Google Drive (a service that 

allows the sharing of documents and media files among different accounts).  

Google owns also the YouTube service, a web platform that allows the online visualization 

and share of videos.  

Generally, Google collects all data related to the account, to the web activity, the activities in 

the device connected, that can be a personal computer, a mobile phone, or both; it collects 

audio and vocal data thanks to the vocal service “Ok Google” in mobile devices; in addition, 

it detects and monitor the chronology of the web when it is used as a search engine, and also 

the chronology on the YouTube platform.  

 

Figure 3: Picture taken from the dashboard of my personal Google Account 

Thanks to the option “Manage your activity controls” the user can decide which of the listed 

activity Google can monitor and control; if any of them is not necessary for the user, it is 

necessary to click on the “On” button and change it to “Pause”.  
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All this information can be easily found on the Account section “Data personalization”. 

The account functions as an archive where all personal data are stored, monitored and 

analysed. My personal storage space in the account is of 15 Gigabytes, but Google offers the 

possibility to expand it up to 30 Terabytes thanks to the platform Google One: this paid 

service, differently from the basic one that is free, offers the choice among different packages 

providing more space to store data, the additional assistance of Google experts and other 

advantages for the users that are not explicitly specified.  

All data collected are available to the user, that has three possibilities: download a copy of the 

archive, establish a management plan for the account, eliminate a service or the account. 

Establishing a management plan for the account means deciding what to do in case of 

accidents or events that disable the user of accessing the account anymore. He can decide 

when and whether Google has to consider the account inactive, and also what to do with the 

data contained: ask Google to delete them or share them with someone he trusts. 

The elimination of a service or of the account can be carried out at any time, and so with the 

elimination of the related data.  

Finally, I requested the download of the data that Google collected since I created my 

personal account. The results were divided by Google in three different archives since the 

amount of data was too big for storing them in a unique folder, in fact my personal account 

counts more than two Gigabytes of data stored, and they remain available to the user for a 

week. In detail, Google stored all data related to my web and mobile activity, but also all 

information concerning different applications to which I subscribed using the Google account; 

information that I found reading through the archive are in different formats, like texts or 

media, and include pictures taken by my Social Networks profiles, files of transactions made 

online, and other data referred to my navigation system and YouTube chronology. Many 

applications, as seen before, can be downloaded through the service Google Play, and are 

related to different topics: Videogames, Movies, Books, Music, or to websites such as Social 

Networks and e-commerce.  

In general, the utilization of an application requires the subscription for the creation of an 

account. In order to create it, an interface displays different possibilities, such as the manual 

input of personal information like name, surname, e-mail address, or the automatic 

subscription with the Google account; whenever the Gmail account is inserted, Google 
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acquires the rights to collect data related to the application, but has the duty to explicitly 

describe which types of information will be stored by the platform. My personal Facebook 

account, for example, is registered through my G-mail address, consequently Google manages 

to obtain information by that platform. 

Mobile phone devices, in addition, are provided of a geolocation service that collects data 

about the places that the user visits or about the route of the travel. The results are provided in 

the “Google Timeline”, a service in which each user can find his personal cities or places 

visited. 

 

 

Figure 4: Picture taken from my personal Google Timeline 

The map above shows my personal timeline. In the top left timeline, the user can choose the 

period of interest, it can be more or less specific, for example I chose the general period of 

year 2019; if the user is interested in a precise day, it is necessary to specify also the month 

and day labels. The places of the research are represented by red dots and clicking on them all 

details about the precise city are provided by Google. 

The blue chart bar represents the total amount of places visited daily, clicking on a column 

Google asks the user to correct geolocations if they are not precise or not really places where 
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the user has been; this can happen if the geolocation service is working and detects locations 

near the user but in which he is not actually inside.  

Google detected 340 confirmed and 502 unconfirmed places basing on my location history 

and ranked them from the ones I visited the most to the ones I have been fewer times.  

In addition, the user can set a “Home” and “Work” location in order to make the route 

research quicker. 

In conclusion, Google collects as much data as possible about the user, but why? 

Generally, Google wants to provide an actual experience while surfing on the web, and its 

role is to guide the user during the research, making it quicker and easier. It is continuously 

trying to ameliorate its service, making it more precise and significant. Every service that 

Google offers asks for feedbacks to the users, in order to understand if they are satisfied; 

otherwise, the service has to be modified to meet the users’ needs.  

Requiring a user feedback is not only useful to ameliorate the research engine for the utility of 

the user, but it is also a way to collect data to improve its artificial intelligence, learning from 

its mistakes. As seen above, Google Translate is now competing with human translations 

thanks to a deep learning process that learns from the feedbacks that experts give on its 

translations results (Valentini, 2018). 

In order to ameliorate the service, Google changes its algorithm several times during the year, 

making modification at a core level or at a more superficial level. To keep up with the 

evolution of the Web 3.0 and with the expectations of Tim-Berners Lee as seen above, in 

2015 Google optimized its algorithm for mobile devices through the “Google Mobile 

Update”. The last update is dated on March 2019 and it is called “March 2019 Core Update”; 

as the name suggests, this update was made at a core level, but there are many doubts among 

the critics about the significance of this new algorithm (Softfobia, 2019).  

The results of this new algorithm cannot be detected precisely since it is very recent and it is 

difficult to make a proper analysis to state its validity, but generally the only aim of Google 

programmers is that of providing a better service and experience to the user.  

In addition, another way to improve user experience is building a user history, collecting data 

to add in the Google Timeline as seen above, or building the chronology of the researches in 

the service “My Activity”; here, every research applicable to the different services is reported, 

providing a unique platform in which the user can trace his information.  
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Another reason why Google collects data is to provide a personal profile, including all users’ 

interests basing on the researches made, data inserted by the user in the account and data from 

Google advertisers. Combining all of them, the service can provide ad personalisation. 

My Google profile counts almost 100 different activities used as a basis for the choice of 

which ads to show while I am surfing the web. 

The services used by companies to create and manage ads are “Google Adwords” and 

“Google AdSense”. Starting by the first one, it is a platform in which the company can create 

an ad in order to promote its website, its products and activities. Once the ad is created, the 

advertiser will pay a certain amount of money whenever the ad will be clicked on the Search 

Engine Results Page (SERP). The user can recognize the ads since they are the first results 

and they are labelled as “ad”. In the Google Adwords platform, the advertiser can monitor his 

campaigns by viewing the clicks and the budget payed, and he is free to modify them 

whenever he considers it appropriate. 

Google AdSense is not used by the advertiser, but by the publisher. The publisher is a user 

who is provided of a website, and wants to include ads in it to monetize it; it is a platform that 

connects the advertisers to the publishers, in fact, each time an ad will be clicked, the 

publisher will receive a certain amount of money (Lee, 2010). 

In conclusion, Google collects data for itself in order to improve its artificial intelligence; for 

the user, ameliorating its experience on the web and giving the opportunity to monetize a 

personal website; for companies, providing the possibility to promote themselves.  

 

3.1.3 Evolution of Web 2.0 

At this point, the idea of a third evolution of the web starting from the introduction of the 

consideration of data and databases is still in development.  

Tim Berners-Lee, while developing the first world wide web, thought about the idea of a 

future evolution of a semantic web, characterised by the association of contents to data that in 

turn specify a semantic meaning, favouring automatic elaboration and interpretation (Barassi 

& Trerè, 2002, pp. 1269–1285).  

“When we would access all data in the world through the internet it would be a great day for 

humanity” (La Stampa, 2009). 
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This quite extreme statement is the explanation of the objective that he wants to reach through 

the evolution of the web, published in an article on the online website of the journal “La 

Stampa”.  

He also pointed out the importance of providing internet access and applications to mobile 

devices, in order to obtain more data.  

As the web is in continuous development and the variety and volume of data are increasingly 

growing, it is difficult to define when the objective defined by the WWW founder will be 

accomplished; however, the majority of the researchers already defined the evolution as 

existing, referring to it as Web 3.0. Generally, researchers describe it as an evolution in 

artificial intelligence technology and social linkages that provide a wider communication 

throughout the entire web; it can be considered an additional integration to previous services 

and applications of Web 2.0, ameliorating quality and enhancing automatic elaboration. 

Authors Naik and Shivalingaiah associated the Web 3.0 to a creation of high-quality contents 

and services using Web 2.0 technologies (Naik & Shivalingaiah, 2008, p. 501).  

 

3.2 Social Media 

One of the protagonists of Web 2.0 evolution, or Web 3.0, are Social Media platforms.  

Social Media generally include online forums where the business and consumers can 

communicate with each other, such as Social Networking Sites, Blogs, Internet forums, E-

mails. 

This way, they enable three forms of communication: business-to-consumer, through the use 

of ads, consumer-to-business, through feedbacks and reviews, and consumer-to-consumer, 

through word-of-mouth and reviews.  

Social Media Marketing is a form of marketing born after the development of these new ways 

of communications. It is necessary for the companies, therefore, to adapt their traditional 

business model and marketing strategies to the increasingly high role of consumers in the 

marketplace. 

In their research “Social Media: the new hybrid element of the promotion mix”, Mangold and 

Faulds sum up the new phenomenon (Mangold & Faulds, 2009, pp. 357-360): 
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Figure 5: The new communications paradigm (Mangold & Faulds, 2009, p. 360). 

Traditionally, organization and agents communicate and interact with each other in order to 

develop a promotion mix, namely an Integrated Marketing Communication plan for the 

advertising strategy. The objective of the IMC is that of promoting products and services in a 

coherent way, expressing the same values in all different promotion channels. The strategy is 

completely developed by organization and their cooperation with agents. The traditional 

promotion mix included Advertising, Personal Selling, Public Relations and Publicity, Direct 

Marketing, Sales Promotion and Social Media. The first role of Social Media, in fact, is that 

of making the company contact consumers, in order to promote its products or services. The 

novelty is the role of Social Media in the marketplace, since as they make the business 

communicate with the consumer, they also enable a “consumer-to-consumer” communication, 

providing the share of information about the products or services directly among them. This 

way, the role of agents and their control on the timing and the contents of the advertising 

campaign is now undermined by the power given to consumer in the marketplace, able to 

influence the campaign through their reviews and feedbacks. 

According to Mangold and Faulds, the reasons of this phenomenon are several (Mangold & 

Faulds, 2009, p. 360): Internet activity is increasingly growing, and has become a “vehicle for 

consumer-sponsored communication”; social media have taken the place of television and 

radio as main sources of advertising, since consumers feel to have more control of their 

activities, freedom to express and share their opinions about products or services, and finally 
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they consider social media as more “trustworthy source of information” with respect to the 

traditional promotion mix.  

Which are the reasons why consumers feel comfortable using Social Media, enough to make 

companies adjust their business model and target their promotion on these platforms? 

According to the Global Digital Report 2019 (We Are Social - Hootsuite, 2019), the 45% of 

the entire world population is using Social Media platforms.  

The Social Network Facebook is the third most visited website worldwide after Google and 

YouTube, with an average of eleven minutes spent on the platform per day and almost three 

thousand million users, approximately ten per cent more with respect to 2018 reports.  

People spend on average more than two minutes per day using social media and plenty of 

studies were carried out in order to understand why. 

A review concerning Social Networks developed by Griffith and Kuss (Griffiths & Kuss, 

2011, pp. 3528-3552) reported that the main reasons why people use them is the willingness 

to maintain friendship relationships and creating new ones. As a matter of fact, the 

characteristic that differentiates these platforms making them more appealing with respect to 

other one is community, since people feel comfortable being part of a group with whom they 

can talk to, upload contents, write posts and exchange personal opinions about an argument of 

shared interest; this process of action-reaction performed by users in these platforms is called 

interactivity, the most important element to build communities. Through the network they not 

only have the possibility to stay in touch with already existing relationships, but also, they 

have the opportunity to create new ones, widening their network.  

They carried out the review in order to demonstrate “Social Networking Sites Addiction”, as 

they defined it, including studies containing empirical data that considered the possibility for 

users to be affected by mental disorders caused by the use of these platforms. Psychological 

and social analysis make researchers share the common opinion of considering Social 

Networks potential addictions like alcohol or drugs, but despite it, there are no confirmations 

about the levels in which the mental affection might happen and which kind of users it may be 

addressed to. 

According to Geert Lovink (Lovink, 2016, pp. 20-21), the potentiality of Social Media in 

general is the ability for the subject to represent himself, express and share personal opinions, 

communicate with other people in order to establish relationships. Again, these platforms 
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provide the possibility to keep in contact with existing friendships and also to create new 

ones, instantly; contacting different people at the same time is considered powerful by many 

users.  

The consequence of this Social Media attractiveness is the opportunity to store huge amounts 

of data about users and their activity during the navigation. Following the Google’s data 

management process, the dissertation will now proceed in explaining how Social Media 

collect, store and exploit data. 

 

3.3 How Social Media collect data: a focus on Facebook Inc. 

Social Networking Sites are the major category of Social Media defined as “web-based 

services that allow individuals to construct a public or semi-public profile within a bounded 

system, articulate a list of other users with whom they share a connection, and view and 

traverse their list of connections and those made by others within the system” (Boyd & 

Ellison, 2008, p. 211). 

Generally, through a registration form made up by simple requirements like name, surname, 

e-mail address, age and eventually a photo, the user can create his personal profile. There are 

different types of social networks, and this process can vary according to each of them: the 

first developed were date sites, but there exist also business networks, networks in which 

people share personal interests, or networks aimed at connecting a certain niche of the 

population. (Ellison, Steinfield, & Lampe, 2007, p. 1143). 

The latter case is the initial purpose of the social network Facebook, that was created by the 

actual CEO Mark Zuckerberg and other colleagues of the Harvard University in order to 

connect students in the college; users, in fact could sign up on a Facebook account only if 

provided of the university e-mail address.  

As the network started to gain success, it developed also in other colleges, until becoming 

available to everybody.  

Among all social networks existing on the web, the dissertation will focus on the analysis of 

the latter one. 
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As Google, Facebook is another example of “big data collector”, and I will proceed 

coherently with the analysis of the search engine platform, analysing the information gathered 

from my Facebook personal account. 

The data policy of the Social Network Site (SNS) can be found easily typing on the Google’s 

search bar “Facebook Data Policy”: the link will address to the personal user profile, in the 

page of interest. 

According to the policy, Facebook gathers information about all data that the user provides, 

about himself and about all the people with which he is connected. In addition, it stores data 

about the personal usage of Facebook products, namely all services provided by Facebook 

Incorporation; among them the mobile application of Facebook, the messaging service 

“Facebook Messenger”, and the social network “Instagram”, available as an application for 

mobile devices and acquired by Facebook Inc. in 2012.  

Moreover, it collects data about: transactions made by the user on its products, personal 

information provided by other users, and the device used to access the platform, that can be a 

personal computer, a tablet or a smartphone. 

Data stored by the SNS are displayed in the “Setting” section of the personal Facebook 

account, and are divided in two main categories: “Your information”, that refer to what the 

user inserts, uploads or share on Facebook, such as posts, videos or pictures, and “Information 

about you”, related to the personal account, such as logs in and devices used.  

In addition, the user has the opportunity to download a copy of his personal data. 

Through my personal account, I requested the download, and after a while Facebook created 

an archive with all my data, like in the Google case described in the previous section. 

Differently from the latter one, though, the former one keeps the file available for the 

download for three days. The amount of data collected since I’ve signed up on the platform in 

2009 is 114 Megabytes, and consists in all post, videos, pictures that I shared on my profile. 

In addition, there are information about the application where I subscribed through my 

Facebook account, and about transactions that I made.  

The account and the data stored can be eliminated at any time, and through the service centre 

the user can manage his information and the way in which it is used and shared by Facebook. 

While trying to eliminate old posts on my Facebook account, I discovered that the operation 

can be made only individually, in other words, I cannot select a certain set of posts and 
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eliminate them all together. This process results difficult for the user, since it would require a 

huge amount of time to cancel one post at a time during the period of one or more years. On 

the one hand, the user may not be interested in keeping old contents on his account, but on the 

other hand, more data enable Facebook to detect more information. 

Finally, it stores data about partners, namely web developers, advertisers or editors that 

exploit the Facebook Business platform; it is addressed and thought actually for the business, 

and consists on the creation of advertising campaigns or ads for the promotion of personal 

products or services. 

In order to facilitate companies to connect with people who might be interested in their 

products or services, the SNS built partnerships with data providers.  

The above-mentioned Google advertising service Adwords, for example, enabled a tool of 

remarketing that consists in the publication of ads also in social network platforms like 

Facebook, targeting people who might be interested in the offer. 

For which reasons does Facebook collect our data? 

As seen above, Google collects data to improve his service, to provide user experience and 

companies’ promotion; Facebook gathers information for similar reasons, in fact, according to 

the data policy, the platform is proposed to ameliorate the service of all its products, 

communicate with the user, and share statistical data and measurements to the companies in 

order to facilitate its promotion. 

Communicating with the user is useful to solve potential problems that he could face during 

the navigation: the service centre is aimed to this task, following the user step-by-step during 

the process, asking questions about the problem and then providing a solution.  

Moreover, the platform exploits data also to detect any potential menace, such as fake profiles 

or people that do not make an appropriate use of the network; the user can assume a relevant 

role in this process since he has the possibility to report threatening or not correct behaviours 

of any Facebook account.  

Finally, the SNS is starting to use data collected for Corporate Social Responsibility. 

Among the variety of projects, the “Facebook Disaster Maps” help humanitarian organization 

to get information about people’s health after natural disasters.  
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Figure 6: Facebook Disaster Maps (Maas & al, 2017). 

The active location service provides information about the location of a user logged into 

Facebook. Acquiring the coordinates of the natural disaster, the platform can associate them 

to all the population in that precise location, and asks for checking in safe to each of them, 

through a simple question on their personal profile. According to the coordinates where 

people stated not be affected by the disaster, Facebook could provide useful information to 

the organizations, making them understand the gravity of the issue. The figure above is an 

example of disaster map, the green areas are those where people checked in safe, and the gold 

arrows represent the way people are moving after the natural disaster.  

If the location service is not active, Facebook will rely on the location inserted by the user in 

its personal information. 

Public information on the account can be visible to anyone, that can in turn save or share it on 

his personal profile.  

Whenever the user has to share a content, Facebook asks to whom the user wants to make it 

visible, it is important to pay attention on this particular phase and evaluate the sensitivity of 

the information. As above-mentioned, by sharing his data, the account shares information also 

on his “friends”, namely people with whom he agreed to create a network. It is necessary to 

be alert and aware of the Facebook data and privacy policy, in order to experience the 

network in the most secure way.  
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The following case describes the risks and damages of bad data management. 

 

3.4 The case of Cambridge Analytica 

Cambridge Analytica was a data marketing company specialised in the creation of 

microtargeted contents, that with Facebook was part of a scandal that still today remains 

unsolved. The two companies were accused of data breach, namely an episode of violation of 

personal data, exploited to largely influence American elections in 2016 and the Brexit vote in 

the same year.  

One of the data scientists of Cambridge Analytica, Christopher Wylie, acted as a whistle-

blower after having ceased working for the company in 2014, and provided in 2018 “The 

Guardian” of all documents attesting the amount of data collected without the consent of the 

population, and how it exploited them to create contents of propaganda.  

Actually, first reports of data breach by the company were made by “The Observer” in 2015 

with the elections of the United States Senator for Texas Ted Cruz. 

In an interview, Wylie described the history of the company and the process through which 

the data was collected (Cadwalladr & Graham-Harrison, 2018).  

SCL Group was born in 2005 as a company specialised in influencing elections, founded by 

Alexander Nix. As he started to interface with Steve Bannon, chairman of Breitbart News and 

ex chief strategist in the White House under the presidency of Donald Trump, they decided to 

give the company a more academic profile, moving the office from London to Cambridge; in 

2013 Alexander Nix and Steve Bannon founded Cambridge Analytica. 

The company then cooperated with a Cambridge academic and member of the Global Science 

Research company (GSR) Aleksandr Kogan, who created a Facebook application consisting 

in a personality test.  

In order to access the application, the user had to be provided of a Facebook account, be a US 

voter, and accept the privacy policy stating the acceptance of the treatment of personal data 

for academic use. 

Actually, Aleksandr sold data gathered through the test to Cambridge Analytica, that 

combined them with pre-existing databases on the population and developed a microtargeted 

messaging strategy in order to persuade users in favouring Donald Trump party during the 



52 

 

elections in 2016; the company, in addition, is accused to be linked also to the Brexit vote in 

2016, having favoured the vote for the exit of the United Kingdom from the European Union. 

The scandal that the dissertation is going to analyse is not the propaganda itself, but the 

violation of personal data in order to develop it. 

As above mentioned, in order to access the test, the user had to be a US voter and had to be 

provided of a Facebook account. This granted the creator, Aleksandr Kogan, the access of all 

Facebook data related not only to the user that accepted the treatment of personal data, but 

also to those of all his network of friends on the platform, that did not give the consent and 

were not aware about it; this way, more than 50 million Facebook accounts were harvested. 

After integrating data concerning these profiles, and including those related to their unaware 

social network, the company obtained over 160 million profiles. 

Among the depositions of Wylie, it can be found a letter that Facebook’s lawyers wrote him 

in 2016, one year after the first mention of the data breach was made.  

In this letter, the Social Network stated that data were taken by Cambridge Analytica illegally, 

since Kogan could not sold them to the company. It concluded pointing out that the data had 

to be erased permanently, but the platform did not actually check if the data were removed by 

the company.  

In addition, Facebook always denied to define it as a data breach, since Aleksandr Kogan 

“gained access to this information in a legitimate way and through the proper channels but did 

not subsequently abide by our rules” (Cadwalladr & Graham-Harrison, 2018), in fact he 

should have used data for academic research, but instead he sold them to third parties. 

Kogan actually collected data in a legitimate way, but this statement should be limited to what 

concerns the user that subscribed the App, and not valid for all his network of friends; they 

had no idea that their data were being collected at that moment. 

Only in March 2018, after the whistle-blower Wylie provided the evidences of the activity in 

Cambridge Analytica, Facebook’s CEO Mark Zuckerberg declared that he suspended the 

company and Kogan from the platform. In addition, he apologised to Facebook’s users for 

violating their trust, stating that in 2014 he restricted the amount of data that third-parties 

could gather from the platform and will continue restricting it; “turn off data sharing for apps 

that have not been used for three months, and move the tool that allows users to restrict the 

data they share from the Settings menu to the News Feed” (Wong, 2018). The actual data 
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policy, in fact, points out that Facebook programmers are working in order to solve the 

problems described in the CEO’s statements. In addition, it states that third-parties’ 

applications can receive the list of the user’s friends if he agrees sharing it, but they cannot be 

provided of any more information about them.  

To sum up, the three major actors involved in the scandal are: Cambridge Analytica, 

Aleksandr Kogan, and Facebook. It cannot be confirmed yet how much the targeted messages 

sent by the company influenced the final result of the elections, but without doubt they were 

able to reach a huge amount of people, persuading them in an effective way thanks to a micro-

targeted strategy.  

The weak data policy of Facebook provided Kogan all data about users and their network of 

friends, who sold it to a company for commercial use, against the agreement previously made 

with the platform.  

In conclusion, this case provides an explanation of how important is for a platform to define 

clearly its data and privacy policy, in order not to lose the loyalty relationship with the user; in 

addition, it is necessary to limit the share of data only to absolute minimum for a correct use 

of the Application; the user, in turn, has to be aware of which data is sharing to an Application 

or to a Social Network before entering it, reading accurately the treatment of personal data 

agreement linked at the moment of the subscription.  

 

3.5 Ethical Consequences 

Cambridge Analytica and its microtargeting strategy provide an actual example of 

“Profiling”. In marketing, consumer profiling is the collection of information about 

psychological or behavioural traits in order to develop a targeted marketing strategy. As seen 

above with the cases of Google and Facebook, through the huge amount of data provided by 

users, both online and offline companies manage to develop a user profile, containing 

physical data, personal interests and tastes. This is used as a base for the amelioration of the 

system, suggestion of potential interesting contents for the user, targeted marketing strategies.  

On the one hand, from a marketing point of view, Cambridge Analytica confirmed how 

effective a strategy can be if there is the availability of large amounts of data that provide an 

in-depth analysis of the user and his personal traits. On the other hand, it is clear that the 



54 

 

inappropriate use of data could be damaging at a personal, social and regulatory level, issues 

that go beyond the mere marketing sector. 

Mayer-Schönberg and Cukier describe the risks derived by Big Data management, providing 

some practical examples supporting the theory (Mayer-Schönberger-Cukier, 2017, pp. 211-

219).  

Profiling is a technique used also by police departments in order to detect individuals that 

could potentially act in a dangerous way, basing on personal and behavioural traits. U.S. 

National Security Agency (NSA), for example, is provided of an archive containing data 

about phone calls, e-mails, and other forms of communication between American and other 

countries’ citizens. The amount of data is almost unmanageable by the agency, but they are 

useful in order to detect prowlers, basing on their traits and on their network of relationships. 

The aim of the government, in this case, is not to control people in every moment, but instead 

to act quickly in the case that someone is suspected (Gellman, 2013).  

The major risk derived by this type of national surveillance, according to the authors, is the 

use of Big Data analytics and predictions to judge people. If not managed correctly, in fact, 

this system might not only lead to discrimination, but especially to the “culpability for 

association”, namely the consideration of a person guilty basing on the results of predictive 

systems. In other words, if analytics detect a suspicious behaviour in a person, he might be 

considered a potential suspect, or worse, he might be accused of having committed a crime, 

without actually not having performed any action; nobody can be accused of something that 

he never committed. 

Obviously, as seen while describing the statistical analysis of correlation, predictive systems 

are not providing perfect results, but instead high probabilities, not enough to accuse or judge 

people without further analysis.  

In addition, if Big Data would only mean an increase of the volume of data, there would be 

the risk for an accurate data protection management, consequently it would be necessary at a 

regulatory level to strengthen existing regulations. The problem is that Big Data is a term that 

does not concern only volume, but also variety, velocity, and especially value. During the 

analysis of the last characteristic, the dissertation focused on the importance of the optional 

value of data. To recall the definition, optional value is the set of usage alternatives for the 

exploitation of Big Data, different from the initial purpose (Mayer-Schönberger-Cukier, 2017, 

pp. 142-143).  
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According to GDPR (EU GDPR Compliant), as seen above, the subject has the right to be 

informed about data that will be collected, for which purposes, and about how long those data 

will be available for the treatment. The agreement of the data subject is defined “informed 

consent” and gives the possibility to the data controller and the data processor of treating data 

until the deadline and for the purposes specified in the agreement. 

The optional value of Big Data, though, cannot be predicted neither by the data controller nor 

by the data subject, and might undermine the effectiveness of the regulation, especially of the 

concept of informed consent. On the one hand, it would be impossible for the data controller 

to predict optional values of data being stored, and it would take a lot of effort to contact 

every data subject that previously gave the consent in order to inform him about a re-use of 

his data, especially for companies like Google or Facebook that count a huge amount of 

subscribers. On the other hand, the data subject would be informed about the first use of his 

data and not about the other possible re-uses, not included in the initial purpose, due to the 

optional value. 

Data do not only increase the danger for privacy, but changes “the nature of the risk”, since 

traditional regulation might not be enough to guarantee data subjects’ protection (Mayer-

Schönberger-Cukier, 2017, p. 207). 

According to Mayer-Schönberg and Cukier, the large amount of data collected, in addition, 

consists in a problem for anonymization (Mayer-Schönberger-Cukier, 2017, pp. 142-143). 

One of the modalities in order to guarantee data protection is deleting personal information, 

like name or address, and substitute them with unique codes. Due to the variety and volume of 

data gathered, though, it is possible for data analysts to “de-anonymize” data, going back to 

individual concerned. In 2006, for example, Netflix removed all the possible elements for the 

identification from its database in order to launch the “Netflix Prize”, namely a prize to the 

team of analysts who could ameliorate its recommendation system. Even though the company 

paid attention in avoiding all personal data that could lead to the specific nominatives of 

users, the researchers of the University of Texas managed to find the name of the co-operator 

of the Internet website Movie Database, simply combining those data with other available 

open-use data. As a matter of fact, mashing up different databases is one of the techniques of 

re-use of big data in order to extrapolate their optional value. 
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The main problem to solve, or at least limit, is the risk for the privacy derived from big data 

management, through the implementation of a strict regulation and a major awareness of 

users. 

 

4 Solutions 

4.1 Data Breach and Re-Identification Prevention 

The inappropriate use of personal data by the company Cambridge Analytica defined an 

example of violation of personal data. The GDPR provides a section dedicated to the 

definition of the responsibilities of the data controller and the process to be followed in case 

of data breach. 

According to the Italian vision of the normative, a data breach is defined as each situation of 

“privacy violation that leads accidentally or illegally to the destruction, the loss, the 

modification, the non-authorized dissemination or the access to personal data disseminated, 

stored or processed (Guzzo, 2018).  

This does not refer only to the accidental or illegal collection of data, but also to any 

dissemination and access to data disseminated, exactly what happened in the case of 

Cambridge Analytica.  

In addition, “the notification of eventual data violations has to be possibly carried out without 

unjustified delay, and when there is the possibility, within 72 hours from the moment of the 

acknowledgement of the violation, unless it is unlikely that the violation of personal data will 

cause a risk for the rights and freedom of human beings. The eventual delay has to be 

justified” (Guzzo, 2018). 

How is the notification structured? What measures of prevention can be adopted in order to 

avoid and keep under control an eventual data breach? Which are the cases in which it is not 

necessary to inform the data subject?  

Starting by the first question, the data controller has to provide the notification to the DPO, 

who has the task of evaluating and verifying the compliance with the requirements. This 

document has to contain all information that make the Authority able to accomplish the 

above-mentioned task, in detail the data controller has to describe the nature of the data 

breach, including references to the number of people and data involved; explain the potential 
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consequences of the data breach; inform about the measures of prevention adopted in order to 

solve the problem or at least to limit the negative consequences. 

If the notification is not presented within 72 hours, and the controller does not undertake to 

justify the delay, the DPO must evaluate the gravity of the data breach and define a more or 

less sever sanction, that can be decided according to the above-mentioned amount planned by 

the GDPR or also independently, if the Authority considers it appropriate (Troiano, 2017). 

This legislation aims at making the data controller act as soon as possible in order to avoid 

further damages caused by the data breach, safeguarding above all personal privacy. In this 

case it is important the role of the data processor, who has the responsibility for the utilization 

of personal data: he has to communicate with the data controller in order to provide him of 

data breach reports, and has to be available to give additional information to the DPO if 

required. 

Secondly, in order to prevent and limit the damages of a data breach it is necessary to (Guzzo, 

2018): 

- Adopt a response protocol, namely a set of procedures to adopt in case of data breach. 

In this case, the company will cooperate with third parties like monitoring systems or 

assistance systems, in order to solve or limit the damages of the destruction or loss of 

data; 

- Carry out periodical tests in order to verify the validity of the protocol; 

- Obtain an insurance cover for possible cases of data breach; 

- Draw up a register of data breach cases; 

- Carry out investigation activities in order to detect the nature and the gravity of the 

violation.  

Periodical tests are fundamental in order to detect any type of problem that could reveal after 

the drafting of the response protocol, giving the opportunity to competent authorities to 

provide the appropriate modifications. The insurance, in addition, will help covering the 

amount of costs due to the violation, to safeguard the financial position of the company. The 

register of data breach cases is required to analyse the nature and the characteristics of the 

violations, in order to concentrate in the most recurrent cases and ameliorate the monitoring 

and protection systems. Finally, tracking the development of data breach helps in evaluating 

the risk of damage of the violation, trying to figure out how to limit it and to prevent it from 



58 

 

any future case. Evidences of the violation, in addition, will be useful in case of a possible 

prosecution. 

Third, the data breach must generally be notified by the controller to the data subject, namely 

the owner of data violated. There are some cases in which the notification is not required, they 

are specific and limited to the situations in which the controller has adopted all organizational 

and protection measures to avoid any risk for the security and rights of the data subjects 

involved and to safeguard personal data at hand. 

Safeguarding personal data implies the utilization of different techniques, and it is necessary 

to distinguish anonymization from pseudonymization (De Benedetti & al, 2017).  

Pseudonymization is an encryption technique, defined as the process of making an individual 

not identifiable through data available, unless additional information is given. This 

information has to be safeguarded separately and subject to organizational and operational 

techniques aimed at ensuring the impossibility of the identification 

Anonymization is meant exclusively when the controller has not the possibility for the 

identification, since he is not provided of data anymore, or he never was. Generally, it is a 

technique consisting in deleting personal data in order not to be able to trace the individual, 

differently from pseudonymization that reduces the link of a dataset with the subject identity. 

According to the GDPR, anonymization requires the fulfilment of three criteria: “it must not 

be directly linked to identifying data; there must not be a known, systematic way to 

(re)identify the data; the data must not relate to a specific person” (Hintze, 2018, p. 86-101).  

The techniques to satisfy these criteria are grouped into two categories: generalization and 

randomization. The former one consists in dissolving personal data changing the order of 

magnitude: for example, defining the age group rather than the precise age; the latter modifies 

the level of truth of the data in order to dissociate it from the data subject (De Benedetti & al, 

2017). 

However, anonymization of big data is really difficult nowadays, due to their volume and 

variety; as seen above, it is possible to come back to the subject of interest even after avoiding 

any connection with the dataset (Mayer-Schönberger-Cukier, 2017, pp. 142-143).  

Researchers analysed that this might happen due to “memoization”, a machine learning 

process that makes machines keep in memory “individual entries during training, either 
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intentionally by storing them in a cache, […] or inadvertently by imbedding personal data in 

the learned model” (Cummings & Desai, 2018).  

A solution to memoization, for researchers, is differential privacy. This method does not base 

on encoding or encrypting, but instead on “dirtying” data, or in other words, on introducing 

noise through the combination of statistical techniques on the results given by data, in order to 

safeguard personal identity (Roth & Dwork, 2014, pp. 15-25). The aim of differential privacy, 

in general, is that of extrapolating as much information as possible from a statistical database 

thanks to structured algorithms, without the danger of tracing the identity.  

The advantage of differential privacy is that it constitutes a solution for the phenomenon of 

memorization, since “the requirement that private algorithms perform similarly on 

neighbouring databases [namely similar databases] constrains the algorithm away from 

overfitting to individual entries in the database, and thus ensures that no single entry has been 

memorized” (Cummings & Desai, 2018).  

Companies like Google and Apple adopted differential privacy in recent years, and the 

company Privitar Lens “is leading the development and adoption of privacy engineering 

technology enabling […] customers to innovate and leverage data with an uncompromising 

approach to data privacy” (Privitar Lens, n.d.). As the acknowledgment of the importance of 

privacy is increasing, this consulting agency helps companies in managing their datasets, 

without compromising individual privacy, according to the purposes of differential privacy. 

Adopting differential privacy techniques will help companies in ensuring a better privacy 

service, safeguarding personal data of consumers. 

 

4.2 Cybersecurity Act 

Big Data consists in a threat for security and privacy of people. Internet of Things, the 

development of artificial intelligence and the increasing awareness of Big Data value can lead 

to the growth of cybercriminals who manage to steal, damage or destroy data. Consequently, 

it is necessary to develop a strict legislation aimed at: first, safeguarding both people’s 

security and privacy during the utilization of digital devices; second, help companies and data 

controllers to manage data without compromising individual identity.  
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The GDPR introduced he “European Regulation Privacy Internet provider” (GDPR, 2018), 

aimed at describing the responsibilities of the data controller while managing data online, and 

the measures to be adopted in case a violation is detected. 

In detail, the data controller has to process personal data concerning Internet traffic to the 

extent necessary to guarantee the security of the networks, namely the ability of the system to 

resist to “unexpected events or unlawful or malicious acts that compromise the availability, 

authenticity, integrity and confidentiality of personal data stored or processed” (GDPR, 2018). 

Finally, violations can include the non-authorized access to a network, the spread of malwares 

or damages to computer systems or communication systems (GDPR, 2018). 

Cybersecurity is fundamental for companies in order not to incur in certain issues, and it is 

necessary to hand the task to someone provided of the appropriate knowledge in the field, 

namely the Chief Information Security Officer (CISO/CSO). The role of the CISO is very 

complex to perform, since there are plenty of cases of violations nowadays, difficult to detect.  

The CISCO company carries out annual studies to analyse the CISO performance, and this 

year it managed to interview more than 3,200 professionals on the security sector in eighteen 

different countries (CISCO, 2019, pp. 1-20). According to the results of the analysis, the 24% 

of the people interviewed associated the most dangerous threat to the human element, a 

dishonest worker or more generally a hacker. Thanks to encrypting methods, cybercriminals 

manage to damage systems without being tracked. As a matter of fact, only the 35% stated 

that they would easily resist and control a possible violation of this type. Almost a half of the 

respondents, however, pointed out to be provided of the appropriate instruments that help in 

the analysis of the efficiency of security procedures and in giving feedbacks about the 

performances.  

The GDPR is already trying to shift from security defined as an option, to security defined as 

an actual need, and in order to sustain this objective, a proposal for a new continental strategy 

for security was agreed by the European Parliament, the Council of the European Union and 

the European Commission last December 2018. The “Cybersecurity Act” Regulation, 

supposed to accompany the existing NIS (Network and Information Security) Directive, was 

presented and approved by the Parliament the 12th of March 2019, and it is supposed to be 

applied soon (D'Acquisto, 2019).  
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The lawyer and researcher in the Oslo University Luca Tosoni, defines the nature of the Act, 

explaining in what it consists (Tosoni, 2019).  

The aim of the Cybersecurity Act is that of strengthen security measures in case of 

cybercriminals’ attacks, create a cybersecurity internal market in terms of products and 

services, and enhance consumers’ loyalty towards digital devices  

It is composed by two different parts: the first defines the role of the European Network and 

Information Security Agency (ENISA); the second introduces a European system for the 

certification of Information and Communications Technology (ICT) in all devices provided of 

Internet access and other digital products or services.  

Starting from the first one, ENISA was founded in 2004 as an agency providing technical 

assistance to the EU member states and European Institutions during the development of 

security policies on networks and information systems, strengthening their ability to prevent 

and react to possible ICT accidents. With the entry into force of the Cybersecurity Act, the 

role of the agency will become more practical and concrete, since it will perform actions of 

support to the operative management of ICT accidents from member states, task previously 

entrusted only to the latter ones.  

Finally, ENISA will cover a central role on the management of the system of certifications 

introduced in the second part of the Regulation. 

The advantage of new systems of certification is mainly the creation of an internal market for 

cybersecurity. Some Member States are already provided of similar systems, in Italy for 

example exists the “Istituto Superiore delle Comunicazioni e delle Tecnologie 

dell’Informazione (ISCOM, National Institute of ICT), but they are different depending on the 

country and not all of them are recognized as suitable from all the Member States. 

Consequently, a company that operates in European markets needs to perform several 

processes of certification before selling its products or services in another country, incurring 

in high costs. The Cybersecurity Act will provide an overall framework for the systems of 

certification, that if followed, will be recognized as valid for all Member States, contributing 

firstly, in reducing certifications costs for companies that perform on a multi-national level; 

secondly, in creating a homogeneous European market. 
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4.3 Accountability 

As seen above (Troiano, 2017), from the moment of the entry in force of the GDPR, the 

company is required to follow a process in order to adjust their traditional privacy Regulation 

to the new one. In particular, one of the steps introduce a novelty in terms of responsibility: 

accountability. The normative shifts the focus from the protection of the data subject and his 

rights, to the accountability of the data controller. This does not mean that the GDPR does not 

consider the protection of the data subject important anymore, but instead it points out the 

relevance for the data controller to take the responsibility of his actions. 

Accountability literally means to justify the performance, so it defines something more than 

the mere meaning of responsibility. 

As a matter of fact, the data controller has to take into account the nature, the context and the 

purpose of data process, and then guarantee to be able to demonstrate that the process is not 

only compliant to the Regulation, but also that it will not cause risks for the rights and 

freedom of the data subjects. 

The novelty introduced by this principle is that the consent of the data subject for the process 

of personal data is not enough anymore, since the data controller, according to the definition 

of the term accountability, has to be able to justify the compliance to the normative and 

guarantee its efficiency.  

Among the requirements to be borne by the data controller concerning accountability, the 

GDPR defines: verification of the impact of the process and adoption of the security measures 

suitable according to the risk; staff training; definition of managers to provide sufficient 

guarantees; transparency and information to the data subjects; design of the treatment limiting 

risks and with the pre-defined privacy-by-design (Saetta, 2018). 

Privacy-by-design and privacy-by-default are also two terms introduced by the GDPR.  

The former one defines that the protection of personal data must be guaranteed from the very 

beginning of the design of the treatment; in other words, the data controller has to adopt the 

technical and organizational measures suitable according to the nature, the context and the 

purpose at the moment of both the determination of the means for the process and of its 

application. 
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For example, the above-mentioned institution of a shared framework for certification is 

supposed to promote privacy-by-design, as it is supposed to consider Information and 

Technology security at the very first step of the design of the product or service. 

The latter one defines the need for the protection of data to be guaranteed according to a pre-

defined setting, actually, by default. Paragraph two of the Article 25 of the GDPR states that 

“the data controller adopts technical and organisational measures to guarantee that data are 

processed, by default, only the personal data necessary to every specific purpose of the 

treatment. […] These measures guarantee that, by default, data are not accessible to an 

indefinite number of people without the intervention of a physical person” (Information Law, 

2018). 

According to this criterion, the data controller needs to make a prior analysis and adopt a 

practical principle applicable in a series of demonstrable activities.  

Violations to the data process made by the data controller are part of the category of more 

severe sanctions described in paragraph 3.6 (Troiano, 2017), and the amount to pay can be 

evaluated “up to 20 million euros, and in the case of companies, up to the 4% of the annual 

worldwide turnover concerning the previous year, if higher”.  

In conclusion, the shift to responsibility borne by the data controller, plus the imposition of 

large sanctions in case of violation, helps the definition of security become an actual need in 

the business reality, and not only an option. This also helps in enhancing that personal data 

are owned only by the data subject, that give the consent to the data controller of processing 

them for specific purposes. The authority on those data will always be borne by the data 

subjects, since they are giving information about their own personal and social life.  
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Conclusions 

Basing on the theoretical analysis of the impact of Big Data on companies, and especially on 

the digital world like Social Media, the dissertation will now conclude answering the initial 

interrogative characterized by the definition of this phenomenon as an innovation or as a 

threat.  

On the one hand, the shift from Small Data to Big Data involved three changes concerning the 

consideration of the totality of data instead of a partial sample, the consequent acceptance of 

confusion and the enhancing of statistical correlation models. In all mutations, Big Data 

provide the possibility to speed up the process of analysis, without worrying about being 

particularly precise; as a matter of fact, the huge amount of data available make researchers 

obtain results characterized by a high level of accuracy.  

Secondly, the advent of this phenomenon provided opportunity also for businesses, since new 

companies specialized in Big Data analytics emerged, and new roles in the business 

organization are developing. Additionally, data-driven strategies help in avoiding human 

beings’ bias during the decision-making process. 

Finally, the availability of huge amounts of data helps online and offline companies in 

developing their marketing strategies, favouring customization of offers and strategic 

targeting.  

On the other hand, the exploitation of Big Data is a task that has to be accomplished 

exclusively by professionals. According to the knowledge discovery process, in fact, at the 

initial step in which Big Data are stored, they are raw data, that need to be developed in order 

to extrapolate information and create knowledge. The huge amount of data available through 

technological devices will not actually be useful without further analysis and 

implementations. The shift from data to information and knowledge is the crucial point that 

define the moment in which raw data become useful and usable for a certain purpose. The 

task must be handed by a professional role specialized in Big Data analytics, like a data 

scientist or a data specialist, able to obtain the results suitable for the purposes of the research, 

without incurring in severe errors that can compromise the analysis.  

Additionally, Big Data are unpredictable, due to their optional value. In this case, predict the 

amount of secondary uses provided by data is a difficult challenge also for an expert, 

therefore a strict Regulation is needed. The GDPR and the Cybersecurity Act are two 
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examples of legislative provisions in order to enhance the concepts of privacy and security, 

and prevent possible damages caused by the unpredictability of Big Data analysis. 

Finally, the description of the case of the Target company defined a situation in which the 

utilization of Big Data to develop a targeted marketing strategy, mined personal intimacy and 

social relationships, and the scandal of the Cambridge Analytica company detected a severe 

issue concerning the violation of people’s privacy.  

The issue derived from the above-mentioned cases are not concerning the mere exploitation of 

Big Data as an exclusive task for professionals, in fact, it is only thanks to data scientists and 

specialists that the two companies developed such efficient strategies. In addition, in the 

Target company case, even if the company performed the strategy according to a legal 

procedure, it caused social and personal damages. 

Big Data exploitation, therefore, has to be carried out by specialists, in a responsible way, 

according to the legislation in force and finally, with common sense.  

Even if it might seem obvious to point this out, the management of Big Data not only requires 

competent people, it requires ethics. In order to act ethically, it is necessary to perform 

following the procedures dictated by the legislation, and there is the need to morally 

understand that the act intended to perform is not respectful towards another people’s 

individuality. When it comes to business, considering the profit achievable through the 

exploitation of a phenomenon with a high potential for the growth of the company market 

strength, it is difficult to act following the above-mentioned statement. An element not really 

developed, that could help in encouraging people acting that way is a major awareness: data 

controllers and processors are not completely aware of the fact that personal data are owned, 

on the first place, by the data subject, they concern his private life, and they have to be 

protected; in other words, at the moment of the consent from the individual to the data 

controller for the utilization of his data, the latter one overestimates his authority on data 

provided; the data subject, in turn, is not aware of the potential of his own personal 

information, as a matter of fact, generally people do not pay so much attention on reading the 

agreement for data processing before giving the consent; they underestimate the multiple uses 

that data specialists and analysts can derive from few simple information.  

This phenomenon is still developing, there will be a lot of new discoveries and 

implementation as time goes on, hindering or rejecting them is not the most appropriate 

solution; there is the need of a maximum effort in developing provisions of prevention 
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through a strict legislation, and in documenting and informing about the phenomenon. In 

conclusion, it is not correct to wonder if Big Data themselves are a positive or a negative 

thing, the interrogative must be put differently, referring not to Big Data alone, but to the 

management and the type of use that people make of them. A reasonable, legal and ethical 

Big Data management promotes the adaptation to innovation without compromising social 

security and personal privacy. Technological devices will not work without human 

intervention, and algorithms follow rules, provide outputs according to data scientists’ inputs: 

it is up on people deciding which inputs to give, and what to do with the outputs obtained.  
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